L/

> TENABLE

Network Security

Nessus 4.4

Installation Guide
November 28, 2011

(Revision 13)

The newest version of this doc ument is available at the following URL:
http://static.tenable.com/documentation/nessus_4.4_installation_guide.pdf

Tenabl e Network Security, Inc. A 7063 Columbia Gat esales@t Bnabke. Samt & Wa®d


http://static.tenable.com/documentation/nessus_4.4_installation_guide.pdf

ZO>STENABLE Network Security®

Table of Contents

TN (o To [ To3 4o o N 5
OpPerating SYSEIM SUPPOI ... e e e e aa e 5
Standards and CONVENTIONS ..o 5

BACKGIOUN ..t 6

L =T =0 [T (=S 7
AN =SS UL o PP PPPPPPPPPP 7
N LTSS RS AV o {0 Y ST 8

DEPIOYMENT OPTIONS ..ttt e st 8

Vulnerability Plugin SUDSCIIPLIONS.......cooiiiiiiiiiiii 8
WHICH FEEA IS FOI YOU? ...ttt ettt ettt ettt e e e e e aaeeees 8

[ [0 0 =TT =T o 9
ProfeSSIONAIFEEA. ........u et e e e e e e e e e e arrr 9

|V ST U T o] T ] o SRR PP 9

O D T 0 10
(0T To] = o o [P 10
1S3 7= 1= LA o 1P 17
(0] 0110181 =V o] o I TP 22

NESSUS MajJOr DIFECIOMES ... .ciieeiiiiiie i e e e e e e e e e e e e e e e e e aa it e e e e e e e e eantaanas 22
Create 8 NESSUS USEI ...ttt ettt ettt e et et e e et et e e e ettt e e e eata e eeeeeaaaaanes 23
Installing the Plugin ACtivation COOE...........cooiiiiiiiiiiiiiii e 25
Start the NESSUS DABMION ......uuiii i e et e s e e e e e e e e et s s e e e e eeeeaata e s e eaaeeeeeesenaaaaeaaees 26
StOP the NESSUS DAEIMON ...coviiiiii i e e e et e e e e e e e e e et e e e e e e e e eeetrtaaeaeaaes 27
Nessusd Command LINE OPLIONS.........uviiiiiiiiiiiiiiiiiiiiiiee ettt ettt 28
CoNNECHNG WIth @ CHENT ... 29
(W] To F= 11 gVl = [V o T PP 30
How Often Should | Update PIUQINS?........ouuiiiiiiiie et e e 30
Updating Plugins AULOMALICAIY ..........uuieiiiiiiiiiiiiiiiiiiiiiiiie bbb eeeeeeeeeeeeeeeeeenne 30
Scheduling Plugins Updates With CrON .............uuuuuueieiiiiiiiiiiiiiiiiiiiiieieeeeeeaeeeeeeeeeeneee 31
Updating Plugins through WEeD ProXi€S..........coiiiiiiiiiiiiiiiie e 31
REMOVING NESSUS ..ottt ettt ettt et et et e e e e et e e e e e e e e eeeeees 31

LAY Lo o T2 = 35

(@] To | 7= To |1 oo IR PSP PP PPPPPPPPPP 35
Upgrading from NESSUS 4.0 T 4.0.Xu..uuuuuuuuuuuuuuunesnenuenssennssensnsssssessssssssssesssnsessssseeeseneeeeeeeene 35
Upgrading from NeSSUS 3.0 T 310X .. ieiiiieiiiiiie e e et e e e et a e e e e e e e eeeeeananes 35
Upgrading from NeSSUS 3.2 @Nd JALET .........uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiieieaseeeeeeeeeneeereseeeeeeneeeaeeeereeene 35

L1y 7= 1 = 1o ) o 1P 36
DOWNIOAAING NESSUS ... ettt et a e e e e e e e e eaet e e e e e e e e e eeaetn e e e eeaeeeennennnnns 36
1 TS 7=V T o PP 36
INStallation QUESTIONS ....vuuiii i ee et e e e e e e e ettt e e e e e e e e eeaata e s e e eaeeeeasetnaaaeeaaeeennnes 36
NESSUS MaJOr DIFECIOMES ....ceeeeeeitiee e ettt e e e ettt e e e e e e e e e eeeata e e e e e aeeeennennnnns 39

Copyright © 2002-2011 Tenable Network Security, Inc.




ZO>STENABLE Network Security®

(7o) o1 o 18 =1 1o o 1O 40
NESSUS SEIVEI MAINGAGET .....cceeeeeiriiii e ettt e e et e e e e et e e e e e e e e e e ennnr e r e e e e e e eennnnnas 40
Changing Default NESSUS POM..........uuuiiiiiiiiiiiiiiiiiiii i eeenenennnne 41
Registering your Nessus INStallation .............cooiiiiiiiiiiiice e 42

Resetting ACHIVAtION COUEBS .........uuiiiiieeii it e e s e e e e e s e s eeae e e s s sanbreeeeaeeesansnranes 43
Create and Manage NESSUS USEIS .......uuuuuuuuiiiiiiiiiiiiiiiiiieiiiiiisssnse e sneaensennnnnnnnne 44
AlloWiNg REMOtE CONNECLIONS .....outiiieiiiiiee ettt e et e e e st e e e sbe e e e e st e e e e sbeeeeeabneeeean 44
P Yo [0 [1gTo U ST g A oo 011 [ | £ ESPTRPRPPI 44
HOSE-BASEA FIFEWAIS .....ceeiiiiiiiiiiiiii ettt et e e e e e s ettt e e e e e e s e anbn e e e e aeeesaneereees 46
LAUNCH the NESSUS DAEIMON.....uutitiiiiiiiitiiiittteaueseeeeeeeaesseeessesesssesssasessesesssasssssssssssssssssssssssssnes 47

(0T o F= LT T N = 11 o T 48
How Often Should | Update PIUGINS?..........uuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeeneenneneeeennennes 49
Updating Plugins through WeD ProXi€S............uuuuuuuririiiiiiiiiiiiiiiiiiiisseisineniiesieessseennennnnnnenennnne 49

REMOVING NESSUS ....ceiiiiiii i et e et s e e e e e e e e et e e e e e et e eae et e s s e eeeeeesataaaasaeeeeeeeasennnnnes 49

Y= T @ 1 T TP 49

(0T 0o = o o [P 49

1T 7= 11 = 1o ) o 1P 50

(0] 01110 [0 = Ui o] o I TR PPTPTTPRP 52
NESSUS SEIVEI IMABNAGE . .ceuiieite ettt e e e et e et e e et s e et e et e e et e e et eeeansaeanaaes 53
Registering your NeSSUS INSLAlAtION ...........uwiiiiiiiiiiiiiiiiiieiiiiiiibiie bbb eeeeeeeeeeeeeeenee 54

ReSEetting ACHVALION COUES ........veiiiiiiiie etttk e e s bbb e e s nbr e e e e nnneeeas 56
Create and Manage NESSUS USEIS .......uuuuuuuuiiuiiiiiiiiiiiiuiieiiieiieiaeeaeasae b ebeeaeeeesssseessenebnnssnnnnnnes 56
Allowing RemMOte CONNECLIONS .. ..cccieie i 56
Ao [0 o 0 ST o o 11 | £ 57
LAUNCH the NESSUS DAEIMON......uuutuiiiiiiitreteeeeeenttaaeeseeaesseeesseseesssessssessssssssnsssssssssssssssssssssnsnnnns 58

(@ oTo Eo 1] o o o 18 o I PP PPPPPPPPPPPP 58
How Often Should | Update PIUGINS?..........uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiieeisseeseeeseeneesnessseennnnnennneeeennee 58

REMOVING NESSUS ....coiiiiiiii i et e e e s e e e e e e e e e et s e e e e e e e eas et e s e e eaaeeeeastban e aeeeeeesarernnnnns 59

Configure the Nessus Daemon (Advanced USErS)........ocuuuiiiiiieeriiiiiiiiiie e e e e eannns 59
Configuring Nessus with Custom SSL Certificate ..........ccvieieiiiiiiiiicic e, 64
NESSUS WIthOUL INTEINMEE ACCESS .. ittt ettt e e e e et a e e e e e e e aaaaaaaaaeaaes 65

REQISIEr YOUI NESSUS SCANNET .....cciiiiiiiiiiiiiiiiiiiiiie ettt ettt ettt et et e e e e e e e e e e e e eeeeees 65

Obtain and Install Up-to-date PIUGINS........ccoiiiiiiiiiiieis et 68
LAY e (o1 PSSP 68
LiNUX, SOlArS AN FrEEBSD.......cuu ittt et e e e et et e et s et e e eeas 68
Y= T 2 T 69

WOTKING WIth SECUITTY CONTE .....eiiiiiiiietiieeteeeeeeeeeeeee ettt e bbb bbbebsesneeseneenee 69

SECUNMIYCENIET OVEIVIEW ...t e e ettt e ettt e e e e e e et ettt e e e e e e e eeeatan e e e e eaeeeeeesnnnaaeaeaaens 69

Configuring Nessus to Work with SECUNtYCENTET .......ccooieieeeeeeee e 70
L 013 = (o @ 1 PP 70
LAY e o OSSP 70

Configuring Nessus to Listen as a Network DAemON ..........coooiiiiiiiiiiiiiee e 70
Adding User ACCOUNES IN WINGOWS .......ouuuiiiiiiiiiee ittt e et e et e e s sbeee e e snbneeeeans 70
Enabling the Nessus Service iN WINGOWS ........c.ueiiiiiiiiiiiiiiiee et 71
[ (0153 B = 7= T o I T = T PSS 71
Configuring SecurityCenter to WOrk With NESSUS .......ccooiieiiiie e 71

Copyright © 2002-2011 Tenable Network Security, Inc.




> TENABLE Network Security®

Nessus Windows TroubIESNOOTING ......uuuiiiiiiiiiiiiiiiiiiie e

INStallation /UPGrade ISSUES .........uuuiiii e e et e e e e e e e e et e e e e e e e e eaneaaas
S Yor= 1o o 1T To T FSTT U= PO

FOr FUMTN I INFOTMATION L.ienieeieeeee ettt e e e et e e e et e e e e e e e e e e es e e reaeeenns

NON-TENADIE LICENSE DECIAIALIONS ..uiieeiieiieee ettt ettt ettt r et et e e e e e e e e e e e re e rerrerans

About Tenable NEtWOTIK SECUITTY .....uuuiiiiiiiiiiiiiiiiiiieiieieeee bbb eennennnnennne

Copyright © 2002-2011 Tenable Network Security, Inc.




ZO>STENABLE Network Security®

INTRODUCTION

This document describes the installation and configura
Ne ssus 4.4 vulnerability scanner. Please email any comments and suggestions to
support@tenable.com

Tenable Network S ecurity, Inc. is the author and manager of the Nessus vulnerability
scanner. In addition to constantly improving the Nessus engine, Tenable writ es most of the
plugins available to the scanner , as well as compliance checks and a wide variety of audit

polici es.

Prerequisites, deployment options and a walk -through of an installation will be discussed in
this document. A basic understanding of Unix and vulnerability scanning is assumed.

Starting with Nessus 4.4, user management of the Nessus server is conduct ed through a
web interface and it is no longer necessary to use a standalone NessusClient. The

standalone NessusClient will still connect and operate the scanner, but it will not be

updated.

OPERATING SYSTEM SUPPORT
Nessus is available and supported for a variety of operating systems and platforms:

Debian5 and 6 (i386 and x86 -64)

Fedora Core 12,13 ,14 and 1 6 (i386 and x86 -64)

FreeBSD 8 (i386 and x86 -64)

Mac OS X 10.4, 10.5 and 10.6 (i386, x86 -64, ppc)

Red Hat ES 4 /CentOS 4 (i386)

Red Hat ES5 /CentOS 5 /Oracl eLinux5 (i386 and x86 -64)

Red Hat ES 6 / CentOS 6 (i386 and x86 -64) [Server, Desktop, Workstation]
Solaris 10 (sparc)

SuSE 9.3 (i386)

SuSE 10.0 and 11 (i386 and x86 -64)

Ubuntu 8.04, 9.10, 10.04 and 10.10 (i386 and x86 -64)

Windows XP, Server 2003, Server 2008, Server 2008 R2, Vista and 7 (i386 and x86 -64)

STANDARDS AND CONVENTIONS

Throughout the documentation, filenames, daemons and executables are indicated with a
courier bold font such as setup.exe

Command line options and keywords are also indicated with the courier bold font.
Command line examples may or may not include the command line prompt and output text
from the results of the command. Command line examples will display the command being

run in courier bold to indicate what the user typed while the sample output generated by
the system will be indicated in courier  (not bold). Following is an example running of the
Unix pwd command:

# pwd
/opt/nessus/
#

Copyright © 2002-2011 Tenable Network Security, Inc.
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é Important notes and considerations are highlighted with this symbol and grey text
boxes.

Tips, examples and best practices are highlighted with this symbol and white on

blue text.

BACKGROUND

Nessus is a powerful, up  -to-date and easy to use network security scanner. It is currently

rated among the top products of its type throughout the security industry and is endorsed

by professional information security organizations such as the SANS Institu te. Nessus allows
you to remotely  audit a given network and determine if it has been broken into or misuse d
in some way . Nessus also provides the ability to locally audit a specific machine for

vulnerabilities, compliance specifications, content policy vio lations and more

Intelligent Scanning T Unlike many other security scanners, Nessus does not take
anything for granted. That is, it will not assume that a given service is running on a fixed
port . This means if you run your web server on port 1234, Nessu s will detect it and test
its security appropriately . It will attempt to validate a vulnerability through exploitation
when possible. In cases where it is not reliable or may negatively impact the target,

Nessus may rely on a server banner to determine the presence of the vulnerability. In
such cases, it will be clear in the report output if this method was used.

Modular Architecture I The client/server ar chitecture provides the flexibility to deploy
the scanner (server) and connectto the GUI (client) fro m any machine with a web
browser, reducing management costs (one server can be accessed by multiple clients).

CVE Compatible 1 Most plugin s link to CVE for administrators to retrieve further
information on published vulnerabilities. They also frequently include references to
Bugtraq (BID), OSVDB and vendor security alerts.

Plugin  Architecture T Each security test is written as an external plugin and grouped
into one of 42 families . This way, you can easily add your own tests , select specific
plugins or ¢ hoose an entire family ~ without having to read the code of the Nessus server
engine , nessusd . The complete list of the Nessus plugins is available at
http://www.nessus.org/plugins/index.php?view =all .

NASL 1 The Nessus scanner includes NASL (Nessus Attack Scripting Language) , a

language designed specifically to write security test s easily and quickly

Up-to -date Security Vulnerability Database 1 Tenable focuses on the development
of security checks for newly disclosed vulnerabilities. Our security check database is
updated on a daily basis and all the newest security checks are available at

http://www.nessu __s.org/scripts.php

Tests Multiple Hosts Simultaneously i Depending on the configuration of the Nessus
scanner system, you can test a large number of hosts concurrently.

Copyright © 2002-2011 Tenable Network Security, Inc.
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Smart S ervice Recognition T Nessus does notexpect thetarget hosts to respect IANA
assigned port numbers. This means that it will recognize a FTP server running on a non -
standard port (  e.g., 31337) or a web server running on port 8080 instead of 80

Multiple  Services 1 If two ormore web servers arerunona host (e.g., one on port 80
and another on port 8080 ), Nessus will identifyand test all of them.

Plugin Cooperation i The security tests performed by Nessus plugins cooperate so
that unnecessary checks are not performed . If your FTP server does not offer
anonymous logins, then anony mous login related security checks will not be performed.

Complete Reports T Nessus will not only tell you what security vulnerabilities exist on
your network and the risk level of each (Low, Medium, High and Critical), but it will also
tell you how to mi  tigate them by offering solutions.

Full SSL Support T Nessus has the ability to test services offered over SSL such as
HTTPS, SMTPS, IMAPS and more.

Smart Plugins (optional) T Nessus will determine which plugins should or should not
be launched againstt he remote host . For example , Nessus will nottests endmail
vulnerabilities against Postfix. This option is called floptimization 0.

Non - D estructive (optional) T Certain checks can be detrimental to specific network
services. If you do not want to risk causi ng a service failure on your network , enable the
fisafe checks 0 option of Nessus, which will make Nessus rely on banners rather than

exploiting real flaws to determine if a vulnerability is present.

Open Forum 1 Found abug? Questions about Nessus? Start a discussion at
https://discussions.nessus.org/

PREREQUISITES

Tenable recommends a minimum of 2 GB of memory to operate Nessus. To conduct larger
scans of multiple networks, at least 3 GB of memory is recommended, but it may require up
to 4 GB.

A Pentium 3 processor running at 2 GHz or higher is recommended. When running on Mac

OS X, adual -core Intel® processor running at 2 GHz or higher is recommended. Deploying
Nessus on 64 -bit systems is preferred. The system should have at least 30 GB of free disk

space for Nessus and subsequent scan data.

Nessus can be run under a VMware instance, but if the virtual machine is using Network
Address Translation (NAT ) t o reach the network, many of Nessusd v
enumeration and operating system identification will be negatively affected.

NESsSUS UNIX

Before installing Nessus on Unix/Linux, there are several libraries that are required. Many
operati ng systems install these by default and typically do not require separate installation:

Copyright © 2002-2011 Tenable Network Security, Inc.



https://discussions.nessus.org/

ZOSTENABLE Network Security®

OpenSSL (e.g., openssl, libssl, libcrypto)
zlib.
GNU C Library (i.e., libc)

NESSus WINDOWS

Microsoft has added changes to Windows XP SP -2 and newer (Home and Pro) that can
impact the performance of Nessus Windows. For increased performance and scan reliability
it is highly recommended that Nessus Windows be installed on a server product from the

Microsoft Windows family such as Windows Server 2003.  For more information on this issue
please see the fiNessus Windows Troubleshooting 0 section.

DEPLOYMENT OPTIO NS

When deploying Nessus, knowledge of routing, filters and firewall policies is often helpful. It

is recommended that Nessus be deployed so that it has good IP connectivity to the

networks it is scanning. Deploying behind a NAT device is not desirable unl ess it is scanning
the internal network. Any time a vulnerability scan flows through a NAT or application proxy

of some sort, the check can be distorted and a false positive or negative can result. In

addition, if the system running Nessus has personal or desktop firewalls in place, these tools
can drastically limit the effectiveness of a remote vulnerability scan.

& Host -based firewalls can interfere with network vulnerability scanning. Depending
on your firewall ds conf i gur a vrihiderthe probesohaay pr
Nessus scan.

VULNERABILITY PLUGIN SUBSCRIPTIONS

Numerous new vulnerabilities are made public by vendors, researchers and other sources
every day. Tenable strives to have checks for recently published vulnerabilities tested and
available as soon as possible, usually within 24 hours of disclosure. The check for a specific

vul nerability is known by the Neamwlaeaslistefc alh theeNessass a A pl u
plugins is available at  http://www.nessus.org/plugins/index.php?view=all . Tenable distributes the

latest vulnerability plugins in two modes for Nessus; the ProfessionalFeed and the

HomeF eed.

Plugins are downloaded directly from Tenable via an automated proces s within Nessus.

Nessus verifies the digital signature s of all plugin downloads to ensure file integrity . For

Nessus installations without access to the Internet, there is an offline update process that
can be used to ensure the scanner stays up to date.

& With Nessus 4, you are required to register for a plugin feed and update the
plugins before Nessus will start and the Nessus scan interface becomes available.
The plugin update occurs in the background after initial scanner registration and
can take seve ral minutes.

WHICH FEEDIS FOR YOU?

Specific directions  to configure Nessus to receive either a HomeFeed or ProfessionalFeed are
provided later in this document. To determine which Nessus feed is appropriate for your

environment, consider the following

Copyright © 2002-2011 Tenable Network Security, Inc.
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HomeFeed

If you are using Nessus at home for non -professional purposes, you may subscribe to the
HomeFeed. New plugins for the latest security vulnerabilities are immediately released to

HomeFeed users. There is no charge to use the HomeFeed, however, the re is a separate
license for the HomeFeed  that users must agree to comply with. To register for the
HomeFeed, visit http://www.nessus.org/register/ and register your  copy of Nessus to use the
HomeFeed. Use the Activation Code you receive from the registration process when

configuring Nessus to do updates. HomeFeed users do not receive access to the Tenable
Support Portal, compliance checks or content audit policies.

ProfessionalFeed

If you are using Nessus for commercial purposes (e.g., consulting), in a business

environment or in a government environment, you must purchase a ProfessionalFeed. New
plugins for the latest security vulnerabilities are immediately released to ProfessionalFeed

users . SecurityCenter ¢ ustomers are automatically subscribed to the ProfessionalFeed and

do not need to purchase an additional feed unless they have a Nessus scanner that is not

managed by SecurityCenter.

Tenable provides commercial support , via the Tenable Support Portal  or email , to
ProfessionalFeed customers who are using Nessus 4. The ProfessionalFeed also includes a
set of host -based compliance checks for U  nix and Windows that are very useful when
performing complian ce audits suchas SOX, FISMA or FDCC.

You may purchase a Professional FOdideSwretdier through Ten:
https://store.tenable.com/ or, via a purchase order through Authorized ProfessionalFeed Partners

You will then receive an Activation Code from Tenable. This code will be used when

configuring your  copy of Nessus for updates.

I f you are using Nessus in conjunction witf6k
SecurityCenter will have access to the ProfessionalFeed and will automatically
update your Nessus scanners.

>

Certain network devices that perform stateful inspection, such as firewalls, load
balancers and Intrusion Detection/Prevention Systems may react negatively when

a scan is conducted through them. Nessus has a number of tuning options that

can help reduce the impact of scanning through such devices, bu t the best
method to avoid the problems inherent in scanning through such network devices

is to perform a credentialed scan.

9

IPV6 SUPPORT

As of 3.2 BETA, Nessus supports scanning of IPv6 based resources. Many operating systems
and devices are shipping wi  th IPv6 support enabled by default. To perform scans against
IPv6 resources, a tleast one IPv6 interface must be configured on the host where Nessus is
installed, and Nessus must be on an IPv6 capable network (Nessus cannot scan IPv6

resources over IPv4, b utit can enumerate IPv6 interfaces via credentialed scans over IPv4).
Both full and compressed IPv6 notation is supported when initiating scans

/-"E Microsoft Windows lacks some of the key APIs needed for IPv6 packet forgery
J (e.g., getting the MAC address of the router, routing table, etc.). This in turn

Copyright © 2002-2011 Tenable Network Security, Inc.
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prevents the port scanner from working properly. Tenable is working on
enhancements that will effectively bypass the API restrictions for future versions
of Nessus.

UNIX/LINUX

UPGRADING
This section explains how to upgrade Nessus from a previous Nessus installation.

The following table provides upgrade instructions for the Nessus server on all previously

supported platforms. Configuration settings and users that were created previously will
remain intact.

:"2 Make sure any running scans have finished before stopping nessusd .

Any special upgrade instructions are provided in a note following the example.
Platform Upgrade Instructions

Upgrade Commands # service nessusd stop

Use one of the appropriate command s below that corresponds to
the version of Red Hat you are running:

# rpm - Uvh Nessus -4.4.0 -es4.i386.rpm

# rpm - Uvh Nessus -4.4.0 -es5.i386.rpm
# rpm - Uvh Nessus -4.4.0 -es5.x86_64 .rpm

Once the upgrade is complete, restart the nessusd service with
the following command:

# service nessusd start

Sample Output # service nessusd stop
Shutting down Nessus servic es: [ OK ]
# rpm - Uvh Nessus -4.4.0 -es4.i386.rpm
Preparing...

HHEHH A T R [100%]
Shutting down Nessus services:

1:Nessus
T R [100%)]
nessusd (Nessus) 4.4 .0 for Linux
(C) 1998 i 2011 Tenable Network Security, Inc.

Processing  the Nessus plugins...
(Bt R T R R R R T R

Copyright © 2002-2011 Tenable Network Security, Inc.
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All plugins loaded

- Please run /opt/nessus/sbhin/nessus - adduser to add an
admin user

- Register your Nessus scanner at
http://www.nessus.org/register/ to

obtain all the newe st plugins

- You can start nessusd by typing /sbhin/service

nessusd start

# service nessusd start

Start ing Nessus services: [ OK ]
#
Upgrade Commands # service nessusd stop

Use one of the appropriate command s below that corresponds to
the version of Fedora Core you are running:

# rpm -UWvh Nessus-4.4.0 -fcl2.i386.rpm

# rpm -Wh Nessus-4.4.0 -fcl2.x86_64.rpm

# rpm - Wh Nessus-4.4.0 -fcl4.i386.rpm

# rpm - Wh Nessus-4.4.0 -fcl4.x86_64.rpm

# rpm -UWh Nessus-4.4.0 -fcl 6.i 686.rpm

# rpm -UWvh Nessus-4.4.0 -fcl 6.x86_64.rpm

Once the upgrade is complete, restart the nessusd service with

the following command:

# service nessusd start

Sample Output # service nessusd stop
Shutting down Nessus servic es: [ OK ]
# rpm - Uvh Nessus -4.4.0 -fcl2 .i386.rpm
Preparing...
BT R R R [100%0]
Shutting down Nessus services:
1:Nessus
B [100%0]
nessusd (Nessus) 4.4 .0 for Linux
(C) 1998 i 2011 Tenable Network Security, Inc.

Processing  the Nessus plugins...
[BEBH R T

All plugins loaded
- Please run /opt/nessus/sbin/nessus - adduser to add an
admin user
- Register your Nessus scanner at
http://www.nessus.org/register/ to
obtain all the new est plugins
- You can start nessusd by typing /sbin/service

Copyright © 2002-2011 Tenable Network Security, Inc.
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nessusd start

# service nessusd start

Start ing Nessus services: [ OK ]
#
Upgrade Commands # service nessusd stop

Use one of the appropriate command s below that corresponds to
the version of SuSE you are running:

# rpm -UWh Nessus-4.4.0 -suse9.3.i5 86.rpm

# rpm - Wh Nessus-4.4.0 -susel0.0.i5 86.rpm
#rpm -Uvh Nessus-4.4.0 -susel0.x86_64.rpm

Once the upgrade is complete, restart the nessusd service with
the following command:

# service nessusd start

Sample Output # service nessusd stop
Shutting down Nessus servic es: [ OK ]
# rpm -Uvh Nessus -4.4.0 -susel0.0 .i 586.rpm
Preparing...

B [100%0]
Shutting down Nessus services:

1:Nessus
BHHH R R R [100%0]
nessusd (Nessus) 4.4 .0 for Linux
(C) 1998 i 2011 Tenable Network Security, Inc.

Processing the Ness us plugins...
(B R R R R R B R R R R R R

All plugins loaded

- Please run /opt/nessus/sbhin/nessus - adduser to add an
admin user

- Register your Nessus scanner at
http://www.nessus.org/register/ to

obtain all the newest plugi ns

- You can start nessusd by typing /shin/service

nessusd start

# service nessusd start

Start ing Nessus services: [ OK ]
#
Upgrade Commands # /etc/init.d/nessusd stop

Use one of the appropriate command s below that corresponds to
the version of Debian you are running:
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# dpkg -iNessus -4.4.0 -debian 5 i386.deb
# dpkg -iNessus -4.4.0 -debian 5 amd64.deb
# dpkg -iNessus -4.4.0 -debian 6_i386.deb
# dpkg -iNessus -4.4.0 -debian 6_amd64.deb
# letc/init.d/nessusd start

Sample Output # [etc/init.d/nessusd stop

# dpkg -iNessus -4.4.0 -debian5 _i386.deb

(Reading database ... 19831 files and directories

currently installed.)

Preparing to replace nessus 44,0 (using Nessus -4.4.0 -
debian5 _i386.deb) ...

Shutting down Nessus : .

Unpacking replacement nessus ...

Setting up nessus ( 4.4 .0) ...

nessusd (Nessus) 4.4 .0. for Linux
(C) 2009 Tenable Network Security, Inc.

Processing the Nessus plugins...
(B

All plugins loaded

- Please run /opt/nessus/sbin/nessus - adduser to add an
admin user
- Registeryo  ur Nessus scanner at
http://www.nessus.org/register/ to
obtain all the newest plugins
- You can start nessusd by typing /etc/init.d/nessusd
start

# /etc/init.d/nessusd start

Starting Nessus : .
#

Upgrade Commands # /letc/init.d/nessusd stop

Use one of the appropriate commands below that correspond s to
the version of  Ubuntu you are running:

# dpkg -iNessus -4.4.0 -ubuntu804_i386.deb

# dpkg -iNessus -4.4.0 -ubuntu804_amd64.deb
# dpkg -i Nessus-4.4.0 -ubuntu9 10 i386.deb

# dpkg -iNessus -4.4.0 -ubuntu9 10_amd64.deb
#dpkg -i Nessus-4.4.0 -ubuntul010_amd64.deb
#dpkg -i Nessus-4.4.0 -ubuntul010_i386.deb
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# [etc/init.d/nessusd start

Sample Output # /letc/init.d/nessusd stop

# dpkg -iNessus -4.4.0 -ubuntu8 04_i386 .deb

(Reading database ... 19831 files and directories

currently installed.)

Preparing to replace nessus 4.4.0 (using Nessus -4.4.0 -
ubuntu810_i386 .deb) ...

Shutting down Nessus : .

Unpacking replacement nessus ...

Setting up nessus ( 4.4 .0) ...

nessusd (Nessus) 4.4 .0. for Linux
(C) 2011 Tenable Network Security, Inc.

Processing the Nessus plugins...
(BB T

All plugins loaded

- Please run /opt/nessus/sbhin/nessus - adduser toadd an
admin user
- Register your Nessus scanner at
http://www.nessus.org/register/ to
obtain all the newest plugins
- You can start nessusd by typing /etc/init.d/nessusd
start

# /etc/init.d/nessusd start

Starting Nessus : .
#

Upgrade Commands # /letc/init.d/nessusd stop
# pkginfo | grep nessus

The following is example output for the previous command
showing the Nessus package:

application TNBLnessus The Nessus Network
Vulnerability Scanner

To remove the Nessus package on a Solaris system , run the
following command:

# pkgrm <package name>

# gunzip Nessus -4.x.x -solaris - sparc.pkg.gz
# pkgadd -d ./ Nessus-4.4.0 -solaris -sparc.pkg
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The following packages are available:
1 TNBLnessus -4-2-0 TNBLnessus
(sparc) 4.4 .0

Select package(s) you wish to process (or ‘all' to
process
all packages). (default: all) [?,7?,q]: 1

# [etc/init.d/nessusd start

Sample Output # /letc/init.d/nessusd stop
# pkginfo | grep nessus

application TNBLnessus The Nessus Network
Vulnerability Scanner

# pkgrm TNBLnhessus
(output redacted)
## Updating system information.

Removal of <TNBLnessus> was successful.

# gunzip Nessus -4.4.0 -solaris - sparc.pkg.gz
# pkgadd -d ./ Nessus-4.4.0 -solaris - sparc.pkg

The following packages are available:
1 TNBLnessus The Nessus Network Vulnerability
Scanner
(sparc) 4.4.0
Select package(s) you wish to process (or ‘all' to

process
all packages). (default: all) [?,??,q]: 1
Processing package instance <TNBLnessus> from
</export/home/cbf/ TENABLE/Nessus -4.4.0 -solaris -
sparc.pkg>

The Nessus Network Vulnerability Scanner
(sparc) 4.4.0
## Processing package information.
## Processing system information.
13 package pathnames are already properly installed.
## Verifying disk space requirements.
## Checking for conflicts with packages already
installed.
## Checking for setuid/setgid programs.

This package contains scripts which will be executed
with super - user

permission during the process of installing this

package.

Do you want to continue with the installation of
<TNBLnessus> [y,n,?] y

Installing The Nessus Network Vulnerability Scanner as
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<TNBLnessus>

## Installing part 1 of 1.
(out put redacted)
## Executing postinstall script.

- Please run /opt/nessus/sbhin/nessus - adduser to add a
user
- Register your Nessus scanner at
http://www.nessus.org/register/ to obtain
all the newest plugins
- You can start nessusd by typing /etc/init. d/nessusd
start

Installation of <TNBLnessus> was successful.

# /etc/init.d/nessusd start
#

Notes To upgrade Nessus on Solaris, you must first uninstall the
existing version and then install the newest release. This process
will not remove the configuration files or files that were not part
of the original installation.

If you encounter library compatibility errors, make sure you have
applied the latest Solaris Recommended Patch Cluster from Sun.

Upgrade Commands # killall nessusd
# pkg_info

This command will produce a list of all the packages in stalled
and their descriptions. The following is example output for the
previous command showing the Nessus package:

Nessus - 4.2.2 A powerful security scanner

Remove the Nessus package  using the following command:

# pkg_delete <package name>

Use one of the appropriate command s below that corresponds to
the version of FreeBSD you are running:

# pkg_add Nessus -4.4.0 -fbsd 8.tbz

# pkg_add Nessus -4.4.0 -fbsd 8. amd64. thz

# lusr/local/nessus/sbin/nessusd -D
Sample Output # killall nessusd

# pkg_delete Nessus -4.2.2

# pkg_add Nessus -4.4.0 -fbsd8 .tbz
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nessusd (Nessus) 4.4 .0. for FreeBSD
(C) 2011 Tenable Network Security, Inc.

Processing the Nessus plugins...
[

All plugins loaded

- Please run /usr/local/nessus/sbin/nessus - adduser to
add an
admin user
- Register your Nessus scanner at
http://www.nessus.org/register/ to
obtain all the newest plugins
- You can start nessusd by typing
/usr/local/etc/rc.d/nessusd.sh start

# [usr/local/nessus/sbin/nessusd -D

nessusd (Nessus) 4.4 .0. for FreeBSD
(C) 2011 Tenable Network Security, Inc.

Processing the Nessus plugins...
(B BHBH A R R R R S B R R

All plugins loaded
#

Notes To upgrade Nessus on FreeBSD you must first uninstall the
existing version and then install the newest release. This process
will not remove the configuration files or files that were not part
of the original installation.

INSTALLATION

Z'E The first time Nessus updates and processes the plugins, it may take several
O minutes. The web server wil/l show a ANessus is ir
reload when ready.

Download the latest version of Nessus from http://www.nessus.org/download/ or through the
Tenable Support Portal . Confirm the integrity of the installation package by comparing the
download MD5 checksum with the one listed in the MD5.asc file here.
i'i Unl ess otherwise noted, al |l commands must
o user. Regular user accounts typically do not have the privileges required to i nstall

this software.

The following table provides installation instructions for the Nessus server on all supported
platforms. Any special installation instructions are provided in a note following the example.

Copyright © 2002-2011 Tenable Network Security, Inc.



http://www.nessus.org/download/
https://support.tenable.com/support-center/
http://www.nessus.org/sites/drupal.dmz.tenablesecurity.com/files/uploads/MD5.asc

ZOSTENABLE Network Security®

Platform Installation Instructions

Install Command Use one of the appropriate command s below that corresponds to the
version of Red Hat you are running:

# rpm -ivh Nessus -4.4.0 -es4.i386.rpm
# rpm -ivh Nessus -4.4.0 -esb.i386.rpm
# rpm -ivh Nessus -4.4.0 -es5.x86_64 .rpm
Sample Output # rpm -ivh Nessus -4.4 .0 - es4.i386.rpm
Preparing...
B [100%0]

1:Nessus
BHHH A R R [100%]
nessusd (Nessus) 4.4 .0. for Linux
(C)1998 - 2011 Tenable Network Security, Inc.

- Please run /opt/nessus//shin/nessus - adduser to add a
user
- Register your Nessus scanner at
http://www.nessus.org/register/ to obtain
all the newest plugins

- You can start nessusd by typing /sbin/service nessusd
start
#
Install Command Use one of the appropriate commands below that corresponds to the

version of Fedora Core you are running:

# rpm -ivh Nessus-4.4.0 -fcl2 .i386.rpm

# rpm -ivh Nessus-4.4.0 -fcl2 . x86_64 .rpm

# rpm -ivh Nessus-4.4.0 -fcl4d .i386.rpm

# rpm -ivh Nessus-4.4.0 -fcl4 .x86_64 .rpm

# rpm -ivh Nessus-4.4.0 -fcl 6.i 686.rpm

# rpm -ivh Nessus-4.4.0 -fcl 6.x86_64 .rpm
Sample Output # rpm -ivh Nessus -4.4.0 -fc12.i386.rpm

Preparing...

HHERHH R R R R R R R R R

[100%]

1:Nessus
T T T T T
[100%]

nessusd (Nessus) 4.4.0. for Linux
(C)1998 - 2011 Tenable Network Security, Inc.

- Please run /opt/nessus//shin/nessus - adduser to add a
user

- Register your Nessus scanner at
http://www.nessus.org/register/ to obtain
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all the newest plugins
- You can start nessusd by typing /sbin/service nessusd
start

#

Install Command Use one of the appropriate commands below that corresponds to the
version of SuSE you are running:

# rpm -ivh Nessus-4.4.0 -suse9.3.i5 86.rpm
# rpm -ivh Nessus-4.4.0 -susel0.0.i5 86.rpm
# rpm Tivh Nessus-4.4.0 -susel0.x86 64.rpm
#
P

rom -ivh Nessus -4.4.0 -susel0.0.i586.rpm
reparing... PR [100%0]
1:Nessus HHAHHH A R R
[100%]
Nessusd {Nessus} 4.4.0. for Linux
(C) 1998 - 2011 Tenable Network Security, Inc.

Sample Output

- Please run /opt/nessus//shin/nessus - adduser to add a
user

- Register your N essus scanner at
http://www.nessus.org/register/ to obtain

all the newest plugins

- You can start nessusd by typing /etc/rc.d/nessusd start

#

Install Command Use one of the appropriate commands below that corresponds to the
version of Debian you are running:

# dpkg -iNessus -4.4.0 -debian 5_i386.deb
# dpkg -iNessus -4.4.0 -debian 5_amd64.deb
# dpkg -iNessus -4.4.0 idebian 6_i386.deb
# dpkg -iNessus -4.4.0 1debian 6_amd64.deb

Sample Output # dpkg -iNessus -4.4 .0 - debian5_i386.deb
Selecting previously deselected package nessus.
(Reading database ... 36954 files and directories
currently installed.)
Unpacking nessus (from Nessus -4.4 .0 - debian5_i386.deb) ...
Setting up nessus ( 4.4 .0) ...
nessusd (Nessus) 4.4 .0. for Linux
(C)1998 - 2011 Tenable Network Security, Inc.
- Please run /opt/nessus/sbin/nessus - adduser to add a
user

- Register your Nessus scanner at
http://www.nessus.org/register/ to obtain
all the newest plugins
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- You can start nessusd by typing /etc/init.d/nessusd
start
#

Notes The Nessus daemon cannot be started until Nessus has been
regist ered and a plugin download has occurred. By default Nessus
comes with an empty plugin set. If you attempt to start Nessus
without plugins, the following output is returned:

# letc/init.d/nessusd start

Starting Nessus : .

# Missing plugins. Attempting a plugin update...

Your installation is missing plugins. Please register and

try again.

To register, please vis it  http://www.nessus.org/register/

Install Command Use one of the appropriate commands below that corresponds to  the
version of Ubuntu you are running:

# dpkg -iNessus -4.4.0 -ubuntu804_i386.deb
# dpkg -iNessus -4.4.0 -ubuntu804_amd64.deb
# dpkg -iNessus -4.4.0 -ubuntu9 10 _i386.deb
# dpkg -iNessus -4.4.0 -ubuntu9 10 _amd64.deb

#dpkg -i Nessus-4.4.0 -ubuntul010_amd64.deb
#dpkg -i Nessus-4.4.0 -ubuntul010_i386.deb
Sample Output # dpkg -iNessus -4.4 .0 - ubuntu804_amd64.deb

Selecting previously deselected package nessus.

(Reading database ... 32444 files and directories

currently installed.)

Unpacking nessus (from Nessus -4.4 .0 - ubuntu804_amd64.deb)

Setting up nessus ( 4.4 .0) ...

- Please run /opt/nessus/shin/nessus - adduser to add a
user
- Register your Nessus scanner at
http://www.nessus.org/register/ to obtain
all the newest plugins

- You can start nessusd by typing /etc/init.d/nessusd
start
#
Install Command # gunzip Nessus -4.4.0 -solaris - sparc.pkg.gz

# pkgadd -d ./ Nessus-4.4.0 -solaris - sparc.pkg

The following packages are available:
1 TNBLnessus The Nessus Network Vulnerability
Scanner
(sparc) 4.4.0
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Sample Output

Notes

Select package(s) you wish to process (or ‘all' to process
all packages). (default: all) [?,7?,q]: 1

# gunzip Nessus -4.4.0 -solaris - sparc.pkg.gz
# pkgadd -d ./ Nessus-4.4.0 -solaris - sparc.pkg

The following packages are available:
1 TNBLnessus The Nessus Network Vulnerability
Scanner
(sparc) 4.4.0

Select package(s) you wish to process (or ‘all' to process
all  packages). (default: all) [?,??,q]: 1
Processing package instance <TNBLnessus> from
</tmp/Nessus -4.4.0 -solaris - sparc.pkg>

The Nessus Network Vulnerability Scanner(sparc) 4.4.0
## Processing package information.

## Processing system information.

## Verifyi ng disk space requirements.

## Checking for conflicts with packages already installed.

## Checking for setuid/setgid programs.

This package contains scripts which will be executed with
super - user
permission during the process of installing this package.

Do you want to continue with the installation of
<TNBLnessus> [y,n,?] y

Installing The Nessus Network Vulnerability Scanner as
<TNBLnessus>

## Installing part 1 of 1.
(output redacted)
## Executing postinstall script.

- Please run /opt/nessus/sbhin/nessus - adduser to add a
user
- Register your Nessus scanner at
http://www.nessus.org/register/ to obtain
all the newest plugins
- You can start nessusd by typing /etc/init.d/nessusd
start

Installation of <TNBLnessus> was successful.

# [etc/init.d/nessusd start
#

If you encounter library compatibility errors, make sure you have
applied the latest Solaris Recommended Patch Cluster from Sun.
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Install Command Use one of the appropriate commands below that corresponds to the
version of FreeBSD you are running:

# pkg_add Nessus -4.4.0 -fbsd 8.tbz
# pkg_add Nessus -4.4.0 -fbsd 8. amd64. thz

Sample Output # pkg_add Nessus -4.4.0 -fbsd8 .thz

nessusd (Nessus) 4.4 .0 for FreeBSD
(C) 1998 i 2011 Tenable Network Security, Inc.

Processing the Nessus plugins...
[ R R R R R R ]

All plugins loaded

- Please run /usr/local/nessus/sbin/nessus - adduser to add
an admin
user
- Register your Nessus scanner at
http://www.nessus.org/register/ to obtain
all the newest plugins
- You can start nessusd by typing
/usr/local/etc/rc.d/nessusd.sh start
#

Once Nessus is installed, it is recommended that you customize the provided configuration
file for your envir onme rconfigassion de sscercitbieodh.i n t he 0

& Nessus must be installed to lopt/nessus . However, if /opt/nessus  is a symlink
pointing to somewhere else, this is accepted.

CONFIGURATION

Nessus Major Directories

The following table lists the installation location and primary directories used by Nessus:
Ngssus RIS Nessus Sub - Directories Purpose
Directory
Red Hat, SuSE, .Jetc/nessus  / Configuration files
Debian, Ubuntu,
Solaris: .Ivar/nessus/users | <username>/ kbs/  User knowledgebase
/opt/nessus saved on disk
FreeBSD: Jlib/nessus/plugins/ Nessus plugins

/usr/local/nessus

Mac OS X: JIvar/nessus/logs/ Nessus log files
/Library/Nessus/run
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Create a Nessus User
At a minimum, create one Nessus user so client utilities can log into Nessus to initiate scans
and retrieve results.

a-"i Unl ess otherwise noted, perform all commanc
For password authentication use the nessus - adduser command to add users . For the first
user created, it is recommended to be the admin user.

Each Nessus user has a set of r uthat sontroewhatthayead t o as fAus.
and cannot scan. By default, if user rules are not entered during the creation of a new

Nessus user, then the user can scan any IP range. Nessus supports a global set of rules
mai nt ai nednessusd.ruldse o fi |l e. These rul es ar e-speafimor ed over
rules. When creating rules specific to a user, they are to further refine any existing global
rules.
# lopt/nessus/shin/nessus - adduser
Login:  sumi_nessus

Login password :

Login password (again) :

Do you want this user to be a Nessus ‘admin’ user ? (can upload plugins,
etc...) (y/n) [n]: y

User rules

nessusd has a rules system which allows you to restrict the hosts

that sumi_ne  ssus has the right to test. For instance, you may want

him to be able to scan his own host only.

Please see the nessus - adduser manual for the rules syntax

Enter the rules for this user, and enter a BLANK LINE once you are done :

(the user can have an emp ty rules set)

Login : sumi_nessus

Password *kkkkkkkkkk

This user will have 'admin' privileges within the Nessus server
Rules :

Is that ok ? (y/n) [y] y

User added

#

i'i A non -admin user cannot upload plugins to Nessus, cannot restart it remotely
o (needed after a plugin upload), and cannot override the max_hosts /max_checks

setting in nessusd.conf . If the user is intended to be used by
SecurityCenter, it must be an admin use r. SecurityCenter maintains its own
user list and sets permissions for its users.
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A single Nessus scanner can support a complex arrangement of multiple users. For

example, an organization may need multiple personnel to have access to the same Nessus
scanner but have the ability to scan different IP ranges, allowing only some personnel

access to restricted IP ranges.

The following example highlights the creation of a second Nessus user with password
authentication and user rules that restrict the user to scanning a class B subnet,
172.20.0 .0/ 16. For further examples and the syntax of user rules please see the man pages
for nessus - adduser .

# lopt/nessus/shin/nessus - adduser
Login : tater_nessus

Login password :

Login password (again) :

Do you want this user to be a Nessus 'admin’ user ? (can upload plugins,
etc...) (y/n) [n]: n
User rules

nessusd has a rules system which allows you to restrict the hosts
that tater_nessus has the right to test. For instance, you may want
him to be able to scan his own host only.

Please see the nessus - adduser manual for the rules syntax

Enter the rules for this user, and enter a BLANK LINE once you are done :
(the user can have an empty rules set)

accept 172.20.0.0/16

deny 0.0.0.0/0

Login : tater_nessus
Password *kkkkkkkkkk

Rules :

accept 172.20.0.0/16

deny 0.0.0.0/0

Is that ok ? (y/n) [y] y

User added

Z'E To view the nessus -adduser(8) man page, on some operating systems you may
8 have to perform the following commands:

# export MANPATH=/opt/nessus/man
# man nessus - adduser

/_"2 In Nessus 4.0.x and before, authentication between the Nessus Client and Nessus

J server was configurable using SSL certificates. This is no longer required as the
Nessus server is accessed via SSL web authentication and not a separate Nessus
Client. The only exception is authentication between SecurityCenter and the

Nessus server since SecurityCenter functions as a Nessus client. Information on

SSL certificate authentication for this configuration is a vailable in the
SecurityCenter documentation.
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Installing the Plugin Activation Code

/_"2 If you are using the Tenable SecurityCenter, the Activation Code and plugin
. updates are managed from SecurityCenter. In order to communicate with
SecurityCenter, Nessus needs to be started, which it will normally not do without
avalid Activation Code and plugins. To have Nessus ignore this requirement and
start (so th at it can get the plugin updates from SecurityCenter), run the

following command:

# nessus -fetch -- security - center
| mmedi at el y aft e nessusu-fetch g ctohmemamd above, us:
applicable command to start the Nessus server. The Nessus server can no w be

added to the SecurityCenter via the SecurityCenter web interface. Please refer to
the SecurityCenter documentation for the configuration of a centralized plugin
feed for multiple Nessus scanners.

Before Nessus starts for the first time, you must provide an Activation Code to download the
current plugins. The initial download and processing of plugins will require extra time before
the Nessus server is ready.

Depending on your subscription serv ice, you will have received an Activation Code that
entittes youto  receive either the ProfessionalFeed orthe HomeFeed plugins . This
synchronizes your Nessus scanner with all available plugins. Activation Code s may be 16 or
20 character alpha -numeric strings  with dashes.

To install the  Activation Code , type the following command on the system running Nessus,
where <license code> is the registration code that you received:

Linux and Solaris

# lopt/nessus/bin/nessus -fetch  -- register <  Activation Code>
FreeBS D:
# Jusr/ local/nessus/bin/nessus - fetch  -- register < Activation Code>

?E After the initial registration, Nessus will download and compile the plugins

J obtained from port 443 of plugins.nessus.org, plugins  -customers.nessus.org  or
plugins -us.nessus.org in the background. The first time this occurs, it may take

up to 10 minutes before the Nessus server i
i s readyo ap pesausdsmessagest Hog, the Nessus server will accept

client connections  and the scan interface will become available. The Activation

Code is not case sensitive.

/_"2 An Internet connection is required for this step. If you are running Nessus on a
J system th at does not have an |  nternet connection, follow the steps in the section
fiNessus without Internet Access 0t o i n s tAdivation @odeu r
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The example below shows the steps involved in registering the plugin Activation Code
retrieving the latest plugins from the Nessus website and verifying a successful download.
# [opt/nessus/bin/nessus -fetch  -- register XXXX - XXXX XXXX XXXX% XXXX
Your activation code has been registered properly i thank you.
Now fetching the newest plugin set from plugins.nessus.org...
Your Nessus installation isnow up -to -date.

If auto_update is set to 'yes' in nessusd.conf, Nessus will
update the plugins by itself.

# cat /opt/nessus/lib/nessus/plugins/plugin_feed_info.inc
PLUGIN_SET = "200912160934";

PLUGIN_FEED = "ProfessionalFeed (Direct)";

The file plugin _feed_info.inc , located in the directory
/opt/nessus/lib/nessus/plugins/ , will verify which plugin set and type of feed you have.
Reviewing this file helps you ensure that you have the latest plugins available.

START THE NESSUS DAEMON

Z'E Nessus will not  start until the scanner is registered and the plugins have been
o downloaded. SecurityCenter users that have entered the following command will
not need to provide a registration code or download plugins:

# nessus -fetch -- security - center

Start the Nessus  service as r oot with the following command:
Linux and Solaris

# /opt/nessus/shi n/nessus -service -D

FreeBSD:

# [usr/local/ nessus/sbi n/nessus -service -D

Below is an example of the screen output for starting nessusd for Red Hat:

# lopt/nessus/sbin/ nessus - service -D

nessusd (Nessus) 4.4 .0 for Linux
(C) 1998 - 2011 Tenable Network Security, Inc.

Processing the Nessus plugins...
[HH B R R

All plugins loaded
#

If you wish to suppress the output of the command, usge0 tcdpet ifion as foll ows:
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Linux and Solaris

# /opt/nessus/shin/nessus -service -q -D

FreeBSD:

# /lusr/local /nessus/shin/nessus -service -q -D

Alternatively, Nessus may be started using the following command depending on the

operating system platform;

Operating System Command to Start nessusd

Red Hat # [sbin/service nessusd start

Fedora Core # Isbin/service nessusd start

SuSE # /letc/rc.d/nessusd start

Debian # /letc/init.d/nessusd start

FreeBSD # lusr/local/etc/rc.d/nessusd.sh start
Solaris # letc/init.d/nessusd start

Ubuntu # letc/init.d/nessusd start

After starting the  nessusd service, SecurityCenter users have completed the initial
installation and configuration of their Nessus 4 scanner. If you are not using SecurityCenter
to connectto nessusd , then continue with the following instructions to install the plugin
Activation Co de.

STOP THE NESSUS DAEMON
If you need to stop the nessusd service for any reason, the following command will halt
Nessus and also ab ruptly stop any on  -going scans:

# Kkillall nessusd

It is recommended that you use the more graceful shutdown scripts instead:
Operating System Command to Stop nessusd
Red Hat # /[sbin/service nessusd stop
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Fedora Core # [sbin/service nessusd stop

SuSE # letc/rc.d/nessusd stop

Debian # /etc/init.d/nessusd stop

FreeBSD # /Jusr/local/etc/rc.d/nessusd.sh stop
Solaris # letc/init.d/nessusd stop

Ubuntu # letc/init.d/nessusd stop

NESSUSD COMMAND LINE OPTIONS

In addition to running the nessusd sever, there are several command line options that can
be used as required. The following table contains information on these various optional
commands.

- ¢ <config - file> When starting the  nessusd server, this option is used to specify

the server -side nessusd configuration file to use. It allows for
the use of an alternate configuration file instead of the standard

/opt/nessus/etc/nessus/nessusd.conf (or

{usr/local /nessus/etc/nessus/nessusd.conf for FreeBSD).
- a <address> When starting the  nessusd server, this option is used to tell the

server to only listen to connections on the address <address>

that is an IP, not a machine name. This option is useful if you
are running nessusd on a gateway and if you do not want
people o n the outside to connect to your nessusd .

- S<ip[ip2,...]> When starting the  nessusd server, force the source IP of the
connections established by Nessus during scanning to <ip>.
This option is only useful if you have a multi -homed machine
with multiple  public IP addresses that you would like to use
instead of the default one. For this setup to work, the host
running nessusd must have multiple NICs with these IP
addresses set.

- p <port - number> When starting the  nessusd server, this option will tell the server

to listen for client connections on the port <port -number>
rather than listening on port 1241, which is the default.

-D When starting the  nessusd server, this option will m ake the
serverrunin  the background (da emon mode)

-V Display the version nhumber and exit.
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-1 Display the plugin feed license information and exit.

-h Show a summary of the commands and exit.

-- ipv4 -only Only listen on IPv4 socket.

-- ipv6 -only Only listen on IPv6 socket.

-q Operate in fiquietodo mode, s upsmouessi
-R Force a re -processing of the plugins.

-t Check the timestamp of each plugin when starting up to only

compile newly updated plugins

-K Set a master password for the scanner.

If a master password is set, Nessus will cipher all policies and any credentials contained in
them with the user  -supplied key (considerably more secure than the default key). If a
password is set, the web interface will prompt you for the password during startup.

WARNING: If the master password is set and lost, it cannot be recovered by
your administrator or Tenable Support.

An example of the usage is shown below:
Linux:

# lopt/nessus/shin/nessus -service [-vhD][ -c<config -file>][ -p <port -
number>][ -a<address >][ - S <iplip,...]>]

FreeBSD:
# Jusr/local/ nessus/shin/nessus -service [-vhD][ -c<config -file>][ -p <port -
number>] [ - a<address>] [ - S <ipl,ip,...]>]

CONNECTING WITHA  CLIENT

Once the installation has finished and the plugins have been updated and proce ssed, the
Nessus server is ready to be connected to by a client. Tenable supports access to the

Nessus server through a native web server (port 8834 by default), the command line or the

SecurityCenter interface (which i &ordijwicussed in the se;q
SecurityCenter _0). Information on accessing the Web Server/user interface and command line
operation is available in the ANessus User Guideodo | ocaf

http://www.tenable.com/products/nessus/documentation
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& The first time Nessus updates and processes the plugins, it may take several
minutes. The web server will be available but not allow login until plugin
processing has completed.

UPDATING PLUGINS
The following command is used to update the Nessus scanne r with the most recent plugins:

Linux and Solaris

# [lopt/nessus/shin/nessus - update - plugins
FreeBSD:
# /lusr/local/nessus/shin/nessus - update - plugins

As new flaws are being discovered and published every day, new Nessus plugins are written
on a daily basis. To keep your Nessus scanner up -to - date with the latest plugins, making
your scans as accurate as possible, you need to update your plugins frequentl y.

How Often Should | Update Plugins?

In general, updating your Nessus plugins once a day is sufficient for most organizations. If
you absolutely need the most current plugins and intend to update continuously throughout

the day, updating no more than once every four hours s sufficient, as there is virtually no
benefit in updating more frequently .

Updating Plugins Automatically

Since version 3.0 , Nessus will fetch the newest plugins on a regular basis automatically.

This is done with the  auto_update option located in the nessusd.conf  file. The default for

this option is set tauwo update délay Tdetermiogs how often Nessus will

update its plugins in hours, which has a default value of 24. A minimum value of 4 hours

can be used. The p lugins update will take place the set number of hours after nessusd is
started and will continue every N number of hours after that.

For this option to work properly, you must en sure that the scanner has a plugin feed
Activation Code that is correctly reg istered. Use the following command to verify this:

Linux and Solaris

# /opt/nessus/bin/nessus -fetch  -- check
FreeBSD:
# [usr/local /nessus/bin/nessus -fetch -- check

Automatic plugin updates are only tried if:

The auto_update option is set to yes in the nessusd.conf  file;

The plugin feed Activation Code has been registered via  nessus - fetch  from this scanner
while directly connected to the Internet; and

The scanner is not being remotely managed by a Tenable SecurityCenter.
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Note that an offline plugin feed registration will not enable Nessus to fetch the newest
plugins automatically.

Scheduling Plugins Updates with Cron
If your organization has some technical or logistical reason for not permitting Nessus to
update its plugins automatically, you can also set up a cron job to do this.

To configure your system to update plugins every night via cron, perform the following
steps:

Become root by typing suroot (or sudo bash if you have sudo privileges).
As root, type crontab - e to edit the crontab of the root user.

Add the following line in your crontab:
28 3 * * * Jopt/nessus/shin/nessus - update - plugins

The above configurati  on will call the command nessus - update - plugins every night at 3:28
am. Since nessus - update - plugins restarts nessusd automatically without interrupting the
on-going scans, you do not need to do anything else.

When configuring cron for plugin updates, make sure that you do not initiate the update
at the top of the hour. When setting up a schedule, pick a random minute after the top of
the hour between :05 and :55 and initiate your download then.

As of 4.4, Nessus can update plugins while scans are in prog ress. Once the
update is complete, any subsequent scans will begin using the updated plugin set.
A user does not have to log out of the web interface during this process.

Updating Plugins through Web Proxies

Nessus on Unix -based operating systems support product registration and plugins updates
through web proxies that require basic authentication. Proxy settings can be found in
/opt/nessus/etc/nessus/ nessus - fetch.rc file. There are four relevant lines that control
proxy based connectivity. Below are the lines with example syntax:

proxy=myproxy.example.com
proxy_port=8080
proxy_username=juser
proxy_password= squirrel

For tploxy oii directive, a DNS host name or | P address may
be specified in the  nessus - fetch.rc file. In addition,a user_agent directive may be
specified if required, which directs Nessus to use a custom HTTP user agent.

REMOVING NESSUS

The following table provides instructions for removing the Nessus server on all supported

platforms. Except for the Mac OS X instructions, the instructions provided will not remove
the configuration files or files that were not part of the original installation. Files that were

part of the original package but have changed since installation will not be removed as well.

To completely remove the remaining files use the following command:
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Linux and Solaris

# rm - rf /opt/nessus

FreeBSD:

# rm - rf /usr/local/nessus/bin
Platform Removal Instructions

Remove Command Determine the  package name
# rpm -ga | grep Nessus
Use the output from the above command to remove the package:
# rpm - e <Package Name>
Sample Output # rpm -qa|grep -in essus
Nessus - 4.4.0 -es5

# rpm -e Nessus -4.4.0 -es5
#

Remove Command Determine the package name
# rpm -ga | grep Nessus
Use the output from the above command to remove the package:

# rpm - e <Package Name>

Remove Command Determine the package name
# rpm -ga|grep Nessus
Use the output from the above command to remove the package:

# rpm - e <Package Name>

Remove Command Determine the package name
# dpkg -1]|grep - i nessus

Use the output from the above command to remove the package:
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# dpkg -r<package name>
Sample Output # dpkg - || grep nessus

ii nessus 440 Version 4 of the Nessus
Scanner

# dpkg -rnessus

#
Remove Command Determine the package name
# dpkg -1| grep -inessus

Use the output from the above command to remove the package:

# dpkg -r<package name>

Sample Output # dpkg -1|grep -inessus
ii nessus 4.4.0  Version 4 of the Nessus
Scanner
#

Remove Command Stop the nessusd service :

# /letc/init.d/nessusd stop

Determine the package name:
# pkginfo |grep 1inessus
Remove the Nessus package:

# pkgrm <package name>

Sample Output The following is example output for the previous command
showing the Nessus package:

# pkginfo |grep Tinessus
application TNBLnessus The Nessus Network
Vulnerability Scanner

# pkgrm TNBLnessus
#

Remove Command Stop Nessus:

# Kkillall nessusd
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Determine the package name:
# pkg_info |grep -i nessus
Remove the Nessus package:

# pkg_delete <package name>

Sample Output # killall nessusd
# pkg_info |grep  -inessus
Nessus - 4.4.0 A powerful security scanner
# pkg_delete  Nessus-4.4 .0
#

Remove Command Launch a terminal window: From AApplicationso c
and then click on either ATerminal 0
prompt, use the Asudod command to r

the Nessus directories as follows:

$ sudo /bin/sh
Password:

# Is -Id/Library/Nessus
# rm - rf /Library/Nessus
# Is -Id/Library/Nessus
# Is - Id /Applications/Nessus
# rm - rf /Applications/Nessus
# Is -Id /Applications/Nessus
# Is -Id/Library/Receipts/Nessus*
# rm - rf /Library/Receipts/Nessus*
# Is -Id/Library/Receipts/Nessus*
# exit
Sample Output $ sudo /bin/sh
Password:

# Is -Id/Library/Nessus

drwxr - xr - x 6 root admin 204 Apr 6 15:12
[Library/Nessus

# rm - rf /Library/Nessus

# Is -Id/Library/Nessus

Is: /Library/Nessus: No such file or directory

# Is - Id /Applications/Nessus

drwxr -xr -x 4 root admin 136 Apr 6 15:12
/Applications/Nessus

# rm - rf /Applications/Nessus

# Is -Id /Applications/Nessus

# Is -Id/Library/Receipts/Nessus*

drwxrwxr -x 3root admin 102 Apr 6 15:11
/Library/Receipts/Nessus Client.pkg

drwxrwxr -x 3 root admin 1 02 Apr 615:11
/Library/Receipts/Nessus Server.pkg

# rm - rf /Library/Receipts/Nessus*
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# Is -Id/Library/Receipts/Nessus*
Is: /Library/Receipts/Nessus*: No such file or directory

# exit
$

Notes Do not attempt this process unless you are familiar with Unix shell
commands. The Al s0 commands are inc

name is typed correctly.

WINDOWS

UPGRADING

Upgrading from Nessus 4.071 4.0.x

When upgrading Nessus from a 4.x version to a newer 4.x distribution, the upgrade process

will ask ift he user wants to delete everything in the Nessus directory. Choosing this option

(by selecting AYeso) wild/l mi mi ¢c an uninstall process.
created users, existing scan policies and scan results will be removed and the scan ner will

become unregistered.

Upgrading from Nessus 3.071 3.0.x

A direct upgrade from Nessus 3.0 .X to Nessus 4.x is not supported, however, an upgrade to
3.2 can be used as an interim step to ensure that vital scan settings and policies are

preserved. If scan settings do not need to be kept, uninstall Nessus 3.x first and then install

a fresh copy of Nessus 4.

If you choose to upgra  de to 3.2 as an interim step, please consult the Nessus 3.2 Installation
Guide for more information.

Upgrading from Nessus 3.2 and later

If you are using Nessus 3.2 or later, you can download the Nessus 4 package and install it
without uninstalling the existing version. All previous vulnerability scan reports and policies
will be saved and will not be deleted if desired. The following prompt occurs during upgrade

to give the user an option to save or delete the previous install:

Question E

b ] Usually there are some Files and reqgistry entries that were created by usage of Messus that are left behind
\.J’) after an Uninstall. IF you are sure that you do not want to keep these data for later we
can attempt deletion of the entire MNessus Folder now.

Please MOTE: Any files that may have been put inko the Nessus program Folder
by any other source, {including Files wou have added manuallyy,
could also be deleted.

Wiould vou like to atkempt deletion of evervthing left in the Nessus Folder?

Yes Mo
Click on fAYesOoO to allow Nessus to attempt to delete thi
manually added files or fANo0 to maintain the Nessus f ol

reports, etc.  After the new version of Ne  ssus is installed, they will still be available for
viewing and exporting
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& Warning! Selecting AYeso wil/l del ete all fi
files, manually added custom plugins and more. Choose this option carefully!
INSTALLATION

Downloading Nessus

The latest version of Nessus is available at http://www.nessus.org/download/ .Nessus 4.4 is
available for Windows XP, Server 2003, Server 2008, Vista and Windows 7. Confirm the
integrity of the installation package by comparing the download MD5 checksum with the one

listed inthe MD5.asc file here.

Nessus distribution fi  le sizes and names vary slightly from release to release, but are
approximately 12 MB in size.

Installing

Nessus is distributed as an executable installation file. Place the file on the system it is

being installed on or a shared drive accessible by the s ystem.

You must install Nessus using an administrative account and not as a non -privileged user. If

you receive any errors related to permissions, ifAccess
action occurred due to lack of privileges, ensure that you are using an account with

administrative privileges. If you receive these errors while using command line utilities, run

cmd.exe wi th ARun aséodo privileges set to Aadministratoro.

& Some AntiVirus software packages can classify Nessus as a worm or some form of
malware. This is due to the large number of TCP connections generated during a
scan. I f your AV software gives a warning,
scanning. Most AV packages al  low you to add processes to an exception list as
well. Add Nessus.exe and Nessus - service.exe to this list to avoid such

warnings.

Installation Questions
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i Messus - InstallShield Wizard

Welcome to the InstallShield Wizard for
Nessus

The Installshield{R ) \Wizard will install Nessus on your
computer. To continue, click Mext.

WHRMING: This program is protected by copyright law and
international treaties,

S

| Mext = | Cancel |

During the installation process, Nessus will prompt the user for some basic information.
Before you begin, you must agree to the license agreement:

i'-.% Messus - InstallShield Wizard

License Agreement

Please read the Following license agreement carefully.

Tenable Network Security, Inc. 3
NESSUS®
software license Agreement

This is a legal agreement ("Agreement”) between Tenable Netwark Security,

Inc., a Delaware corporation having offices at 7063 Columbia Gateway Drive,
Suite 100, Caolumbia, MD 21046 ("Tenable”, and you, the party licensing

Software ("Vou". This Agreement covers your permitted use of the Software.

BY CLICKING BELOW YOU INDICATE YOUR ACCEPTANCE OF THIS
AGREEMENT AND YOU ACKNOWLEDGE THAT YOU HAVE READ ALL =

AC TUC TOCNDARAC ARMNND SAORINIITIARMIC A TLNC AMCDCCRAACAT

{« I accept the terms in the license agreement Print

™ Idonot accept the terms in the license agreement

< Back. | Mexk = | Cancel |

After agreeing, you can configure where Nessus will be installed:
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i Nessus - InstallShield Wizard E

Destination Folder

Click Mext tainstall ba this Falder, or click Change to install ko a different Fal

@ Install Nessus to:
C:YProgram FilesiTenableiMessus), Change...

= Back | Mext = | Cancel |

When prompted to select the ASetup Typeo, sel ect ACompl

Setup Type

Choose the setup bype that best suits vour neads.

Flease select a setup tvpe,

* Complete

All program Features will be installed. {Requires the most disk
space.)

" Custom

“hoose which program features vou wank installed and where they
will be installed, Recommended for advanced users,

< Back | Mext = | Cancel

You will be prompted to confirm the installation:
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i&® Messus - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation,
Click Install ko begin the inskallstion.

IF ywou want ko review or change any of vour installation settings, click Back, Click Cancel ta
exit the wizard,

< Back | Install | Cancel

Oncei nstallation is complete, click on AFinisho.

Nessus Major Directories
Nessus Home Directory Nessus Sub - Directories

\ Program \ conf Configuration files

Files \ Tenable \ Nessus
\ data Stylesheet templates

\ nessus \ plugins Nessus plugins
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