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1. CRLF B¢ XFH#UTIIICERTIVLENH DK I —ILREET Windows OV TSAT7U R FyITIE,
— B AFEERALET . XFINELTHERRT DA RAHT—ILRIEZI R —TSTBRENHYET,

FERE . RDEBYTT,

expect: 'First line\r\nSecond line\r\nJdohn\'s Line'
2. ZE 5| A% IX WindowsFiles ® "include_paths" & "exclude_paths" Z# R Y AEICHETT,

EDT4—ILRAAT (description, value_data, regex &) IZHWLTH, —E5IARFFLEZES I AREELXF
NEFEHATHHEIE. ROVWT LD EERNET,

a. SMUADSIRHFLIIRLGLFNAFIITEERT 5,

11l -
expect: "This is John's Line"
expect: 'We are looking for a double-quote-".*'

b. A RAAHBIBFIENVIRSYLATIRT—T§5 (ZESIAFDOH).

IR

expect: "\"Text to be searched\""

FIvy 347
Windows AV T34 7R FruIEd AT "Windows" 1EEE/N—3y 2" BNEFENS check_type AT EILIZKYEL %
ENHYET .

<check type:"Windows" version:"2">

[$8% BITHIEL TN SN TS Windows AV TS 7R FryP(d, "Windows" &/3—232 "2" ) check_type RE T
18FEY). "</check_type>" 27 TH#HHo>TULVET,

i, Windows .audit 77L&, Unix (FED TSR T7+—L4L) ADIT7AILEEZRFNT B=OIZHETY,

ET—4
.audit 774 DUAVIRIZIF, FIvIENRAEIRARTBI=ODESEIFLRERATEEN) YU TEIENTEDF—T—FHE
EINFET, ZOEIVIVTIERH, IhoDF—T—Fé, ANTFRELRT —E2DT+—< YR DWTERBALET,

F—5%
FIVIITAATESTREERDELYTY,

DWORD 0 ~ 2,147,483,647

RANGE [X..Y] X [& DWORD ZF7=I& MIN. Y [& DWORD F=I& MAX




E

value data: 45
value data: [11..9841]
value data: [45..MAX]

MAT.BEIX."FE" ELTTSREE (+) FIEIXATRES (1) T+ T. 16 ERHIELLTIEETEET . 16 HEHEF (X
HAEHETHERTEET , POLICY_DWORD [Zx9 % REGISTRY_SETTING EEERNTOAMNEH (FEIMADXEFINIL
[X7L) #RIZRLET .

value data: -1 (signed)

value data: +10 (signed)

value data: 10 (unsigned)

value data: 2401649476 (unsigned)

value data: [MIN..+10] (signed range)

value data: [20..MAX] (unsigned range)

value data: 0x800010AB (unsigned hex)

value data: -0x10 (signed hex)
BHLGRE

RDEFREFAL T, value_data T4—/LNICH L TEMELGRRZBETEET,
o |:&#OR
o  &&: 5 AND
e |[:/3(FY OR (Evk ARL—Y3Y)
e &:/\A(F1) AND (Evk ARL—3V)
o (&) HBHMLBRIRERYS
i -

value data: 45 || 10
value data: (45 || 10) && ([9..12] || 37)

"check_type" Z4—JLK
_0)9'-11’7 BAT L, —HBHI7EEE 24T (Windows., WindowsFiles, Unix, Database, Cisco) Z R I EEE T 7/ ILDELEE
'Cﬁﬁﬁ“c“’h%)ﬁll FCD "check type" 71—ILREIFEGYFET, Thidk. Windows value data fEICKLTETTELSA T3
T, BITSNEZFv) 34 TERLET FAATRELEREIRODESYTT,

e CHECK_EQUAL:JE—MELRS—EZFLLE (check type DIEEMLNEE DT 74 ILMEETE)

e CHECK_EQUAL_ANY:value data OEBERMNIVATL YRANMIDLEKEDL 1 EEZEL TSI EERHER
e CHECK_NOT_EQUAL:JE—MEMNR)—ELERLDHILLTER

e CHECK_GREATER_THAN:UJE—MEAR)—ELYKRENIEEHER

e CHECK_GREATER_THAN_OR_EQUAL:YJE—MEMNKRIL—EU L THEHLEHEDR

e CHECK_LESS_THAN:YE—MEMNR) L —ERFETHAHIILLHR
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e CHECK_LESS THAN_OR_EQUAL:JE—MEMNR) S —ELUT THAH LEHER

e CHECK REGEX:UE—MEMNKRYS —{ERND regex E—HLTWBHIEZHE (POLICY TEXT & U
POLICY_MULTI_TEXT &ED&FE )

e CHECK_SUBSET:!JE—k ACL 7RIS — ACL DH Ty THAHZ XM (ACL LD HERHT)
e CHECK_SUPERSET:'JE—hk ACL N7RYL— ACL MRA—/A—tyrTHAHIEEHETE (HEREE ACL EDAFEAT)

ROEEEHFITIX., Guest FHIUMIHLTT ARG "Guest” BAEELTWVEWI EZERLET,

<custom item>

type: CHECK ACCOUNT

description: "Accounts: Rename guest account"
value type: POLICY TEXT

value data: "Guest"

account type: GUEST ACCOUNT

check type: CHECK NOT EQUAL

</custom_ item>

"Guest" IS DENFELTNRIGE ., BEERICEST-2EIZHYET, "Guest" RO (X, BEEICEYFEE A,

"group_policy" 24—JLF
"group_policy" 74—ILR [ BEZHAT IRV T I AN FIZRILTLDICERATEEY . group_policy [FEET7
AIVIZWAZET, check_type Z4—ILEDREITHEATILENHYET,

<check type: "Windows" version:"2">
<group policy: "Audit file for Windows 2008">

</group_policy>
</check_ type>

"info" Z4—JLF

FF2av® "info" J4—ILRI(E, 1 DU LEDHRBESRICLDBEB T —ILFDINIAFIFETIDIERATEEY &AL
CIS EIEDEBEZEMHITMAT NIST CCE 24U NoDSRERET HDICCDIT—IILFEFERLEY . ChoD NSRRI,
Nessus IZE2 TETINIERERICHASIN ., Nessus LIR—MZRTEN =Y. SecurityCenter D 1—HF—A L2 T1—R%
NMLTRRSNDLHELFET,

LUTOHIE BEDSHR)—DSBN—ERTSNEGNRT—FEER)L—TT,

<custom item>
type: PASSWORD POLICY

description: "Password History: 24 passwords remembered"
value type: POLICY DWORD
value data: [22..MAX] || 20

password policy: ENFORCE PASSWORD HISTORY
info: "Corporate Policy 102-A"
</custom_ item>

1 BOEEFIZEHDOR) S —SBABEGIES. "info" F—J—RIZL>THEESNAXFFIIRNIZ, "\n" RYYEEEFE-T.
BEMOXFIERTENTEET, RIHERLET,

11



<custom item>
type: CHECK ACCOUNT

description: "Accounts: Rename Administrator account”

value type: POLICY TEXT

value data: "Administrator"

account type: ADMINISTRATOR ACCOUNT
check type: CHECK NOT_ EQUAL

info: 'Ron Gula Mambo Number 5\nCCE-60\nTenable Best Practices Policy 1005-a’'

</custom item>

COEEMEEE nasl AVURSAY Y=L TEITTHE ROEANERENET,

# /opt/nessus/bin/nasl -t 192.168.20.16 ./compliance check.nbin

Windows Compliance Checks, version 2.0.0

Which file contains your security policy
SMB login : Administrator

SMB password

SMB domain (optional)

"Accounts: Rename Administrator account":

Ron Gula Mambo Number 5
CCE-60
Tenable Best Practices Policy 1005-a

Remote value: "Administrator"
Policy value: "administrator"

"debug" Z4—ILE
73> d "debug" F4—ILRIE, Windows 2T AVTSATUR FvIDS TN a—T4V T IERTEET,
debug F—T—FI(. BFINDIITIY AXPUITDONVTOIER LEBFELIFRFroRARODIT7AIL ERELBRESNI-NE
SHEE) EHALET . HAENEZLDT, ZOF—T—FIE FSITLLa—T1V T BTOAMERL TS, fzEX E. R
DELYTYT,

<item>
debug
type: FILE CONTENT CHECK

./test v2.audit

[FAILED]

description: "TNS File that Contains the word Nessus"

file extension: "tns"
expect: "Nessus"
</item>

ACL 7#—<vhk
ZDEIIVTIF. T7AILEIZTAHILFTIZERD ACL
[ZDULWTERBALE T,

BENBENTOBNESHEHIFT HDICERASNEL U EvIR

12



74V PORAHHFTVY

<file acl: ["name"]>

<user: ["user name"]>
acl inheritance: ["value"]
acl apply: ["value"]

(optional) acl allow: ["rights value"]
(optional) acl deny: ["rights value"]

</user>

</acl>

74 )L ACL (Access Control List) [EF—7T—F file acl THAISNFET,ACL &lIX. 1 D2DIT7AIL /A—3vaVIEHIC
HLTC—ETHILENHYET . L DDI7AIL ACL IZ 1 DFLIFEHDI—H— TUNIEZEHDHIENTEET,

BEAF FohTLNDSAT HAEhD847

acl _inheritance °

acl_apply

acl allow —hsmn

acl_deny

not inherited
inherited
not used

this folder only

this object only

this folder and files

this folder and subfolders

this folder, subfolders and files
files only

subfolders only

subfolders and files only

BEEA T2 T,

JLEHERR

full control

modify

read & execute
read

write

list folder contents

FEHEAER -

full control

traverse folder / execute file
list folder / read data

read attributes

read extended attributes
create files / write data
create folders / append data
write attributes



write extended attributes
delete subfolder and files
delete

read permissions
change permissions
take ownership

RIZ.T7AIL TOERAEIE audit TEFRMOFZERLET,

<file acl: "ASU1">

<user: "Administrators">
acl inheritance: "not inherited"
acl apply: "This folder, subfolders and files"
acl allow: "Full Control"
</user>
<user: "System">
acl inheritance: "not inherited"
acl apply: "This folder, subfolders and files"
acl allow: "Full Control"
</user>
<user: "Users">
acl inheritance: "not inherited"
acl apply: "this folder only"
acl allow: "list folder / read data" | "read attributes"
attributes"™ | "create files / write data" |
"write attributes" | "write extended attributes" |
</user>
</acl>

LA POEAFEFIVY

<registry acl:

<user:
acl inheritance:
acl apply:

</user>

</acl>

LY AM) ACL [FF—T—K registry acl [CkoTHAISNET ,ACL &lE.1 DDLU RRY /X

["name" ] >

["user name"]>
["value"]
["value"]

(optional) acl allow:
(optional) acl deny:

["rights value"]
["rights value"]

| "read extended

"create folders / append data" |
"read permissions"

SylavEBRICHLT—

ETHALELHYET 1 DDLU AR ACLIZ 1 DE-IFIEHRDLI—F— IUNIEZEDEIENTEET,

14



BEM FohTNESAT

acl_inheritance e not inherited
e inherited
e not used
acl_apply o this key only

e this key and subkeys
e subkeys only

HAEhBE1T

acl_allow INEDFREIFA T ar T, A—HF AT IMIHLTHOEREZERTHDIZER

acl deny LET.
SRR
e full control
e read
FFHAAERR :
e full control
e (uery value
e setvalue
e create subkey
e enumerate subkeys
e notify
e create link
e delete
e Wwrite dac
e Write owner
e read control

RIZLORR) 7ORAGIEHY RS Laudit THFRMDBHIZRLETS,

<registry acl: "SOFTWARE ACL">

<user: "Administrators">
acl inheritance: "not inherited"
acl apply: "This key and subkeys"
acl allow: "Full Control"

</user>

<user: "CREATOR OWNER">
acl inheritance: "not inherited"
acl apply: "Subkeys only"
acl allow: "Full Control"
</user>

<user: "SYSTEM">
acl inheritance: "not inherited"
acl apply: "This key and subkeys"
acl allow: "Full Control"

</user>



<user: "Users">

acl inheritance: "not inherited"
acl apply: "This key and subkeys"
acl allow: "Read"
</user>

</acl>

HY—ER 7UERAHEF vy

<service acl: ["name"]>
<user: ["user name"]>

acl inheritance: ["value"]

acl apply: ["value"]
(optional) acl allow: ["rights value"]
(optional) acl deny: ["rights value"]
</user>
</acl>

H—EX ACL [EF—T—K service acl [Z&o>THASNET ACL &IF. 1 DDHY—ER N—3vPaVEBICHLT—E
THOIVELRHYET . 1 DDOY—ERXACL (21 DFLIFEHDI—H— TUMEEDHDHIENTEET,

BER Toh TS24 HAIShBE847

acl_inheritance e not inherited
e inherited
e not used
acl_apply e this object only
acl_allow CNODHREIFA T AT A—F DA Tz IMRLTHEDEREEET ADICHEH
acl _deny LEY,
LR
e full control
e read
e start, stop and pause
e Write
e (delete
SHHAMERR -
e full control
e delete
e query template
e change template



query status
enumerate dependents
start

stop

pause and continue
interrogate
user-defined control
read permissions
change permissions
take ownership

H—ER 7RG F I DFIEZRITRLET

<service acl: "ALERT ACL">

<user: "Administrators">
acl inheritance: "not inherited"
acl apply: "This object only"

acl allow: "query template" | "change template" | "query status" | "enumerate
dependents" | "start" | "stop" | "pause and continue" | "interrogate" | "user-
defined control" | "delete" | "read permissions" | "change permissions" | "take
ownership"

</user>

</acl>

LaunchPermission avkA—JL Fxvs

<launch acl: ["name"]>
<user: ["user name"]>

acl inheritance: ["value"]

acl apply: ["value"]
(optional) acl allow: ["rights value"]
(optional) acl deny: ["rights value"]
</user>
</acl>

#LE) ACL [&F—7—F launch_acl IZK>THANENFET , ACL &lF.1 DD DCOM #£EI/N—3vLavEHBIZHLT—ET
HOVENHYET .1 DDIEE) ACL 21 DFELIFERDI—F— TURNEEDEIENTEET,

BEEMTohTNSS1T LY (%X

acl_inheritance e not inherited
e inherited
acl_apply e this object only
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acl_allow INLDFREIFA T av T, 2a—F—2F TP IMIRLTHDOEREEERTHDICER
acl deny LET,

SRR
e Jlocal launch
e remote launch
e |ocal activation
e remote activation

A ZM ACL [&. Windows XP/2003/Vista (& & U —&B Windows 2000) [T L THOH B TY

EET7 I AGHF I DB ERIRLET

<launch acl: "2">

<user: "Administrators">

acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "Remote Activation"
</user>

<user: "INTERACTIVE">

acl inheritance: "not inherited"

acl apply: "This object only"

acl:allow: "Local Activation" | "Local Launch"
</user>

<user: "SYSTEM">

acl inheritance: "not inherited"

acl apply: "This object only"

acl allow: "Local Activation" | "Local Launch"
</user>

</acl>

Launch2Permission I kA—JL Fx w4

<launch2 acl: ["name"]>
<user: ["user name"]>

acl inheritance: ["value"]

acl apply: ["value"]
(optional) acl allow: ["rights value"]
(optional) acl deny: ["rights value"]
</user>
</acl>



launch2 ACL [EF—7—F launch2_acl [S&k>THAISNFET , ACL &lE. 1 DD DCOM &8/ \—IvLaVIEHIZHLT
—ETHABLENHYET . 1 DD launch2 ACL IZ 1 DFERLIFEBDI—H— IUREZEHDHIENTEET,

BEM FohTNESAT HAEhBE1T

acl_inheritance e not inherited
e inherited
acl_apply e this object only
acl_allow NODREIEATLIVT, A—H—HFTOzHMH L THOEREEETHDIZER
acl deny LET,
JLEHERR
e Jaunch

& launch2 ACL & Windows 2000 AT L& NT S AT LIZHLTOAERATEEY,

EET7 VL AGHF I DB ERIRLET

<launch2 acl: "2">

<user: "Administrators">

acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "Launch"

</user>

<user: "INTERACTIVE">

acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "Launch"

</user>

<user: "SYSTEM">

acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "Launch"

</user>

</acl>
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TOERX /I8\—3viay arvka—)L Fvy

<access acl: ["name"]>
<user: ["user name"]>

acl inheritance: ["value"]

acl apply: ["value"]
(optional) acl allow: ["rights value"]
(optional) acl deny: ["rights value"]
</user>
</acl>

TUtX ACL [EF—T—F access_acl [ZKO>THANSNET,ACL &, 1 DD DCOM 7ItR /A—2yaVIERITRL
T—ETHAIDLELAHYET 1 DDOTIEXACLIZ L DELIFERDI—H— TN JZEHEIIENTEET,

EER Foh TS24 T HRAISh D517

acl_inheritance e not inherited
e inherited
acl_apply e this object only
acl_allow NODREIFIATLIVT, A—F—IATOHMH L TEHOEREEETHNDIZFEA
acl _deny LEY,
JLEHERR

e |ocal access
e remote access

BET VEAGHF I DB ERIRLET

<access_acl: "3">

<user: "SELF">

acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "Local Access"
</user>

<user: "SYSTEM">

acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "Local Access"
</user>

<user: "Users">

acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "Local Access"
</user>



</acl>

HARALIEH

HASLEBRIZ. GIEEOF—T—FRIZEDWTEEINDS 1 DORELFIVITY . RIZ, FHRAEEGHRPLIEEDAA(T%:
RLET, BFTyIH "<custom_item>" 24 TIRFEY. "</custom_item>" THHOYFET, CNSDRESI RN AVTSIATY
A FvY IN—H—[Zko>THBIREIN, FyvIEETTDH 1 DU LOF—T—FLEBREINET,

ARELEBEFIYITIE B TATELT "</custom_item>" & "</item>" DELLTHHERATEEY,

PASSWORD_POLICY

<custom item>

type: PASSWORD POLICY

description: ["description"]

value type: [VALUE TYPE]

value data: [value]

(optional) check type: [value]

password policy: [PASSWORD POLICY TYPE]
</custom item>

ZOR)—IEHIL. "Windows DERTE -> EXaUTADHRE > THOUk RUD— > RZAT—FDRYS—" TEEINTL
BIEICHTBFIVIEITLNET,

ZDFvld. B NetUserModalsGet #LANJL 1 THRUHTIEIZKYETEINET,

CMIEH (L. password policy Z1—ILREFEALT. EBEDBLENHEH/IART—F RI—DEREZRLET, FrAIThd2
AT ERDELYTT,

e ENFORCE_PASSWORD_HISTORY ("/XRXRT—FDEREZEHTD")
value type: POLICY DWORD
value data: DWORD or RANGE [number of remembered passwords]

e MAXIMUM_PASSWORD_AGE ("/ \RT—FDEEA FE")
value type: TIME DAY
value data: DWORD or RANGE [time in days]

e  MINIMUM_PASSWORD_AGE ("/SXT—KMZEE 2 1F #AfE")
value type: TIME DAY
value data: DWORD or RANGE [time in days]

e MINIMUM_PASSWORD _LENGTH ("/SAT—FDEZ")
value type: POLICY DWORD
value data: DWORD or RANGE [minimum number of characters in the password]

e COMPLEXITY_REQUIREMENTS ("/SRT—KRIZERTHEHSEHT=3)

value type: POLICY SET
value data: "Enabled" or "Disabled"
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e REVERSIBLE_ENCRYPTION ("B LEZTICREHIKETR AV DT RTOI—H—D/\RT—FERHEFTS")
value type: POLICY SET
value data: "Enabled" or "Disabled"

e FORCE_LOGOFF ("tyh7—% X a)T1: 05 F U BEZRBLIZGS (X1 —Y—%RFIMIcos+IsE 5"
value type: POLICY SET
value data: "Enabled" or "Disabled"

R)o— "BEILERICREDRETR AU DT ARTOLI—HF—D/IRRT—RERET D" [THTIFvIFER
WEDECHHYFEE A,

FORCE_LOGOFF RS —I[& "X 2 UTADERE -> A—hHIL KU — > wXal) 74 £ T30 THRIATEET,

RIZ,INART—R R —BEEFIERLET .

<custom item>

type: PASSWORD POLICY

description: "Minimum password length"
value type: POLICY DWORD

value data: 7

password policy: MINIMUM PASSWORD LENGTH
</custom item>

LOCKOUT_POLICY

<custom item>

type: LOCKOUT POLICY

description: ["description"]

value type: [VALUE TYPE]

value data: [value]

(optional) check type: [value]

lockout policy: [LOCKOUT POLICY TYPE]
</custom item>

CORI—IERIX, "EXaVTADERE -> THOUE R)o— > FHADOUN AVITIRDR) O —" TEESNTWDIEIZH
T AFIVIEITVET,
ZDFxyId. B NetUserModalsGet #LA)L 3 THUHI ZEIZEYETEINET .

CMIEHIE. lockout_policy Z4—I/LREFEALT. BEDLENHDSTHIUE OvIT7 I RID—DERERLET . &F
AENBEIATERDESYTT,

e LOCKOUT_DURATION ("Bw& 79 AR
value type: TIME MINUTE
value data: DWORD or RANGE [time in minutes]

e LOCKOUT_THRESHOLD ("7HhD > bDOvo 77D LELME")

value type: POLICY DWORD
value data: DWORD or RANGE [time in days]

22



e LOCKOUT_RESET ("El“J77"7|~ 73"7‘/’5‘@')12‘7“)
value type: TIME MINUTE
value data: DWORD or RANGE [time in minutes]

5 :

<custom item>

type: LOCKOUT POLICY

description: "Reset lockout account counter after"
value type: TIME MINUTE

value data: 120

lockout policy: LOCKOUT RESET
</custom_ item>

KERBEROS_POLICY

<custom item>

type: KERBEROS POLICY

description: ["description"]

value type: [VALUE TYPE]

value data: [value]

(optional) check type: [value]

kerberos policy: [KERBEROS POLICY TYPE]
</custom item>

ZORY—IERIE. "EX1UTADHTE > 7HOUh RYS— -> Kerberos RS —" TEEINTWBEIZHTEFIvr%E
TUOEYT,

ZDFvld. BE# NetUserModalsGet ZL AL 1 THUHT ZEIZKYETEINET,

CMIEEIE. kerberos_policy Z4—I/ILREFERALT. EBEDRLENHS Kerberos RS —DERERLET  FFrAISN 54
ATRERDESYTY,

e USER_LOGON_RESTRICTIONS (":L—"f— D7\T>®%|IBE€§§%UT%>")
value type: POLICY SET
value data: "Enabled" or "Disabled"

e SERVICE_TICKET_LIFETIME ("#—EX F4ytDREREAR"
value type: TIME MINUTE
value data: DWORD or RANGE [time in minutes]

e USER_TICKET_LIFETIME ("F4 vt xR HBEHHIR")
value type: TIME HOUR
value data: DWORD or RANGE [time in hours]

e USER_TICKET_RENEWAL _LIFETIME ("2—H¥—F4vraBHTEHREAMHRM"
value type: TIME DAY
value data: DWORD or RANGE [time in day]

e CLOCK _SYNCHRONIZATION_TOLERANCE (":I“/EJ.—’)"O) BEET D B HA @H‘%EFD?“/Z")
value type: TIME MINUTE
value data: DWORD or RANGE [time in minute]



Kerberos /K1) —I&., Windows TIEBEERA(> avkO0—5TH5H KDC (F—EHtUE2—) ITHLTOAFI VY
TEFY,

5 :

<custom item>

type: KERBEROS POLICY

description: "Maximum lifetime for user renewal ticket"
value type: TIME DAY

value data: 12

kerberos policy: USER TICKET RENEWAL LIFETIME
</custom_ item>

AUDIT_POLICY

<custom item>

type: AUDIT POLICY

description: ["description"]

value type: [VALUE TYPE]

value data: [value]

(optional) check type: [value]
auditipolicy : [PAS SWORDiPOLICYiTYPE}
</custom item>

CORIV—EBF, "EXa)T(DHRE -> O—HIL K)o — > BEHBR)—" TERSNTVSEIZH T HFIvIEITVET,

ZOFzylE, B3 LsaQueryInformationPolicy #L N)L PolicyAuditEventsInformation THUHT I&IZEK
YRITEINFET,

CDIEHIF, audit_policy Z1—/IFEFERALT. EEDUBEAHLIEERI—DERERLET, FASNDIEZ1TERD

e AUDIT_ACCOUNT_LOGON ("Z7Ho bk BT HY ARUFDEE")

e AUDIT_ACCOUNT_MANAGER ("Z7HVMEBDER")

e AUDIT_DIRECTORY_SERVICE_ACCESS ("T4LZK) H—EXDT7IEADEE")
e AUDIT_LOGON ("B45 74> ARVFDER")

e AUDIT_OBJECT_ACCESS ("4 7Y x¥k 7UEADEE")

e AUDIT_POLICY_CHANGE ("RUL—DZEEDEE")

e AUDIT_PRIVILEGE_USE ("$F#E#EFADEE")

e AUDIT_DETAILED_TRACKING ("7RtREHNDEE")

e AUDIT_SYSTEM (" RF L ARUFDEE")



value type: AUDIT SET
value data: "No auditing", "Success", "Failure", "Success, Failure"

& "Success, Failure" RIZIZFEBRAR—ZINEETN TR EITEFELTEELY,

E

<custom item>

type: AUDIT POLICY

description: "Audit policy change"
value type: AUDIT SET

value data: "Failure"

audit policy: AUDIT POLICY CHANGE
</custom item>

AUDIT_POLICY_SUBCATEGORY

<custom item>
type: AUDIT POLICY SUBCATEGORY
description: ["description"]
value type: [VALUE TYPE]
value data: [value]
(optional) check type: [value]
audit policy subcategory: [SUBCATEGORY POLICY TYPE]
</custom item>

MRS —IEB (L. auditpol/get/category:* ADEIZX L TFTvHIEITLET,
ZDFTyIIE. WMI 5 cmd.exe auditpol/get/category:* #1795 EIZKYERSINET,

CDIEEIE. audit policy subcategory 74— /LREFEALT. BEEDLENHLIYITATIVERELET . FFalsnd
SUBCATEGORY_POLICY_TYPE [EXRDEEYTT,

Security State Change
Security System Extension
System Integrity

IPsec Driver

Other System Events
Logon

Logoff

Account Lockout

IPsec Main Mode

IPsec Quick Mode

IPsec Extended Mode
Special Logon

Other Logon/Logoff Events
Network Policy Server

File System

Registry



Kernel Object

SAM

Certification Services

Application Generated

Handle Manipulation

File Share

Filtering Platform Packet Drop
Filtering Platform Connection

Other Object Access Events
Sensitive Privilege Use

Non Sensitive Privilege Use

Other Privilege Use Events
Process Creation

Process Termination

DPAPI Activity

RPC Events

Audit Policy Change

Authentication Policy Change
Authorization Policy Change
MPSSVC Rule-Level Policy Change
Filtering Platform Policy Change
Other Policy Change Events

User Account Management
Computer Account Management
Security Group Management
Distribution Group Management
Application Group Management
Other Account Management Events
Directory Service Access

Directory Service Changes
Directory Service Replication
Detailed Directory Service Replication
Credential Validation

Kerberos Service Ticket Operations
Other Account Logon Events

value type: AUDIT SET
value data: "No auditing", "Success", "Failure", "Success, Failure"

é "Success, Failure" RIZIZFEARAR—ZIANEEFNTVBRIEITEFELTLESLY,

CDOFzv71E. Windows Vista/2008 Server UL LIZH L THOHEITRIRETT . 77 AT I4+—ILDNEREEE . 74T 4+—IL
HEDHISNELT WMI ZENY 57217 T, gpedit.msc ZEALTIFZFAT 74— ILERED "Windows 747 74— IL:5&
BUE—PEBEOHNEHFRITD" AT ILEIHYVET . COFou L, EEBRLUSD Vista/2008 ¥ AT LFET=IE
auditpol AV AR—ILENTWVEWS AT ATIERITINBWNAREENHYET,

451 -

<custom item>
type: AUDIT POLICY SUBCATEGORY
description: "AUDIT Security State Change"
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value type: AUDIT SET

value data: "success, failure"

audit policy subcategory: "Security State Change"
</custom item>

AUDIT_POWERSHELL

<custom item>

type: AUDIT POWERSHELL

description: "Powershell check"

value type: [value type]

value data: [value]

powershell args: ["arguments for powershell.exe"]
(optional) only show cmd output: YES or NO
(optional) check type: [CHECK TYPE]

(optional) severity: ["HIGH" or "MEDIUM" or "LOW"]
(optional) powershell option: CAN BE NULL
(optional) powershell console file: "C:\Program Files\Microsoft\Exchange

Server\ExShell.pscl"
</custom item>

CDFIYYTIE, YE—F Y—/\—LT "powershell args" THEEIND5IHIZLY. powershell.exe METEINET,
"only show_cmd output" A\ YES [ZBRESNTLSIHE X, AT FHAAREN, value_data AMEESNTLVSES (L.
"value data" LFEREDIEEEMITTHONET,

EEfITonTNGS1T:

COIEHBIX. 71—ILK "powershell args" Z{#fL T.powershell.exe [ZIRIT S5 MEIEELFT . powershell.exe
DRFHANT T4 ILETIE%LMEE  powershell console file ¥—7J—FaERALT. RESBHEHEETILENHY
FT . BWAEYR—FEINTLBEDIE "get-"AXURLYNDHAH TT , XX RDESY T,

e get-hotfix | where-object {$ .hotfixid -ne 'File 1'} | select
Description, HotFixID, InstalledBy | format-list

e get-wmiobject win32 service | select caption,name, state| format-list
o (get-WmiObject -namespace root\MicrosoftIISv2 -Class

IIsWebService) .ListWebServiceExtensions () .Extensions
e get-wmiobject -namespace root\cimv2 -class win32 product | select

format-1list

Vendor, Name, Version

e get-wmiobject -namespace root\cimv2\power -class Win32 powerplan | select
description,isactive | format-list

COERT, AV AERELR— T DRENHDHEEIT. T3> T4—ILK "only_show_cmd output” ZFEMALFE
ERS

e only show cmd output: YES Or NO



ZTDMDEEEIER:

1. "only show_cmd output' ZERELT. HADERELZRELI-WGE. EXEXVEFALTCERELZLERTEE
¥, T IHILMEIL INFO TY,

2. Windows AXRL—F 425 VAT L (XP. 2003 7%:&) O—EB, BEU. ZOF I TIIEENEGONLGN R T LAIZIE,
FI4)LET Powershell (FAVRAM—ILEaNFER A, LEEN>T. ZOFvoEERT BHIIZ. Powershell BNJE—k &
—TYNMIAVAR—=ILENT WS LEHERTIDENHYET,

3. ZOFTUvINELLERET BIZIE. WMI H—EZADNE GO TWWARERHYET , SSIT. T7AT 94— LD "BEiE
JE—REBOHINELETTE" ITERESNTOARELAHYET,

4, aIYURLYk IAYTR (=& "Get-Process" TIEREL "gps") (IEATEEE A,
151 -

ZDOHITIEL, Powershell A< KFLwhk "Get-Hotfix" ME{TEH. ID A "File 1" DIEETOT S LITEIRLALESIC where-
object N #EE SN . Description, HotfixID. Installedby A3 XK TLR—FENET,

<custom item>

type: AUDIT POWERSHELL

description: "Show Installed Hotfix"

value type: POLICY TEXT

value data: ""

powershell args: "get-hotfix | where-object {$ .hotfixid -ne 'File 1'} | select

Description, HotFixID, InstalledBy | format-list"
only show cmd output: YES
</custom item>

51 :
ZOBHITIE, Windows H—E X "WIinRM" MEITLTWEAMNESHDFvINIThnET,

<custom item>

type: AUDIT POWERSHELL

description: "Check if WinRM service is running”

value type: POLICY TEXT

value data: "Running"

powershell args: "get-wmiobject win32 service | where-object {$ .name -eq 'WinRM' -

and S_.state -eq 'Running'} | select state"
check type: CHECK REGEX
</custom item>

AUDIT_FILEHASH_POWERSHELL

<custom item>
type: AUDIT FILEHASH POWERSHELL
description: "Powershell FileHash Check"
value type: POLICY TEXT

file: "[FILE]"



value data: "[FILE HASH]"
</custom_ item>

COFIVITIE )E—F H—N—LET SRTFLEDT7AIL Ny 2EBFSNBET7AIL N2 EDHBRETI-HDTE
#eEHIZ powershell . exe MEITINFET,

TDMDEEFIE:

o TIHILNTIX. Z7AILD MD5 /i aptbBREnFEI A, SHAL, SHA256. SHA384, SHA512, RIPEMD160 D7
WYX LTEREN =\ A THEREITICENTEET,
o ZMFTUIEITIIZIH. Z—45 Y LET PowerShell WA Ak—)LE . WMI BNE RGO TWWABERHYET,
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COFITIE IEED MD5 7/\vyrad C:\test\test2.zip DI7AIL Ny 1 EDLEBNITHONET .

<custom item>

type: AUDIT FILEHASH POWERSHELL

description: "Audit FILEHASH - MD5"

value type: POLICY TEXT

file: "C:\test\test2.zip"

value data: "8E653F7040AC4EAS8E315E838CEA83A04"
</custom item>

E

ZOBITIE, IBED SHAL /vy ok C:\test\test3.zip DIT7AIL N\ 1 EDEEENITHONET,

<custom item>

type: AUDIT FILEHASH POWERSHELL

description: "Audit FILEHASH - SHA1"

value type: POLICY TEXT

file: "C:\test\test3.zip"

value data: "OC4BOAF91F62ECCED3B16D35DE50F66746D6F48F"
hash algorithm: SHAIL

</custom item>

AUDIT_IS_APPCMD

<custom item>

type: AUDIT IIS APPCMD

description: "Test appcmd output"

value type: [value type]

value data: [value]

appcmd args: ["arguments for appcmd.exe"]
(optional) only show cmd output: YES or NO
(optional) check type: [CHECK TYPE]

(optional) severity: ["HIGH" or "MEDIUM" or "LOW"]
</custom item>



COFTYITIE NS #ETLTLSY—/A—LE T, "appemd_args" THEEINTULS5IHIZLY appemd.exe NETIN.
A& value data ZHEL T AV TIAT7URADNHBEINE T HEITESTE BRO—EBERTELE). avFHADOLR
— ;DR EBRIHEENHYET . TOLIGIHBEICIE, "only show _cmd output” F#FEALFET,

ZDOFzvI1E. Windows E® Internet Information Services (1IS) 7 IZ L THDAHEITAIRETY ,

ZNEEIE, 74—ILK "appemd args” Z#EMALT. appemd. exe [TIRET BEIMEIELET WAL "list' AT RLAE
ETEFEH A,

e list sites

e list AppPools /processModel.identityType:ApplicationPoolIdentity

e list config

e list config -section:system.web/authentication

e list app
COERT, AVUFHNEFELR— N DRENHDHEE L. T3 T4—ILF "only_show_cmd output” ZHEALFET.
il :

CHDFTYITIL, "appcmd.exe list AppPools /processModel.identityType:ApplicationPoolIdentity"
DFERE value data EALLE SN, A2 'APPPOOL "DefaultAppPool"” MEFENTWVIHBEDAESEELYET

<custom item>

type: AUDIT IIS APPCMD

description: "Set Default Application Pool Identity to Least Privilege Principal"
value type: POLICY TEXT

value data: 'APPPOOL "DefaultAppPool"'

appcmd_args: "list AppPools /processModel.identityType:ApplicationPoolIdentity"
check type: CHECK REGEX
</custom item>

AUDIT_ALLOWED_OPEN_PORTS

<custom item>

type: AUDIT ALLOWED OPEN PORTS
description: "Audit Open Ports"
value type: [value type]

value data: [value]

port type: [port type]

<item>

ZDFVITIE Z—T Y EDA—T> TCPIUDP R—bDJYRRHEBEIN, R—FDFFRI AR ELEEINET , COFTvI(E,
"netstat —ano" F7z[& "netstat —an" MEDHAIKFLTH—T> R—b UAREERFL. (get_port_state()/get_udp_port_state())
FHEALTR—MREBERIIL T, SN DR— M KRE (A =T R—rEINERERLET,

EEEIR:
e value data TIIR—MEHEEL TERKRLFEAARELD T, 8[0-9]+ LEDELEETEET,
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5 :

ROBITIE. 3= Y EDF—T> TCP R—bk JXFE "value data" EDOLLEMITHNIET,

<custom item>

type: AUDIT ALLOWED OPEN PORTS

description: "Audit TCP OPEN PORTS"

value type: POLICY PORTS

value data: "80,135,445,902,912,1024,1025,3389,5900,8[0-

91+,18208,32111,38311,47001,139"
port type: TCP
</custom_ item>

ROBITIE. 53—y EDF—T> UDP R—bk JRXFE "value data" EDQLLEAITHNET,

<custom item>

type: AUDIT ALLOWED OPEN PORTS

description: "Audit UDP OPEN PORTS"

value type: POLICY PORTS

value data: "161,445,500,1026,4501,123,137,138,5353"
port type: UDP

</custom_ item>

AUDIT_DENIED_OPEN_PORTS

<custom item>

type: AUDIT DENIED OPEN PORTS
description: "Audit Denied Open Ports"
value type: [value type]

value data: [value]

port type: [port type]

<item>

ZOFvITIE Z3—7 Y EDF—T> TCPIUDP R—rDYAMHBREN, R—bDEFIRAMELBEEINFES . COFvIIE.
"netstat —ano" F7z(& "netstat —an" MEDHAIKFLTH—T> R—b URREERFL. (get_port_state()/get_udp_port_state())
FHEALTR—MREBERIIL T, SN DR— M KRE(TH—TY R—EINERERLET

HFRAIENDZLTIERDESYTY,

e value type: POLICY PORTS
e value data: "80,135,445,902,912,1024,1025,3389,5900,8[0-
9]+,18208,32111,38311,47001,139"

e port type: TCP or UDP
EEEIR:
e value data TIIR—MEHEEL TERKRLFEMAAEELD T, 8[0-9]+ LEDELEETEET,
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5 :

ROBITIE. 3= Y EDF—T> TCP R—bk JXFE "value data" EDOLLEMITHNIET,

<custom item>

type: AUDIT DENIED OPEN PORTS
description: "Audit TCP OPEN PORTS"
value type: POLICY PORTS

value data: "80,443"

port type: TCP
</custom_ item>

ROBITIE. 3=y EDF—T> UDP FR—bk JRXbE "value data" EDQLLEAITHNIET,

<custom item>

type: AUDIT DENIED OPEN PORTS
description: "Audit UDP OPEN PORTS"
value type: POLICY PORTS

value data: "161,5353"

port type: UDP
</custom_ item>

AUDIT_PROCESS_ON_PORT

<custom item>

type: AUDIT PROCESS ON PORT
description: "Audit Process on Port"
value type: [value type]

value data: [value]

port type: [port type]

port no: [port no]

port option: [port option]

check type: CHECK TYPE

<item>

ZOFVITIEE BER—IFTCETROTOERANBEINET , COFyYId, "netstat -ano” S XU "tasklist /sve" DH A
&KELT. ED TCP/UDP TENTALEAMNEFTLTLANELHIFLED,

HFRIINBALT(ERDESYTT,
e value type: POLICY TEXT
e value data: Arbitrary string, e.g.," foo.exe"
e port type: TCP or UDP
e port no: port number, e.g., 80, 445

e port option: CAN BE CLOSED
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EEEIAE:

e port option A CAN_BE_CLOSED [ZERESNTWVSIHGE . TDR—I)E—F SRTFLTA—TUTHRITNIEE
BEERL. A—ToTHONIEIS—%ERLET,

e  Windows 2000 BLUZFNLBTIIZELNTIL, "netstat —ano" N HR—,ENTULVELD T, ZOFvo(E Windows XP
LI L TDAETTEET,

E

ROFITIE, TCP 71—k 5900 TEITLTLNATOEAM "vss.exe" £f=E "vssrvc.exe" THAZEEFTVvILET,

<custom item>

type: AUDIT PROCESS ON_PORT
description: "Audit OPEN PORT SERVICE"
value type: POLICY TEXT

value data: "vssrvc.exe" || "vss.exe"
port type: TCP

port no: "5900"

port option: CAN BE CLOSED
</custom item>

ROBEBERAD DB ELTNET D, COHITIE, check_type DERANEENTNET,

<custom item>

type: AUDIT PROCESS ON_PORT

description: "Audit Process on Port - check regex"
value type: POLICY TEXT

value data: "foo.exe" || "vss.+"

port type: TCP

port no: "5900"

check type: CHECK REGEX

</custom item>

AUDIT_USER_TIMESTAMPS

<custom item>

type: AUDIT USER TIMESTAMPS

description: "Users not logged in past 7 or more days."
value type: POLICY DAY

value data: "7"
timestamp: "LogonTime"
ignore users: "Admin*, foo"

check type: CHECK GREATER THAN OR EQUAL
</custom item>

COFIVITIE, A—HF— BA LRIV T AL TET IT1TDTh I MERRLET,
F—7—K timestamp THEATESHEITRDEEYTY,

e TLogonTime

33



e TLogoffTime

e KickoffTime
(] PassLastSet
e PassCanChange

e PassMustChange

e ACB
FEREBIE:

o T IAIILTIX, BIMETHIUM FIENRT—FEEBETEEN =Y NRAT—FOEDEARDLBWNT AU MEKE
EOoBRNAENFET . ROKIICEETAHAIELICKY. CNoZHRICEDSDHIELTEET . include users:

"password never expires" || "cannot change password" || "disabled"

o TIAJLFTIE., SID {tZ=M 11— —I[d 'SMB Use Host SID to Enumerate Local Users/SMB Use Domain SID to
Enumerate Users' Y77 AEBRRADI—H—IZRo5hET,

Preference Type SME Use Host SID to Enumerate Local Users -

Preference Type SMEB Use Domain SID to Enumerate Users v
Start UID 1000
End UID 1200

R
COFYVIZIE. ignore_users HERFICKYBHED I —F - HERENOBRN SN LERELHYET .

<custom item>
type: AUDIT USER TIMESTAMPS
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description: "Password not changed in last 90 days"
value type: POLICY DAY

value data: "90"

timestamp: "PassLastSet"

ignore_users: "Admin¥*, foo"

check type: CHECK GREATER THAN OR EQUAL
</custom_ item>

CHECK_ACCOUNT

<custom item>

type: CHECK ACCOUNT

description: ["description"]

value type: [VALUE TYPE]

value data: [value]

account type: [ACCOUNT TYPE]
(optional) check type: [CHECK TYPE]
</custom item>

CORY—EEIE. "EF2)TADEE > A—h)L KU — > FaT1 7T23V" TERSINTLSRDEICKT HFT
VIETVET,

e F7HUb:Administrator 7HD kD IKEE

o THIUL:Guest THIUFDIKEE

e  TFHYUk:Administrator 7HIUCEDER

o THhIU:Guest THIUNEDER

CDFIIINE FAIVRT L SID ZEBT51=HIZIEL )L PolicyAccountDomainInformation T. Administrator
£ & Guest HEMEFT HDIZIEL LsaLookupSid T, 7HVUMERENMB T 51=HIZIE NetUserGetInfo TR
LsaQueryInformationPolicy #EfTLET .

ZMIEBIX. account _type J4—ILFEFEALT, EEDUENH LT AVUINERRELET  FAISNE24TERDELYTY,

e ADMINISTRATOR_ACCOUNT ("7A 7>k : Administrator 712 bDIREE")
value type: POLICY SET
value data: "Enabled" or "Disabled"

e GUEST_ACCOUNT ("7Hh bk :Guest 7HhIUFDIREE")
value type: POLICY SET
value data: "Enabled" or "Disabled"

e ADMINISTRATOR_ACCOUNT ("7#™2>k: Administrator 7HO U bEZDERE")
value type: POLICY TEXT
value data: "TEXT HERE" [administrator name]
check type: [CHECK TYPE] (any one of the possible check type values)

e GUEST_ACCOUNT ("7h™o>hk:Guest FHIULEDERE")
value type: POLICY TEXT



value data: "TEXT HERE" [guest name]
check type: [CHECK TYPE] (any one of the possible check type values)

& RASOERIFERITKELT. O—HIL SRATL THIVRERIERAY FHAOUINFIvIENET,

E

<custom item>

type: CHECK ACCOUNT

description: "Accounts: Guest account status"
value type: POLICY SET

value data: "Disabled"

account type: GUEST ACCOUNT

</custom item>

<custom item>

type: CHECK ACCOUNT

description: "Accounts: Rename administrator account"
value type: POLICY TEXT

value data: "Dom adm"

account type: ADMINISTRATOR ACCOUNT

</custom item>

<custom item>

type: CHECK ACCOUNT

description: "Accounts: Rename administrator account"
value type: POLICY TEXT

value data: "Administrator"

account type: ADMINISTRATOR ACCOUNT

check type: CHECK NOT EQUAL

</custom item>

CHECK_LOCAL_GROUP

<custom item>

type: CHECK LOCAL_GROUP
description: ["description"]

value type: [VALUE TYPE]

value data: [value]

group type: [GROUP TYPE]
(optional) check type: [CHECK TYPE]
</custom_ item>

ZORYS—IEB X, lusmgr.msc ADY IL—TDEFERT—EREFTVILET,
CMIEBIE. group_type 74— ILREFERALT. EEDRENH LY IL—TEHEELET , FAISNDFZA1TERDEBYTT,

e ADMINISTRATORS_GROUP

e USERS_GROUP
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GUESTS_GROUP

POWER_USERS_GROUP
ACCOUNT_OPERATORS_GROUP
SERVER_OPERATORS_GROUP
PRINT_OPERATORS_GROUP
BACKUP_OPERATORS_GROUP

REPLICATORS_GROUP

value type 74— /LR TCHAISNBFATIERDEBYTT,

151 -

POLICY_SET (Y IL—FDAT—EREFT YY)
value type: POLICY SET
value data: "Enabled" or "Disabled"

POLICY_TEXT (J IWL—T&%&Fxv))
value type: POLICY TEXT
value data: "Guestsl" (CODIHAE.value_data [CIFEEDTHFRNFIINAYET)

<custom item>

type: CHECK LOCAL_GROUP

description: "Local Guest group must be enabled"
value type: POLICY SET

value data: "enabled"

group type: GUESTS GROUP

check type: CHECK EQUAL

</custom_ item>

<custom item>

type: CHECK_ LOCAL_ GROUP

description: "Guests group account name should be Guests"
value type: POLICY TEXT

value data: "Guests"

group type: GUESTS GROUP

check type: CHECK EQUAL
</custom item>

<custom item>

type: CHECK LOCAL GROUP

description: "Guests group account name should not be Guests"
value type: POLICY TEXT

value data: "Guests"

group type: GUESTS GROUP

check type: CHECK NOT EQUAL

</custom item>
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ANONYMOUS_SID_SETTING

<custom item>
type: ANONYMOUS SID SETTING
description: ["description"]
value type: [VALUE TYPE]
value data: [value]
(optional) check type: [value]
</custom_ item>

CORY—EBIX. "X )T(DHRE > O—h)L RUP— > FXal)Fq T3> > xybT—9 7OR:ELD SID
EEARIDEBEHAT S TERSNTVDIRDEIZHT HFIVIETVET, COFTYII(E, LSA RYS— NURIILTEK
LsaQuerySecurityObject ZMFUH T EETINET .

HFAIENDALTIERDESYTY

value type: POLICY SET
value data: "Enabled" or "Disabled"

COBEBZFERATIRICIE. COR)—2OVTRORITSEFELTZSLY,
e LSAH—ERLETO/IN—3Zviay FIuoITHD
e ANONYMOUS USER IZ75% POLICY_LOOKUP_NAMES NBRESNTLEIMNEINEFIVITS
e Windows 2003 TlZEELL (Windows 2003 TIXERL 1 —H—H LSA /XA TIZT7 VA TELLHEH> TS =8)

451 -

<custom item>

type: ANONYMOUS SID SETTING

description: "Network access: Allow anonymous SID/Name translation"
value type: POLICY SET

value data: "Disabled"
</custom item>

SERVICE_POLICY

& CDFTYITIE, JE—k Windows L AT LAEL)IHEEST HDIZYE—F LYRAN) TORREZBEELET,

<custom item>

type: SERVICE POLICY
description: ["description"]
value type: [VALUE TYPE]

value data: [value]

(optional) check type: [value]
service name: ["service name"]
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</custom_ item>

ZORYO—EBRIF."VRATL Y—ER" TEEZEINTWARI— T YTEIZHT EFvI%ETVET, ZOFyo(E, B
RegQueryValueEx XD F—CHUET I EIZKYEFTEINET,

e F—:"SYSTEM\CurrentControlSet\Services\" + service_name
e IEH:"Start"

HFRAIINBALT(ERDESYTT,

value type: SERVICE SET

value data: "Automatic", "Manual" or "Disabled"
svc_option: CAN BE NULL or CAN NOT BE NULL

service_name 7/—/LRIE Y —ERXDKBEDBHIAYFET  CORFIIUT DB AICEFINET,
1. Y—EXavkA—/L ARV (BEBY—ILA) ZREFL-&E
2. BHDHY—EREERLIzEE
3. TANTA HATOY RyVRERKEE (B )vIhbTONT1ZEIRLIZEF)
4. "H—EXZ" WAEWMELIEE
H—ER /8—2yPa iR E(d SERVICE_PERMISSIONS 1B TR TEEY .

151 -

<custom item>

type: SERVICE POLICY

description: "Background Intelligent Transfer Service"
value type: SERVICE SET

value data: "Disabled"

service name: "BITS"
</custom_ item>

GROUP_MEMBERS_POLICY

<custom item>

type: GROUP MEMBERS POLICY
description: ["description"]
value type: [value type]
value data: [value]
(optional) check type: [value]
group name: ["group name"]
</custom item>

COR)O—EBRIF. BEDI—H— URAM 1 DUEDTIL—FIZHFEELTWNAIEEFIVILET,
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HFAIENDRALTIERDESYTY,

value type: POLICY TEXT or POLICY MULTI TEXT
value data: "userl"&&"user2"&& ... &&"usern"

COEXEZFRITAIEICIE. 2—F—2L 1L "MYDOMAINJohn Smith" D &SGR ALV Z TIHEETERILE. B&LUY
group_name J4—/)LRICIFXEEREDE—DTIIL—TEEETIHLEVNIEITEEL TS,

B—@ Nessus .audit 77T, EHDOBEREBZIRETEINT. EHDITIL—THROL—F— YA EHECERTE
F£9 ., ROHFIZE. "Administrators" % JL—FIZ "Administrator" & "TENABLE\Domain admins" 1—H—O & NEFEN TS
LEWERT D Laudit KU —TY,

<custom item>

type: GROUP_MEMBERS POLICY

description: "Checks Administrators members"

value type: POLICY MULTI TEXT

value data: "Administrator"&&"TENABLE\Domain admins"
group_ name: "Administrators"
</custom_ item>

ROEEIE. EED .audit 774)L%E Windows 2003 H—/\— ETEITLI=EZTD R YY) —> ¥ TFHHITT,

21156 [Return to top]

192.168.20.16 "Checks Administrators members” : [FAILED]
general ftcp

Remote value: [0: tenabled-guSato\administrator]
Policy value: "Administrator” | "TENABLE\Domain admins”

USER_GROUPS_POLICY

<custom item>

type: USER GROUPS POLICY
description: ["description"]
value type: [value type]
value data: [value]
(optional) check type: [value]
user name: ["user name"]
</custom_ item>

ORI —IEHE, Windows 1—H—7H' value data THEESNhTWAYIIL—TIZBLTWAINEI N EFIVvILET .

DEEBTIE. FAY 2—HF—ZFFA(Y 2 bA—FITHLTOHT A TEET, "Local Service" HEDE JLhA> 21— —I(C
HMLTEFIVITEEEA,
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5 :

<custom item>

type: USER_GROUPS POLICY

description: "3.72 DG0005: DBMS administration OS accounts"

info: "Checking that the 'dba' account is a member of required groups only."
info: "Modify the account/groups in this audit to match your environment."
value type: POLICY MULTI TEXT

value data: "Users" && "SQL Server DBA" && "SQL Server Users"

user name: "dba"
</custom_ item>

USER_RIGHTS_POLICY

<custom item>
type: USER RIGHTS POLICY
description: ["description"]
value type: [value type]
value data: [value]
(optional) check type: [value]
right type: [right]
</custom item>

CORYS—EBIX. "EF21UTADHRE > O—H)L R)P— > A—HF—EFDBEVE T TERSNTLWDHRDEICK T EHF
TVIEITWET, COFv 1L, LSA RUS— N\URLTHEH LsaEnumerateAccountsWithUserRight ZFUH T &%
TENFET,

right_type 74— I/LR[EAEEMRDIEREZRLET, FAISNAEIERDESYTY,
right type: RIGHT
RIGHT [Z[F. LT DEREIEETEET,

SeAssignPrimaryTokenPrivilege
SeAuditPrivilege
SeBackupPrivilege
SeBatchLogonRight
SeChangeNotifyPrivilege
SeCreateGlobalPrivilege
SeCreatePagefilePrivilege
SeCreatePermanentPrivilege
SeCreateTokenPrivilege
SeDenyBatchLogonRight
SeDenyInteractiveLogonRight
SeDenyNetworkLogonRight
SeDenyRemotelInteractiveLogonRight
SeDenyServiceLogonRight
SeDebugPrivilege
SeEnableDelegationPrivilege
SeImpersonatePrivilege
SeIncreaseBasePriorityPrivilege
SeIncreaseWorkingSetPrivilege



SeIncreaseQuotaPrivilege
SeInteractiveLogonRight
SeLoadDriverPrivilege
SeLockMemoryPrivilege
SeMachineAccountPrivilege
SeManageVolumePrivilege
SeNetworkLogonRight
SeProfileSingleProcessPrivilege
SeRemoteShutdownPrivilege
SeRemotelInteractiveLogonRight
SeReLabelPrivilege
SeRestorePrivilege
SeSecurityPrivilege
SeServicelLogonRight
SeShutdownPrivilege
SeSyncAgentPrivilege
SeSystemEnvironmentPrivilege
SeSystemProfilePrivilege
SeSystemtimePrivilege
SeTakeOwnershipPrivilege
SeTcbPrivilege
SeTimeZonePrivilege
SeUndockPrivilege
SeUnsolicitedInputPrivilege

HFAIENDRALTIERDESYTY

value type: USER RIGHT
value data: "userl" && "user2"

B P

&& "groupl" && ... && "groupn"

A—H—ERTAMI, FASY abrA—F(CRHLTELDI I IR ERTLET . CAHDTRAMEALE 1 DDRY
— IT7AILIZEDT. FAMY AV rA—FE 1 DDRAY DRTFALAIZHLTOABETIUHENHYET,

right 34713, F—I  ELTHERESNEDO T, SIARTETCLERXHYFEE A,

R
<custom item>
type: USER RIGHTS POLICY
description: "Create a token object"
value type: USER RIGHT
value data: "Administrators" && "Backup Operators"
right type: SeCreateTokenPrivilege
</custom item>
FILE_CHECK

>

ZDF VI TIE. JE—F Windows L AT LMNEY [CHEEET HDIZ)E—F LOARN) PORREZBHEELET,
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ERE

<custom item>

type: FILE CHECK

description: ["description"]
value type: [VALUE TYPE]
value data: [value]
(optional) check type: [value]
file option: [OPTION TYPE]
</custom item>

ZORY—EBIE. 770l (value data) NEFELTLSMESD (file option) EFvILFET ., COFv/I(E. B
CreateFile ZMUH T I&ICKYETINET,

A SN BE4TERDESYTT,
value type: POLICY TEXT

value data: "file name"
file option: MUST EXIST or MUST NOT EXIST

151 -
<custom item>
type: FILE CHECK
description: "Check that win.ini exists in the system root"
value type: POLICY TEXT
value data: "$SystemRoot%\win.ini"
file option: MUST EXIST
</custom item>
<custom item>
type: FILE CHECK
description: "Check thatbad.exe does not exist in the system root"
value type: POLICY TEXT
value data: "%SystemRoot%\bad.exe"
file option: MUST NOT EXIST
</custom item>
FILE_VERSION

& COFT VYT, JE—F Windows Y RT LB ZHEEST HDICE—F LORAN) TOERZBREELET,

<custom item>
type: FILE VERSION
description: ["description"]
value type: [VALUE TYPE]
value data: [value]
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(optional) check type: [value]
file: PATH TO FILE
file option: [OPTION TYPE]
check type: CHECK TYPE
</custom item>

ZORYS—IER L, file T4—IILRTHEEINTORI7AILDN—23au N E—k T7MIL N—23 L ETHEINEIIEF
vYLFET (TI4ILK). check _type AT avEaFEALT. YE—k I74)L N—2a0 KYREONEIOZHIBITHILEET
CEER

HASNBILTERDEEYTT,

Valueitype: POLICY FILE VERSION
value data: "file version"
file option: MUST EXIST or MUST NOT EXIST

E

<custom item>

type: FILE VERSION
description: "Audit for C:\WINDOWS\SYSTEM32\calc.exe"
value type: POLICY FILE VERSION

value data: "1.1.1.1"

file: "C:\WINDOWS\SYSTEM32\calc.exe"

</custom_ item>

<custom item>
type: FILE VERSION

description: "Audit for C:\WINDOWS\SYSTEM32\calc.exe"
value type: POLICY FILE VERSION

value data: "1.1.1.1"

file: "C:\WINDOWS\SYSTEM32\calc.exe"

check type: CHECK LESS THAN

</custom_ item>

FILE_PERMISSIONS

& COF VI TIE, JE—F Windows YR T LB ZHEET DDICE—F LOAMN) POERZEZLEELET,

SERE

<custom item>

type: FILE PERMISSIONS
description: ["description"]
value type: [value type]
value data: [value]
(optional) check type: [value]
file: ["filename"]

(optional) acl option: [acl option]

</custom item>



DR —IEH L. FILE_PERMISSIONS ACL DIELWLWAEIDNEFIVILET . COFTYIIE. T7AIL N\UFIILTEE
GetSecurityInfo L AL 7 IZKYUHT EETEINET,

HFAIENDALTIERDESYTY,

value type: FILE ACL
value data: "ACLname"
file: "PATH\Filename"

RDBREEFHINAREITAINRBEFTHIET L THEATEETS,

%allusersprofile®
Swindir%
%systemroot$
$commonfiles%
Sprogramfiles$
%systemdrive$%
%systemdirectory%

COEEREZFERTIRICIE. ROAITEFEL TS,

o file J4—ILRICIX,. 7AWV BFELIETHILFBDTEL/SR (C: \WINDOWS\SYSTEM32 &) 25Hb Lt LT
DEIENR F—T—FEEHBDIILLTEET /AR F—T—FEFERATBMEICIEL. Nessus D/ AR A EEZHIBTE

BESITVE—F LORMIAERZE>TVIRELHYET

e value data 74— LRI RS — T7MILTERIN TS ACL DEARITHEYET,

e acl option 71—/LRIX CAN_BE_NULL -l CAN_NOT_BE_NULL |

BEDERITEROEIICERAINET,
E

<file acl: "ACL1">

<user: "Administrators">
acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "Full Control"
</user>

<user: "System">
acl inheritance: "not inherited"
acl apply: "This object only"
acl allow: "Full Control"
</user>

</acl>

<custom item>
type: FILE PERMISSIONS

description: "Permissions for C:\WINDOWS\SYSTEM32"

value type: FILE ACL

value data: "ACL1"

file: "C:\WINDOWS\SYSTEM32"
</custom item>

—=n
~aX

ETE, I7MILNFEL TGS
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<custom item>

type: FILE PERMISSIONS

description: "Permissions for C:\WINDOWS\SYSTEM32"
value type: FILE ACL

value data: "ACL1"

file: "$SystemRoot%\SYSTEM32"
</custom_ item>

FROFVINETEINDE, AVTSATUR EDa—)LIE, "$SystemRoot$\SYSTEM32" [CRL TEZEINTULVS/A—3y
2avhtfile_acl ACLL [TTRENTWA/N—3va v E—BLTWANEINEFIVILET,

FILE_AUDIT

& CDFTYITIE, JE—b Windows S ZT LAEL)IHEEST HDIZ)E—F LORAN) TOEREBEELET,

<custom item>

type: FILE AUDIT

description: ["description"]

value type: [value type]

value data: [value]

(optional) check type: [value]
file: ["filename"]

(optional) acl option: [acl option]
</custom item>

COR)—IEBIE BED ACL ZFERATEI7MIIVEIETHIVT DEETO/T4 (FANT1 > X2 T4 —> 5l > BEE)
EFTVILET, COFTVIIE, 740 N\URILTHEHE GetSecurityInfo #L )L SACL_SECURITY_INFORMATION [Z&
YIEOH Y EEITENET,

HFAIENDALTIERDESYTY

value type: FILE ACL
value data: "ACLname"
file: "PATH\Filename"

RODEBAERFHNREITFANBEFTHILE B TERTEET,

%allusersprofile%
Fwindir$
%systemroot$
$commonfiles$%
$programfiles$
%systemdrive$%
%systemdirectory%



COEBZFERTHMRICIE, ROKRITEREL TS,

o file J4—ILRICIX, D7 B FFTAHILEF ZDTL/SR (C: \WINDOWS\SYSTEM32 % &) 2&HBHE4. L&
DESGINR F—T—FEEDDIELTEET . /R F—T—FZEFERTIMEICIE. Nessus D/ SRR EEZEHIBTTE
BESCE—F LORMN)BERZGE>TODIBENHYET,

e value_data Z4—/LFIE. RIS — T7AILTERSNTIVS ACL DBRIITHEYET,

e acl option J4—JLFI& CAN_BE_NULL Ffz[& CAN_NOT_BE_NULL [ZERETE. I7/ILHBFEELTLVELME
BOEERIFEROHIMICERINET,

e acl_allow 74—JLF& acl_deny 74—JLKI&, "Successful' BEEA R & "Failed” BEEANUMIRIGLET

ROF L, "ACLL" EWNSTVERFHIEY R JL—ILEEL FILE_AUDIT BA#EEET S .audit 77MI/ILTT,

<check type: "Windows" version:"2">
<group policy: "Audits SYSTEM32 directory for correct auditing permissions">

<file acl: "ACL1">

<user: "Everyone">

acl inheritance: "not inherited"

acl apply: "This folder, subfolders and files"
acl deny: "full control"

acl allow: "full control”

</user>

</acl>

<custom_ item>

type: FILE AUDIT

description: "Audit for C:\WINDOWS\SYSTEM32"
value type: FILE ACL

value data: "ACL1"

file: "$SystemRoot$\SYSTEM32"

</custom item>

</group policy>
</check_ type>

FILE_CONTENT_CHECK

& CDF I TIE, VE—F Windows S AT LIEY ZHERET HDIZUE—F LORN) 7HOEREBHEELELFET,

<custom item>

type: FILE CONTENT CHECK
description: ["description"]
value type: [value type]
value data: ["filename"]
(optional) check type: [value]
regex: ["regex"]

expect: ["regex"]



(optional) file option: [file option]
(optional)avoid floppy access
</custom item>

CORY—IEB (X, 77MILIZERRIR regex NEFEN. COERRITD expect E—HLTLEINEINEFIVILET,

ZDFUIIE. T7A4IL NV RIILTHEE ReadFile ZMUH T EEITEINET .

VAN

T74ILIE SMB M5, Nessus H—/A— LD AT Ny I7[ZHAAFTEN N IT7RIAVTSATUR FoyIAIC
MIBENET, T74JLIE Nessus H—/N\—DTARILIZIFBREENE B A, DHABICAT! /N\yI7Izaf—ah
B1E+T9,

HFAIENDALTIERDESYTY

value type: POLICY TEXT
value data: "PATH\Filename"

regex:

n regeX"

expect: "regex"

ROBAEBEFH/NRETFANBEFTHILE B TERTEET,

%allusersprofile$
Swindir$%
%systemroot$
Scommonfiles$%
$programfiles$%
$systemdrives

COEEITEERTIBICIE. ROKAITEFELTIZELY,

E

value data Z4—JLRIZIE. T7MILBEETHILT B DTL /X (C: \WINDOWS\SYSTEM32 %5&) ZEHHTLH.
FREDESEINR F—D—REEHBHIELTEET /SR F—J—FZFEHTBHEEIZIX. Nessus D/ NRAI EEE b
TED&IITVE—F LPRAMIDERNLGEO>TOIRELRHYET,

regex J4—/)LR(E,. COIEBEMNT7AILIZHFEEL TSI EEFIVILET,

expect 74— /)LRIL. COEEMNERKRBRE—HITHILEFIVvILET,

file_option 74—JLF% CAN_BE_NULL [CEREITNIE, T7MILAFEELTLVEMEE THLEREICTEEY,

file option J74—JLK% CAN_NOT_BE_NULL [CEEET DL T7MILDFELTEDG S . FERICGYET,

avoid floppy access J/4—IJLRZEERTET HE TAVE— FIATICT VRS EHF IV IIEEIETEE T, BEEITK
ST TARIHEWIAYE— FSATADT I EADRET HIHEE. COT—ILREFERTIBELNHYET .

<custom item>

avoid floppy access

type: FILE CONTENT CHECK

description: "File content for C:\WINDOWS\win.ini"
value type: POLICY TEXT

value data: "C:\WINDOWS\win.ini"
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regex: "aif=.*"
expect: "aif=MPEGVideo"
</custom item>

FILE_CONTENT_CHECK_NOT

& COFT VYT, JE—F Windows Y R T LB ZHEET HDICE—F LR TOERZBLEELFET,

<custom item>

type: FILE CONTENT CHECK NOT
description: ["description"]

value type: [value type]

value data: ["filename"]

(optional) check type: [value]
regex: ["regex"]

expect: ["regex"]

(optional) file option: [file option]
</custom item>

ZORYD—IBR X, T7AILIZERKRIR regex NEFN., COERKRIEM expect E—BLTWVENIEEXZFIVILET . D
FIvlE,. T7M4IL NUR L THE ReadFile #FUHTEETINET,

HFRAIENDZLTIERDELYTY,

value type: POLICY TEXT
value data: "PATH\Filename"
regex: "regex"

expect: "regex"

ROEBAERFH/NRETFANBEFTHILE B TERTEET,

%allusersprofile%
Swindir$s
%systemroot$
scommonfiles%s
$programfiles$
%systemdrive$

CNEBRZATHFERTAEICIE. RO AITSEEL TS,

e value data Z4—IJLFIZIX. I7MILBFEIETHILA B D5EL/IX (C: \WINDOWS\SYSTEM32 73&) #EHHI L.
FREDESEINR F—TD—REEHBHELTEFT /SR F—J—FZEFHTBHEEIZIX. Nessus D/ \R AT ZEEEHI M
TEDEIITUE—F LPRAMDEMIZHEO>TLDIBHELHYET,

e regex 74— /LRI, COEBEMNI7AIVIZHEEL TSI LEFIVILET,

o expect 74—ILRIX. COEENERRVE—HTIEEFvILET,

e file option 74—JLR% CAN_BE_NULL IZERETNIE. T7MILDFELTUVVELMEE THERKIZTEET .



e file option 74—JLR% CAN_NOT_BE_NULL [CEEET AL T7MIMNFELTEDIGE . FERIZHEYET,

F
<custom item>
type: FILE CONTENT CHECK NOT
description: "File content for C:\WINDOWS\win.ini"
value type: POLICY TEXT
value data: "C:\WINDOWS\win.ini"
(optional) check type: [value]
regex: "au=.*"
expect: "au=MPEGVideo2"
file option: CAN NOT BE NULL
</custom_ item>
REG_CHECK

& COF VI TIE, JE—F Windows Y AT LB ZHEET DDICUE—F LOAMN) POERZBLEELET,

<custom item>

type: REG CHECK

description: ["description"]
value type: [VALUE TYPE]

value data: [value]

reg option: [OPTION TYPE]
(optional) check type: [value]
(optional) key item: [item value]
</custom item>

CORYVO—EHBIF. LYRMN) F— (FLELPRAMNIER) NEELTOWSNEINEFIVILET . COFvV &, B
RegOpenKeyEx H & U RegQueryValueEx #/FUHT ZELIZKYEITINFET,

HFRAIENDZLTIERDELYTY,

value type: POLICY TEXT

value data: "key path"

reg option: MUST EXIST or MUST NOT EXIST
key item: "item name"

key item JA—/ILEBEESATVVEWNGS, F— NADFEAENFIVIENET . COTr—ILEAEESNTWDIEEIF, F
—EHHDHFEENFIVIENET,

E

<custom item>

type: REG CHECK

description: "Check the key HKLM\SOFTWARE\Adobe\Acrobat Reader\7.0\AdobeViewer"
value type: POLICY TEXT

value data: "HKLM\SOFTWARE\Adobe\Acrobat Reader\7.0\AdobeViewer"



reg option: MUST NOT EXIST
key item: "EULA"
</custom item>

REGISTRY_SETTING

& ZDFYITIE, JE—F Windows & AT LNEL CHERET HDIZ)E—F L AR PORRZHELELET,

<custom item>
type: REGISTRY SETTING

description: ["description"]
value type: [VALUE TYPE]
value data: [value]

reg key: ["key name"]

reg item: ["key item"]

(optional) check type: [value]

(optional) reg option: [KEY OPTIONS]
(optional) reg enum: ENUM SUBKEYS
</custom item>

CORY—EBIE. LORAN) F—EQOFvVICERINET,, "X 1UT/DHRTE > A—H)L KU — > wFXal)Tq +7
23" ADELDRI— FyoM, ZORY—EHEEFFERLET . COFvI(E. B RegQueryValueEx U T
EICKYETENFET,

reg key Z14—ILRIE. LY RN F—DEARTERLET ("HKLM\SOFTWARE\Microsoft\Driver Signing” &), ¥— D& ¥ D
B (HKLM) [F. ELWLWL PO RM) NATITHER T 2-OICERINET LD/ XL BHIOD reg_item NMREFINTLD
BHEFTERLET,

& HKU (HKEY_USERS) /\1 7 (38 %45 —RIZHYE T, HKU F—IZX LT SID 238E T HEIFTEXE AL nbin
HARERRIIZE SID ETRYIBESh, & SID DENED THIISENDHEHRLET,

IR

<custom item>

type: REGISTRY SETTING

description: "HKU\Control Panel\Desktop\ScreenSaveActive"
value type: POLICY DWORD

value data: 1

reg key: "HKU\Control Panel\Desktop"

reg item: "ScreenSaveActive"

</item>

LUTFICRHLTIL—TENFET,

HKU\S-1-5-18\Control Panel\Desktop\ScreenSaveActive
HKU\S-1-5-19\Control Panel\Desktop\ScreenSaveActive
HKU\S-1-5-20\Control Panel\Desktop\ScreenSaveActive



I RTO SID [ZxLT"ScreenSaveActive" M 1 [CERESNTWREES . BBICHYET,

#7230 reg option Z74—JLF%E CAN_BE_NULL [ZERETHE. F—DFELTVVEVMEE THEFIMICERICTESE
9, Ft=&. CAN_NOT BE_NULL IZERETEZT,

BMDOA T3> reg enum #5138 "ENUM_SUBKEYS" TERAT 5L LUAN) F—DFTARTOHTF—ICT SHIEEEE
5| TEET, =&AL, ¥— HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall [Z[E. <DV 7T
FoOT7 N —UMEENTULET , "Uninstall’ LLTTDFTRTOHTH—IZxt3 % "CurrentVersion" EDBEZF{TL VLS
Bl&. reg enum #FEALFET,

E

<custom item>

type: REGISTRY SETTING
description: "DBMS network port, protocol, and services (PPS) usage"
info: "Checking whether TCPDynamicPorts key value is configured (should be blank) ."
value type: POLICY TEXT

value data: ""

reg key: "HKLM\SOFTWARE\Microsoft\Microsoft SQL

Server\MSSQL.1\MSSQLServer\SuperSocketNetLib\Tcp"

reg item: "TCPDynamicPorts"

reg enum: ENUM SUBKEYS

reg option: CAN BE NULL
</custom item>

ZD HKU LYK NATDEREIZIE. reg_key LU XN /NRIZ SID (£FaUTA485F) NEFALTOERE A, COFITIE.
$ARTOD HKU SID [THLTHEED reg_item HNMERINFET,

E

<custom item>

type: REGISTRY SETTING

description: "FakeAlert.BG trojan check"

value type: POLICY TEXT

reg _key: "HKU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run"
reg item: "brastk"

value data: "C:\WINDOWS\System32\brastk.exe"

reg option: CAN BE NULL

check type: CHECK NOT EQUAL

info: "A registry entry for FakeAlert.BG trojan/downloader was found."
info: "The contents of this audit can be edited as desired."”
</custom_ item>

RDA value_type 74—ILK BATEFRATEET,

e POLICY_SET
value data: "Enabled" or "Disabled"

e POLICY_DWORD
value data: DWORD or RANGE [same dword as in registry or range]
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POLICY_TEXT
value data: "TEXT" [same text as in registry]

POLICY_MULTI_TEXT
value data: "TEXT1" && "TEXT2" && ... && "TEXTN" [same texts as in registry]

POLICY_BINARY
value data: "0102acOb...34fb" [same binary as in registry]

FILE_ACL. REG_ACL. SERVICE_ACL. LAUNCH_ACL. ACCESS_ACL
value data: "acl name" [name of the acl to use]

RDF T3> value_type T4—ILK ZATHLHERATEFT . ERIERFABA THEASINET,

DRIVER_SET

value data: "Silent Succeed", "Warn but allow installation", "Do not allow
installation"

LDAP_SET

value data: "None" or "Require Signing"

LOCKEDID_SET
value data: "user display name, domain and user names", "user display name only",
"do not display user information"

SMARTCARD_SET
value data: "No action", "Lock workstation", "Force logoff", "Disconnect if a
remote terminal services session"

LOCALACCOUNT_SET
value data: "Classic - local users authenticate as themselves", "Guest only - local
users authenticate as guest"

NTLMSSP_SET

value data: "No minimum", "Require message integrity", "Require message
confidentiality", "Require ntlmv2 session security", "Require 128-bit encryption"
CRYPTO_SET

value data: "User input is not required when new keys are stored and used", "User

is prompted when the key is first used" or "User must enter a password each time
they use a key"

OBJECT_SET

value data: "Administrators group", "Object creator"

DASD_SET

value data: "Administrators", "administrators and power users", "Administrators and

interactive users"

LANMAN_SET
value data: "Send LM & NTLM responses", "send lm & ntlm - use ntlmv2 session
security if negotiated", "send ntlm response only", "send ntlmv2 response only",

"send ntlmv2 response only\refuse 1m" or "send ntlmv2 response only\refuse Im &
ntlm"

LDAPCLIENT_SET
value data: "None", "Negotiate Signing" or "Require Signing"
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e EVENT_METHOD
value data: "by days", "manually" or "as needed"

e POLICY_DAY
value data: DWORD or RANGE (time in days)

e POLICY_KBYTE
value data: DWORD or RANGE

custom_item 74— /LRICRLTIE, A value type ZFEALFET . AT av AT EBRERFABEHRICERSAT
WEY,

value_type #' ACL DIZE.LUANMIBEBRINSFTIBATEF ) TR FITHE->TOWAIRELHYET,

E

<custom item>

type: REGISTRY SETTING

description: "Network security: Do not store LAN Manager hash value on next password

change"

value type: POLICY SET

value data: "Enabled"

reg _key: "HKLM\SYSTEM\CurrentControlSet\Control\Lsa"

reg item: "NoLMHash"
</custom item>

<custom item>

type: REGISTRY SETTING

description: "Network access: Shares that can be accessed anonymously"
value type: POLICY MULTI TEXT

value data: "SHARE" && "EXAMPLES"

reg_key: "HKLM\SYSTEM\CurrentControlSet\Services\LanManServer\Parameters"
reg item: "NullSessionShares"

</custom item>

<custom item>

type: REGISTRY SETTING

description: "DCOM: Network Provisioning Service - Launch permissions"”

value type: LAUNCH ACL

value data: "2"

reg_key: "HKLM\SOFTWARE\Classes\AppID\{39ce474e-59cl-4b84-9be2-2600c335b5c6}"
reg item: "LaunchPermission"

</custom item>

<custom item>

type: REGISTRY SETTING

description: "DCOM: Automatic Updates - Access permissions"

value type: ACCESS ACL

value data: "3"

reg key: "HKLM\SOFTWARE\Classes\AppID\{653C5148-4DCE-4905-9CFD-1B23662D3D9E}"
reg item: "AccessPermission"

</custom_ item>
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REGISTRY_PERMISSIONS

A COFT VYT, JE—F Windows Y R T LB ZHEET HDICUE—F LORN) TOERZBLEELFET,

<custom item>

type: REGISTRY PERMISSIONS
description: ["description"]

value type: [value type]

value data: [value]

(optional) check type: [value]

reg key: ["regkeyname"]

(optional) acl option: [acl option]
</custom item>

CORYL—EBIF LYAM) F—0 ACL NELLAEIHEFIVILET . COFIVIIE LORM) F— NURILTEHE
RegGetKeySecurity #MUH T EETINET,

A SN BA4TERDESYTT,
value type: REG _ACL

value data: "ACLname"

reg key: "RegistryKeyName"

reg_key 74— ILRICRDBFERBFAHD/NREFERATEEY,

HKLM (HKEY LOCAL MACHINE)
HKU (HKEY USERS)
HKCR (HKEY CLASS ROOT)

COEEZFEATDHEICE. ROKITEELTZELY,
o reg key Z4—ILRICIE, T7MIL LYVRRN) F—DRENREEOILENHYET .
e value data Z4—IJLFIE. RS — T7MILTERINTLVS ACL DEARIITHEYET,

e acl option 74—JLFIE CAN_BE_NULL #7z[& CAN_NOT_BE_NULL [ZERETE, F—MHFELTLEWNEED
BRIAEEOFIIIZERINET,

E

<registry acl: "ACL2">

<user: "Administrators">
acl inheritance: "not inherited"
acl apply: "This key and subkeys"
acl allow: "Full Control"

</user>

<user: "SYSTEM">
acl inheritance: "not inherited"



acl apply: "This key and subkeys"
acl allow: "Full Control"
</user>

</acl>

<custom item>

type: REGISTRY PERMISSIONS

description: "Permissions for HKLM\SOFTWARE\Microsoft"
value type: REG ACL

value data: "ACL2"

reg _key: "HKLM\SOFTWARE\Microsoft"
</custom item>

LEOFvoNEITENDE, AVTSAT VR EDa—)LIL, "HKLM\ SOFTWARE \Microsoft" 2L TEZzRSNTLVS/3—
Syiavh registry_acl ACL2 [TTREN TS /N—Zv2ar E—HLTWSAMNEI N EFIVILET,

REGISTRY_AUDIT

& COF VI TIE, JE—F Windows Y AT LB ZHEET DDICUE—F LOAMN) POERZBLEELET,

<custom item>

type: REGISTRY AUDIT

description: ["description"]

value type: [value type]

value data: [value]

reg key: ["regkeyname"]

(optional) acl option: [acl option]
</custom item>

CORYI—HEBIF . LPAMN) F—0O ACL NELWWMWEIANEFIVILET . COFIVIIE LORAM) F— NUFILTEHE
RegGetKeySecurity #MFUH T EETINET,
RSN BAMTERDESYTT,
value type: REG ACL
value data: "ACLname"
reg_key: "RegistryKeyName"
reg_key F4—ILRIZRDEFRERFHD/NREFERATEET .
HKLM (HKEY_LOCAL_MACHINE)
HKU (HKEY USERS)
HKCR (HKEY CLASS ROQOT)
COEBZFERATIEICIE. RO[ITEELTLSLY,
o reg key ZA4—ILRIZIE,. T7AIL LORMN) F—DTRL/INREZEHILELHYET,

e value data Z4— LRI RYS— T7MILTERSIN TS ACL DERIIZHEYET,
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e acl option 74—JLFI& CAN_BE_NULL F7zl& CAN_NOT_BE_NULL IZERETE. F—HAHFELTLELNMNEED
BRIFEROYEIZERINET,

e acl_allow 74—JLF& acl_deny 74—JLKI&, "Successful' BEEA R & "Failed” BEEANUMIKIELET

ROYTIL . audit T74I/LTlE, "HKLM\SOFTWARE\Microsoft" LY AR £—MDEEE A RRSNTULVAELY "ACL2" &Ly
SHFIDT I RHIE) AL TITLET,

<custom item>

type: REGISTRY AUDIT

description: "Audit for HKLM\SOFTWARE\Microsoft"
value type: REG ACL

value data: "ACL2"

reg _key: "HKLM\SOFTWARE\Microsoft"
</custom_ item>

REGISTRY_TYPE

& CDFTYITIE, JE—b Windows L R T LAEL)IHEET HDIZ)E—F LORAN) TOEREBEELET,

<custom item>

type: REGISTRY TYPE
description: ["description"]
value type: [VALUE TYPE]
value data: [value]

reg key: ["key name"]

reg item: ["key item"]

(optional) reg option: [KEY OPTIONS]
</item>

ZORV—EBIE LR £— AA4TOFvIIfERENET, COFvU &, B3 RegQueryValue U T &I
KYETEINFET,

reg_key F4—ILRIE, LY XM F— ("HKLM\Software\MicrosoftWindows NT\CurrentVersion\Winlogon") D& &Y FET,
F—DORIDESD (HKLM, HKU, HKCU...) (£, EELWW PR NATIZHEGTH=OICERINET ., FEAEDBE.

reg key 74—ILRIE. TAILE H—FEEFEVEMLELOXMN) TUMN)ZBEELET A HKU (HKEY_USERS) NDEZE &
RIDGERITOVTIIBNDRBOONET , /AZXH HKU UTFIZHAHEE . HKU HDOTRTOI—F—{EIZHL T, FEE/NRTF
[ZHDENRYIBRLRESINET . 1z&AIE. reg key: "HKU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run"
% reg_item "brastk” THELHZE . HKU UTOEI—H—(T{L T, #xt/3R "HKU\<user_id>\SOFTWARE\Microsoft\
Windows\CurrentVersion\Run" LA T ® "brastk" LU AR F—DENRRINE T, 122 I1EL. RODESYTT,

value type: POLICY TEXT

reg key: "HKU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run"
reg _item: "brastk"

value data: "C:\WINDOWS\System32\brastk.exe"



ZDFIVIIE. ROIINRA T THRREEZTVET,

HKU\S-1-5-18\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
HKU\S-1-5-19\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

73y J4—ILF reg_option # CAN_BE_NULL [CERET DL F—MHFELTLEMEE THRHIMICERICTEES,
F1-%. CAN_NOT_BE_NULL [ZRETEET,

COFyYTHEATES value_type [& POLICY_TEXT DA T,

ROYT)L .audit 774 ILTIE, "HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon" LXK 247
ZEEBELFET,

<custom item>

type: REGISTRY TYPE

description: "Check type - reg sz"

value type: POLICY TEXT

value data: "reg sz"

reg _key: "HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon"
reg item: "ScreenSaverGracePeriod"
</item>

HKCU MEEI(L. £<D Windows £ THEELLZWATREEAHYE T, HKCU DEEICIF "REDI—H—" F—HRETT A,
Nessus FREEAY SMB LTIThNAGE. BE . TOF—EAHFELFEA . COMBEZEETH-OHIZIE HKU (TXTHO1—
Y—) OBEBEETIENTEET . TIJ10D HKU F—DEEFZRHETSHE. .DEFAULT F—LIS, ERFTEELGTRTO
SID IZHLTIL—THBEMICRELET, COT7TO—FDTA)YbE, VAT L 2—H— (SYSTEM. NT Authority &) %
BEEXMRIZEDENSIETT  COMRBEZEEET DIZIE. reg ignore hku users ZFEALFET . 2EAIX RDEBYTT,

rQg lgnere hku userd 3 Y§=1=5=1§,8=1=5=19,8=1=5=20%

CMIL.REGISTRY SETTING FI YV TODHEMTY,

SERVICE_PERMISSIONS

<custom item>

type: SERVICE PERMISSIONS
description: ["description"]

value type: [value type]

value data: [value]

(optional) check type: [value]
service: ["servicename"]

(optional) acl option: [acl option]
</custom item>

CORYV—HBIF. HY—ERX ACL NELWAEINEFIVILET . cOFIVIIE. Y —ER NUFLTHEE
QueryServiceObjectSecurity #MFUH T EETEINET,
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HFAIENDRALTIERDESYTY,

value type: SERVICE ACL
value data: "ACLname"
service: "ServiceName"

COEEREFEATIMRIZIT. RO[ITTEL TS,
e value_data Z4—/LFIE. RIS — T7AILTERSNTILVS ACL DRRIITEYET,

e acl _option 74—JLFIE CAN_BE_NULL F7=l& CAN_NOT_BE_NULL IZEEETE. F—HHFELTLELNEED
BRITEROFEICERINET,

E

<service acl: "ACL3">

<user: "Administrators">
acl inheritance: "not inherited"
acl apply: "This object only"

acl allow: "query template" | "change template" | "query status" | "enumerate
dependents" | "start" | "stop" | "pause and continue" | "interrogate" | "user-
defined control" | "delete" | "read permissions" | "change permissions" | "take
ownership"

</user>

<user: "SYSTEM">
acl inheritance: "not inherited"
acl apply: "This object only"

acl allow: "query template" | "change template" | "query status" | "enumerate
dependents" | "start" | "stop" | "pause and continue" | "interrogate" | "user-
defined control" | "delete" | "read permissions" | "change permissions" | "take
ownership"

</user>

<user: "Interactive">

acl inheritance: "not inherited"

acl apply: "This object only"

acl allow: "query template" | "query status" | "enumerate dependents" | "interrogate"
| "user-defined control" | "read permissions"

</user>

<user: "Everyone">
acl inheritance: "not inherited"
acl apply: "This object only"

acl allow: "query template" | "change template" | "query status" | "enumerate
dependents" | "start" | "stop" | "pause and continue" | "interrogate" | "user-
defined control" | "delete" | "read permissions" | "change permissions" | "take
ownership"

</user>

</acl>

<custom item>
type: SERVICE PERMISSIONS
description: "Permissions for Alerter Service"
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value type: SERVICE ACL
value data: "ACL3"
service: "Alerter"
</custom item>

EROFvINRERTEINEE AVTIATUR EDa— LK. 75—k ¥—ERIZHLTERIN TS /N—3yIaon
service_acl ACL3 [ZTREN TS/ —Iyiar E—HLTLAMNEI N EFIVILET,

SERVICE_AUDIT

<custom item>

type: SERVICE AUDIT

description: ["description"]

value type: [value type]

value data: [value]

(optional) check type: [value]
service: ["servicename"]
(optional) acl option: [acl option]
</custom item>

CORYS—HBRX. H—ERX ACL AELWLWAEINZFIVILET . COFIVIE . H—ER NV THHE
QueryServiceObjectSecurity #MEUH T EETEINET,

HFAIENDALTIERDESYTY

value type: SERVICE ACL
value data: "ACLname"
service: "ServiceName"

CNEBRATH#FRITAEICIE. RO AITEFEELTLEELY,
e value data Z4—IJLFIE RS — T7MILTERINTLVS ACL DERIITHEYET,

e acl option J74—JLFIE CAN_BE_NULL #7z[& CAN_NOT_BE_NULL [ZERETE, F—MNHFELTLEWNEED
BRITEROFEICERINET,

e acl_allow 714—J/LF& acl_deny 71—JLRIE, "Successful" BEEA N k& "Failed” BEEANUMIRELET

RDYUT)IL .audit T7AILTIL, "Alerter" H—E RZEELET,

<custom item>

type: SERVICE AUDIT

description: "Audit for Alerter Service"
value type: SERVICE ACL

value data: "ACL3"

service: "Alerter"
</custom item>



WMI_POLICY

<custom item>

type: WMI POLICY

description: "Test for WMI Value"
value type: [value typel]

value data: [value]

(optional) check type: [value]

wmi namespace: ["namespace"]

wmi request: ["request select statement"]
wmi attribute: ["attribute"]

wmi key: ["key"]

</custom item>

COFVYIE, BRTZER/VSRBERTEESNSEZ Windows WMI T—EX—XTRELET .
FERAEINDL VAV RITIELT, F—EAMEEINE N, BHERAIIESIAET,
HASNBILTERDEEYTT,

wmi namespace: "namespace"
wmi request: "WMI Query"

wmi attribute: "Name"

wmi key: "Name"

wmi option: option

wmi exclude result: "result"
only show query output: YES
check type: CHECK NOT REGEX

DRTLEIZEEE ("MSFTPSVC/83207416" & "MSFTPSVC/2" #2E) #HDH—EREREMNOERTBE, VIITRAMILD
T.AADSERSN-BHEAHMEINET . AANRYS—EE—HLEMEE. wmi_key DLR—KIEMESN, EHLA—
BMLGO S DRENET , wmni_enum Tr—ILREERT DL, LBFIFRI O —EFvIRROBRMEBMAOER L%
NHETEET,

TIAILTIE WM JTUBNENERSGEWMGE . FovIEI5—%LR— N FET, COBMEITEEAIEETYT . wmi_option
% CAN BE NULL IZERET HE. FrulldE#EEYET , only show query output % YES IZERETHE.WMI U1
D HH Nessus LIR—KRIEFENFT, check_type 2V ZEHEATHL BEDXFIAHENICEFEFNTUVELRY., BRI
ERRIZEYET, LT OHIZETELLIZSLY,

ZTOMOEEEIE:
o WM BHEZBATRHICIEETIVLENHYET, =EXIX, select * from foo [FHEBELEE AL
o [EOLZLWEMKIFLKR—IESNEFA.

e EBMHORXKXIXF/INXFIX. Microsoft Y=—aF7ILTRINTWEEBYTHIVLENHYET . LEZAE.EBH
HandleCount (¥ Handlecount T#H>TH handlecount THOTHLEIZLHEYET,

o EIFATDERFIBERICEENEEA,



5l 1:

<custom item>

type: WMI_ POLICY

description: "IIS test"

value type: POLICY DWORD

value data: 0

wmi namespace: "root/MicrosoftIISv2"

wmi request: "SELECT Name, UserIsolationMode FROM IIsFtpServerSetting"
wmi attribute: "UserIsolationMode"

wmi key: "Name"

</custom item>

SRFLEIZ 2 D0 FTP 4 —E X#ER ("MSFTPSVC/83207416" & "MSFTPSVC/2") #3158 . UIT AN, COmEH D
"UserlsolationMode" B EHHELET , FAMNKRYS—IE (0) E—BLEMER . wmi_key (CDIHE) ALR—KIEBMSh,
ELLM—HLEN>T=hHRSNET,

5 2:

<custom item>

type: WMI POLICY

description: "IIS test2"

value type: POLICY MULTI TEXT

value data: "MSFTPSVC/83207416" && "MSEFTPSVC/2"
wmi namespace: "root/MicrosoftIISv2"

wmi request: "SELECT Name FROM IIsFtpServerSetting"
wmi attribute: "Name"

wmi key: "Name"

wmi option: WMI ENUM

</custom item>

COBITIE, value_data THEESNTLEEHE 2 DDBHALHEINEIANFIVIENET , WM BRTEREEER M
[ZDUWTEELLENY =L 5 A X, Microsoft @ WMI CIM Studio ZERTEE T, COBEHLEY—ILIE. LLTOUV IS O
—KFTEET,

http://www.microsoft.com/downloads/details.aspx?FamilylD=6430f853-1120-48db-8cc5-f2abdc3ed314&displaylang=en

51 3:

<custom item>

type: WMI POLICY

description: "List All Windows Processes - except svchost.exe and iPodService.exe"
value type: POLICY TEXT

value data: ""

wmi namespace: "root/cimv2"

wmi exclude result: "svchost.exe,iPodService.exe"

wmi request: "select Caption,HandleCount,ThreadCount from Win32 Process"

only show query output: YES

</custom_ item>

ZOFITIE, FRTOH Windows TOEAN—E R RS, svchost.exe & iPodService.exe DAV AA AIFHIBENFET,
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http://www.microsoft.com/downloads/details.aspx?FamilyID=6430f853-1120-48db-8cc5-f2abdc3ed314&displaylang=en

IHH
"IBEE" £, Windows AV TSATUR FIvy TPV THEAMERINTWNSFIVI 24T T, chbld, —ROGEENR
HRRAICERSIN,. ZOEO . EEFIvIERBICHELR S AV AN FINMNRIZES>TWET " IEE" OBEIIRDESYTY,

<item>

name: ["predefined entry"]
value: [value]

</item>

name 74— /LR(X. BRIEREFADEBRTHAIVELHYET (BRIERBEADLRNZDOVTIE. U TOIEBFIEREAR)Y
—1DRESH]E),

BHIEERFAHEBILT R T, Windows 2003 SP1 EDRASY R — TTATHEATEER) AMIHELTLET,

ROBITIE. RINART—FRMN 8 ~ 14 XFTHANEINDNFIVIENFT,

<item>

name: "Minimum password length"
value: [8..14]

</item>

HETDNRAZLEBIIRDELSYTY

<custom item>

type: PASSWORD POLICY

description: "Minimum password length"
value type: POLICY DWORD

value data: [8..14]

password policy: MINIMUM PASSWORD LENGTH
</custom item>

RATERFARIL—

INAD—RK Ry — name: "Enforce password history"
value: POLICY DWORD

name: "Maximum password age"
value: TIME DAY

name: "Minimum password age"
value: TIME DAY

name: "Minimum password length"
value: POLICY DWORD

name: "Password must meet complexity requirements"
value: POLICY SET

Fhook AvH 7Yk RYS— | name: "Account lockout duration
value: TIME MINUTE
or
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name:

value:

name:

value:

name:

value:

name:

value:

Kerberos R\ <— name:

value:

name:

value:

name:

value:

name:

value:

BEER)— name:

value:

name:

value:

name:

value:

name:

value:

name:

value:

name:

value:

name:

value:

name:

value:

name:

value:

Thovk name:

value:

name:

value:

"Account lockout duration"
TIME_SECOND

"Account lockout threshold"
POLICY DWORD

"Reset lockout account counter after"
TIME MINUTE

"Enforce user logon restrictions”
POLICY SET

"Maximum lifetime for service ticket"
TIME MINUTE

"Maximum lifetime for user ticket"
TIME HOUR

"Maximum lifetime for user renewal ticket"
TIME DAY

"Maximum tolerance for computer clock synchronization"
TIME MINUTE

"Audit account logon events"
AUDIT SET

"Audit account management"
AUDIT SET

"Audit directory service access"
AUDIT SET

"Audit logon events"
AUDIT SET

"Audit object access"
AUDIT SET

"Audit policy change"
AUDIT SET

"Audit privilege use"
AUDIT SET

"Audit process tracking"
AUDIT SET

"Audit system events"
AUDIT SET

"Accounts: Administrator account status"
POLICY SET

"Accounts: Guest account status"
POLICY SET
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DCOM

FAS>Y avkOo—5

name: "Accounts: Limit local account use of blank password to
console logon only"
value: POLICY SET

name: "Accounts: Rename administrator account"
value: POLICY TEXT

name: "Accounts: Rename guest account"
value: POLICY TEXT

name: "Audit: Audit the access of global system objects"
value: POLICY SET

name: "Audit: Audit the use of Backup and Restore privilege"
value: POLICY SET

name: "Audit: Shut down system immediately if unable to log
security audits"
value: POLICY SET

name: "DCOM: Machine Launch Restrictions in Security Descriptor
Definition Language (SDDL) syntax"
value: POLICY TEXT

name: "DCOM: Machine Access Restrictions in Security Descriptor
Definition Language (SDDL) syntax"
value: POLICY TEXT

name: "Devices: Allow undock without having to log on"
value: POLICY SET

name: "Devices: Allowed to format and eject removable media"
value: DASD SET

name: "Devices: Prevent users from installing printer drivers"
value: POLICY SET

name: "Devices: Restrict CD-ROM access to locally logged-on user
only"
value: POLICY SET

name: "Devices: Restrict floppy access to locally logged-on user
only"
value: POLICY SET

name: "Devices: Unsigned driver installation behavior"
value: DRIVER SET

name: "Domain controller: Allow server operators to schedule
tasks"
value: POLICY SET

name: "Domain controller: LDAP server signing requirements"
value: LDAP SET

name: "Domain controller: Refuse machine account password

changes"
value: POLICY SET
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KAL) A78—

XEEMnTF

name: "Domain member: Digitally encrypt or sign secure channel

data (always)"
value: POLICY SET

name: "Domain member: Digitally encrypt secure channel data

(when possible)"
value: POLICY SET

name: "Domain member: Digitally sign secure channel data (when

possible) "
value: POLICY SET

name: "Domain member: Disable machine account password changes"

value: POLICY SET

name: "Domain member: Maximum machine account password age"

value: POLICY DAY

name: "Domain member: Require strong (Windows 2000 or later)

session key"
value: POLICY SET

name: "Interactive logon:
session is locked"
value: LOCKEDID SET

name: "Interactive logon:
value: POLICY SET

name: "Interactive logon:
value: POLICY SET

name: "Interactive logon:
log on"
value: POLICY TEXT

name: "Interactive logon:
log on"

value: POLICY TEXT

name: "Interactive logon:

case domain controller is

value: POLICY DWORD
name: "Interactive logon:
expiration"

value: POLICY DWORD

name: "Interactive logon:

Display user information when the

Do not display last user name"

Do not require CTRL+ALT+DEL"

Message text for users attempting to

Message title for users attempting to

Number of previous logons to cache (in

not available)"

Prompt user to change password before

Require Domain Controller

authentication to unlock workstation"

value: POLICY SET

name: "Interactive logon:
value: POLICY SET

name: "Interactive logon:
value: SMARTCARD SET

Require smart card"

Smart card removal behavior"
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Microsoft RYcT—9 954
Tk

Microsoft RybD—9 H—
IN—

2T —H POtR

name: "Microsoft network client:
(always) "

value: POLICY SET

name: "Microsoft network client:
(1f server agrees)"

value: POLICY SET

name: "Microsoft network client:
third-party SMB servers"

value: POLICY SET

name: "Microsoft network server:

before suspending session"

value: POLICY DWORD

name: "Microsoft network server:
(always) "

value: POLICY SET

name: "Microsoft network server:
(1f client agrees)"

value: POLICY SET

name: "Microsoft network server:
hours expire"

value: POLICY SET

name: "Network access:

value: POLICY SET

name: "Network access: Do not
accounts"

value: POLICY SET

name: "Network access: Do not

accounts and shares"

value: POLICY SET

name: "Network access: Do not
or .NET Passports for network
value: POLICY SET

name: "Network access:

anonymous users"

value: POLICY SET

name: "Network access:
anonymously"

value: POLICY_MULTI_TEXT
name: "Network access:
sub-paths"

value: POLICY_MULTI_TEXT
name: "Network access:
value: POLICY MULTI TEXT

Digitally sign communications

Digitally sign communications

Send unencrypted password to

Amount of idle time required

Digitally sign communications

Digitally sign communications

Disconnect clients when logon

Allow anonymous SID/Name translation"

allow anonymous enumeration of SAM

allow anonymous enumeration of SAM

allow storage of credentials

authentication"

Let Everyone permissions apply to

Named Pipes that can be accessed

Remotely accessible registry paths and

Remotely accessible registry paths"

67



FybT—5 2T 4

A8 avy—)L

VAt A7

DARTFLXTOHH

name: "Network access: Restrict anonymous access to Named Pipes
and Shares"
value: POLICY SET

name: "Network access: Shares that can be accessed anonymously"
value: POLICY MULTI TEXT

name: "Network access: Sharing and security model for local
accounts"
value: LOCALACCOUNT_ SET

name: "Network security: Do not store LAN Manager hash value on
next password change"
value: POLICY SET

name: "Network security: Force logoff when logon hours expire"
value: POLICY SET

name: "Network security: LAN Manager authentication level"
value: LANMAN SET

name: "Network security: LDAP client signing requirements"
value: LDAPCLIENT SET

name: "Network security: Minimum session security for NTLM SSP
based (including secure RPC) clients"
value: NTLMSSP SET

name: "Network security: Minimum session security for NTLM SSP
based (including secure RPC) servers"
value: NTLMSSP SET

name: "Recovery console: Allow automatic administrative logon"
value: POLICY SET

name: "Recovery console: Allow floppy copy and access to all
drives and all folders"
value: POLICY SET

name: "Shutdown: Allow system to be shut down without having to
log on"
value: POLICY SET

name: "Shutdown: Clear virtual memory pagefile"
value: POLICY SET

name: "System cryptography: Force strong key protection for user
keys stored on the computer"
value: CRYPTO_ SET

name: "System cryptography: Use FIPS compliant algorithms for
encryption, hashing, and signing"
value: POLICY SET

name: "System objects: Default owner for objects created by
members of the Administrators group"
value: OBJECT SET
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VAT LEKE

ARV O

name: "System objects: Require case insensitivity for non-
Windows subsystems"
value: POLICY SET

name: "System objects: Strengthen default permissions of
internal system objects (e.g. Symbolic Links)"
value: POLICY SET

name: "System settings: Optional subsystems"
value: POLICY MULTI TEXT

name: "System settings: Use Certificate Rules on Windows
Executables for Software Restriction Policies"
value: POLICY SET

name: "Maximum application log size"
value: POLICY KBYTE

name: "Maximum security log size"
value: POLICY KBYTE

name: "Maximum system log size"
value: POLICY KBYTE

name: "Prevent local guests group from accessing application
log"

value: POLICY SET

name: "Prevent local guests group from accessing security log"
value: POLICY SET

name: "Prevent local guests group from accessing system log"
value: POLICY SET

name: "Retain application log"
value: POLICY DAY

name: "Retain security log"
value: POLICY DAY

name: "Retain system log"
value: POLICY DAY

name: "Retention method for application log"
value: EVENT METHOD

name: "Retention method for security log"
value: EVENT METHOD

name: "Retention method for system log"
value: EVENT METHOD
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mmEILAR—bk
BEEERYS—IL, "report” F—T—FE#HEALT. BEDHREDH HEEHMIITSIENTEEXT , LIK—+ 447 PASSED,
FAILED. & U WARNING #FEHATEET , RIHIERLES .

<report type: "WARNING">
description: "Audit 103-a requires a physical inspection of the pod bay doors Hal"
</report>

"description" 74— I/LFNDTFAME, LIR—MMIWWDERREINET,

CDOLAR—FE. Nessus [ZKYETEINEIFVINEBICIER T LGN L EBTHLFICEMLIZWEEICERNTT 12
EZIEBEDVRATLDRENYEMICHERIN TSI EINEIETIELVIBELAHY ., FIvIFEIIBREEZFETET
TAEBRBEYEIEAWNEGAREIZANTT , F=. COFATDLR—KE, Nessus IZ&>TRITITIVELHIFENE
EAATH OVAL Fruy THIEINEH > TIGBICHERTT,

2

=%

Windows R L — T, BB EUEN AN THIEEDHAFIvIEZRIHLEY . EHDODTRAIE 1 DIZFEFEDHBHDIC,
if/then/else HEBZEETH_ENTEET,

EHERTIDVVEAVIRERDEEYTT,

<if>

<condition type: "or">
<Insert your audit here>
</condition>

<then>

<Insert your audit here>
</then>

<else>

<Insert your audit here>
</else>

</if>

ZHAATE "and" F=lE "or" DLVTMNZEHEYET,

FRDOEHIZKBPEETIK. BB (FIEHARZLER) DJARILS "then" X& "else" X, DFY "if" XHERINTLY
F9,"else" X& "then" Xk, T3 T "report” 24/ TEERALT. FHEORYEIZHEC TR EzIEKEKELR—LTE
ij-o

<report type:"PASSED|FAILED">

description: "the test passed (or failed)"
(optional)severity:INFO|MEDIUM|HIGH
</report>

"if" {EA SUCCESS 7=l FAILURE ZRLET ., COfEIL "if" XHARID "if" #EERNICHIEEIFERAINET, =& 1E.
<then> B EMNETEINDIE RYEIX. ROWLTIAMNHRYET,

o EERICIEBHDHEENDIGE : TRTOEEMNEIILIZIEES SUCCESS MNREN., ZNLSNDIHEE X FAILURE A4R
Ihd,

o B Z&EIC<report> DAHEFENDHE LR—k Z4THiRESN D,
o EEEICIEBE <report> DEANEFENDGEE LR—F 21 THREND,
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<report> XHMERAINTLVT, 24 TH "FAILED" DIFE . RMLI-EHE, EXE (ERINTULDIES) HLKR—MIRTE
SNEY,

RIZCINRT—R RYL—%2EET L6 RLET, "and" FATHERINS=H. COR)—AEEITEDICIE. @AHDHR
ALEENESTERENHYET . COBITE, FRICEDLS BN NART—FBEER) S —DHEAEHLED-HOD TR
LTSN =T RS OV INRESNTLET,

<if>
<condition type:"and">
<custom item>

type: PASSWORD POLICY

description: "2.2.2.5 Password History: 24 passwords remembered"
value type: POLICY DWORD
value data: [22..MAX] || 20

password policy: ENFORCE PASSWORD HISTORY
</custom item>
<custom item>

type: PASSWORD POLICY

description: "2.2.2.5 Password History: 24 passwords remembered"
value type: POLICY DWORD

value data: 18 || [4..24]

password policy: ENFORCE PASSWORD HISTORY
</custom item>
</condition>

<then>

<report type:"PASSED">

description: "Password policy passed"
</report>

</then>

<else>

<report type:"FAILED">

description: "Password policy failed"
</report>

</else>

</if>

LEEDFITIE, FLL "report” FATDHMRREINFET A, if/then/else HEiEIL. "else" ANDEMEENDETEHYR
—rLET . 1 DDEHRNT, ANFIZLEoTz if/then/else AIZFERTHILELTEFET . KYEMLBHIZRITRLET .

<if>
<condition type:"and">
<custom item>
type: CHECK ACCOUNT
description: "Accounts: Rename Administrator account"
value type: POLICY TEXT
value data: "Administrator"
account type: ADMINISTRATOR ACCOUNT
check type: CHECK NOT EQUAL
</custom item>
</condition>

<then>
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<report type:"PASSED">

description: "Administrator account policy passed"
</report>

</then>

<else>
<if>
<condition type:"or">
<item>
name: "Minimum password age"
value: [1..30]
</item>
<custom item>
type: PASSWORD POLICY
description: "Password Policy setting"
value type: POLICY SET
value data: "Enabled"
password policy: COMPLEXITY REQUIREMENTS
</custom item>
</condition>

<then>
<report type:"PASSED">
description: "Administrator account policy passed"
</report>
</then>

<else>
<report type:"FAILED">
description: "Administrator account policy failed"
</report>
</else>
</i1f>

</else>

</if>

ZOFITIEX, Administrator ZADURDZFIAZEEINTLVEWGE ., /SAT—FEIEA 30 BUT THEIMNEIMDEENIT
ONFET, COEER)—IE, INRT—F KU —(2hdvh 5T Administrator FHDOURDBFINERINTLINIL, &18E
7Y, Administrator 7HO VR EBRSNTOVEWEEDH  /NRAT—FEDHIBRI S —DT AN RELET,

Windows AV TIVEBEIAVTSATUR T7A4IL YVI7LUAR

Windows O T2V .audit FIvI(d VATLEBREEEZINZETEDTIIHK BET—ARAEECHEEDTI7AIL 347%
Windows 774 SATLNSRETHIEEZEHMET SHHIZDULVT, Windows ¥ .audit FIv O EBRLRYET , ZOFTY
IZIE, EEPYUENRFB/NRT—RERYIAH, FFENT —2EDRMITHA, KRR CTEDRLEWVA T avNEENET,

& SIRAORE:

BRI —IWNERC—E5IRFLZESIAFIEL. RD 2 DDGEEERNTELLTHERRIRETY .

1. CRLF 5& . XFH#UTIIICERTIVLELNH KR I —ILREE D Windows OV TSA TV R FyITIE,
—E5|AFEFERALET . XFIELTHRIRT HHHPAH T —ILRIEIRT—TTH2RELHYET .
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FEZE . RDEBYTT,

expect: 'First line\r\nSecond line\r\nJdohn\'s Line'

2. ZE5|AFFIE WindowsFiles @ "include_paths" & "exclude_paths" # R T SFIZHETT,

EDT4—ILRAAT (description, value_data, regex &) IZBWLTH, —E5 AR FEFLEZESIAFEEOXF
JEFERTHHEEIE. ROWVWTHADHEERANET,

a. SMADSIAFEIFERSEIAF2ATEERT S,

1) :
expect: "This is John's Line"
expect: 'We are looking for a double-quote-".*'

b. #ARAHBIARFIE/NVIRTYATIRT—T 45 (ZESIAFDOH),

IR

expect: "\"Text to be searched\""

FIvy 347

FATO Windows A>T AVTIAT VR Fruyld. check_type HT /L TEDHN. "WindowsFiles" IEEEZEAT
WARENHYET . CHIT MDITRTD .audit T7MILEFREITUTWET  AVTUY FIvd TI7MLDERTF—TY
MERDESYTT,

<check type: "WindowsFiles">
<item>

</item>

<item>

</item>

<item>

</item>

</check_ type>

FEBICHTAIEBRODFIVIRBREEENTLWEEAL, LBEOEILIVT. BEDIVTUOVIEEEEDAAICERTESS
FEFELGXF—T—FENRRAT—RIZDNVTERBALEY,

HEHDI4—<vk

<item>

type: FILE CONTENT CHECK
description: ["value data"]

file extension: ["value data"]
(optional) regex: ["value data"]
(optional) expect: ["value data"]
(optional) file name: ["value data"]
(optional) max size: ["value data"]
(optional) only show: ["value data"]
(optional) regex replace: ["value data"]
</item>
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NOLDEHEHEALT. IFEIFLT REDOIFEITFLI7AMIL TA—IUREEEBETEET , ROKIC, Y R—bShTWST
—ABERLET . ROV T ChoDF—T—FEFALTESETFRIATDI7AIIL AV TUVERETEDZLDOHI

ERALET,
type #I(Z FILE_CONTENT _CHECK IZERETAHEMRHYET,
description ZHE. SecurityCenter IZEITH5—EDIAVTSATURFBHEDIAIMLELTHEREND
IEERIZEHYET , Nessus [CEHTLIR—FENBHRFDT—F EYRTEHYET,
file_extension Nessus [Z&>THRESNDI TR TOILEFDI)AMIABYET , COIREFIEL. " 2L T,

SIRFCHEMA. AT ETRYYET , regex ¥ expect BEDF T avhEEIZE
FNTLRITIIL, FEED file_extension DI7AIILAEBH IR TEINET,

regex COF—T—RE. T—EDBEHGIATORRICERASNIERRREEMLET . ER
REN—BT & RAIT—BLEaDTUOYDRBELR—MIRTENET,

regex ¥—TJ—RIXLLT D expect F—T—KREELIZETTIHELHY
F9,

>

& Windows a7 547U R Fuy&IFERY . Windows 774)L 22Ty

2D OV TFAT7UR FvYTIE. regex & expect [TXY, . BERI7AILER
TRILT—AXFIDBEETILEIEHYEE A, Windows IZ74()L a¥
T FIvYTIL., regex X & expect XDEAT. REIT7AILD
<max size> NAFATOAT—EDREEITIVENHYET,

expect expect X|E. FF1AVNNTHRETS 1 DULDIUTIL 18— %FETEHDIZER
LET XX HEREESEREFT HIHE. "SSN", "SS#", £f=[F "Social' DIRERE
WEICBYET,

BHEO/NE—2E BIAFTHEA, NATXFTRYYET,

CDXF—T—RTEH.EVFRFZEDIUTIL RE2—VBELHR—FENET, XFF
"C.T" MIBA TIX. expect X[ "CAT", "CaT"."COT"."C T" HEE—HLET,

expect ¥—T—F(I. BE— D/ 2—CBEICHLTIEIRZV R 7R TEST
TEETH, regex ¥F—T—FZHERAT 555 expect HNILETY,

>

& Windows A TS5A4T72 R FoyHEIER%Y, Windows 774 )L 2T

2D aVTFAT7UR FvyTIE. regex & expect [ZXY,  BEIT7AILER
TRILT—A2AXFIDBEEITILEIEHYEEL A, Windows IZ74)L a¥
TV FIyYTIlE. regex X & expect XDEAT. BREI7AILD
<max size> NArRATOHAT—IDBEEITILENHYET,

74




file name

max size

only show

regex replace

include_paths

exclude paths

see_also

solution

reference

file_extension ¥—TJ—KRFBETIA. COFXF—T—RIZ&Y, ZHRERDT7AIL
DARERYRALIENTEET  /N2— YRAMNERBTHIEITKY . T7 LD EST-
FREERITTEET,

fzEZIE. SOF—T—FIZKY, "employee”. "customer”, "salary" HEDRABENT7AIL
BIZTEFEFNTVWSEEDIATDI7MIILVAEBHBICRETEET,

NIF—IVALDEHT. B I7AILNDRVDBLDAHAEEEXNRETHENTEE
T CDF—T— R TCEERNRNAEIRETEET, NAMRIFIHELTHEATEET,
Ff-. FONARELT "K' AHNARELT "M DGR FEFERTEIELTEET .

ILOYh h—FBEBLGEDHET —FDOREICDONTIE, LXK LR—KIRREhD
BAERED 4 HOAZTEET, COF—T—FTIH. RIS —IZEoTHEESN S/ M
NELR—MIRRTEET,

COF—T—FF, LR—MMIRRENDIERKRBRAD/EZ—VEFIELET , FLDOVE 5
—FEBLGEBRLT—F NE—VERRITHEE. RUI—HIL2ONBHOT—4&
FRYFERBA. COF—T—FIF. FYERICEMOT 32X TFrTELRE ML IRE
Lid—o

CODF—T—FRIZ&Y  BEFERERNIZTALINIFERFZRSATEZEDDENTEFT ,
DF—T—FIL, "exclude_paths" F—T—FEEESETERATHED, FLMILT
FATHILETEET . CNIEX.BEDRSATELIETHILEDAHERILFRSAT VR T
LETCRERIHIHEEITHICENTT  NRIZZESIRAFTREY., \REEHINZE T 55E
X, A TRETRUYET,

"include_paths" ¥—7J—FTHETELD(E. FSATXFEEITHIL
FBDHTY, I77MILE% "include paths" EXFIIZEHLHILIET
EFEEA,

COF—T—FIZKY BREBERMDFSAT . TALIN  FEET7AILERNTEES,
CDF—T—KIF, "include_paths" F—TJ—FEFESETHERATH LD, TMILL
TERATHIELTEET . CIE FEDRSAT . TALIMN) B IT7MLERRER
oA TIBENHAERITHICEFTY . NRIEZESIRAFTEY., (REEHIZE
THEEE. NATRESTRUYET,

SDFXF—T—RIZKY. BRIV IEESHEHIIENTEFS .

K

see also:
"https://benchmarks.cisecurity.org/tools2/1linux/CIS Redhat
Linux 5 Benchmark v2.0.0.pdf"

DX —T—FRIZ&Y . BEIZHELT "YU a—a " TXANEEDAIENTEET,

IE

solution : "Remove this file, if its not required"”

CDF—T—FIZEKY., .audit ITHAESREEDHHIIENTEET , T+— Uk "ref|ref-
id1,ref|ref-id2" TY,

151 -
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reference : "CAT|CAT II,800-53|IA-5,8500.2|IAIA-1,8500.2|IAIA-
2,8500.2|IATS-1,8500.2|IATS-2"

TR SAU 6
CDEI3VTIE, .tns TREFEHEDITAY THERAF FXAAVMEERL. CORFa AN L TER OB EE-1TEH
17 Laudit J7AIWNEEFLET . YO TILDEBI7AIL EIZ, HR—r& 3 Windows aTY INSA—RERTWNVEET,

nasl aYUKR S NAFVIFEALFET, CSTRNTHE .audit T7AMILIE. Nessus 4 F1=IE SecurityCenter RF+¥>
RS —ICEHBICFOYTTEEFTN. L DOVRTLDIVAVIEERIZCOVTIX. COAEMNEEIZHENTT,
/opt/nessus/bin TAL VNN EEIETTLHATURIERDESYTT,

# ./nasl -t <IP>
/opt/nessus/lib/nessus/plugins/compliance check windows_file content.nbin

<IP> 3, BEENRATLD IP FRLARATY,

Nessus 4 Tl&. .nbin (F[EZDMD TSV 1) #RITTBHE. 2—7 Vb DATLOEKRERE .audit T7MILDOREFS
FrEANTEIBLELNHYET,

B—Hy~ TR ITPALIL
HATEZ2—5 9k T7CILICZIE, ROATOIDNEENET,

abcdefghijklmnopgrstuvwxyz
01234567890

Tenable Network Security
SecurityCenter

Nessus

Passive Vulnerability Scanner
Log Correlation Engine
AB12CD34EF56

Nessus

COT—REFIAT7IEARIED Windows AT LIZAE—LET, 774/IL4E% "Tenable_Content.tns" [CLET,

9l 1:"Nessus" QEEMNEENS .tns FXaANERETH
RIZ.KF2AVRHDETHIZ "Nessus" DEEEZEL . tns T7AINEREKRIT BTV caudit T7MILERLET,

<check type:"WindowsFiles">
<item>
type: FILE CONTENT CHECK
description: "TNS File that Contains the word Nessus"
file extension: "tns"
expect: "Nessus"
</item>
</check type>

COARURERTTHE ROBANERSNET

"TNS File that Contains the word Nessus" : [FAILED]
- error message:
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The following files do not match your policy :
Share: C$, path: \share\new folder\tenable content.tns

COFERIE, — BB o= EERLTVWET  BHEN =T —20FEL TV =T —42TlEEh o711z . LAR—+TIL. "FAILED"
ERTFRENTWET XL HERERZBSEFETEEREZERITLT. NTYyY avE1— 43 L THERBEEZEED—BAH-T
H. AVTSAT7UREDEBRATRAKELTRESINET,

Bl 2:"France" MHEENREFENSD .tns FFaAVNERETS
RIZFFAAVRRADETHNIZ "France" DEEEZSL . tns T7AMILERER T BT ILE (audit T7MILERLET .

<check type:"WindowsFiles">

<item>
type: FILE CONTENT CHECK
description: "TNS File that Contains the word France"

file extension: "tns"
expect: "France"
</item>
</check type>

SEERSNASEHAFRDESYTY,

"TNS File that Contains the word France" : [PASSED]

EEEWER®D .tns T774MILIZ "France" BNESKEFENTVWEN =D T, COEEICEHKLELT =,

5l 3:"Nessus" OBEMNEENSD .tns FXa1AVME .doc FFa1AVMNERETS
Microsoft Word R¥ 2 AU hERFBETH1=6D 2 DE DIREFDEMITIEREICEHETT , ROFETELZSUY,

<check type:"WindowsFiles">
<item>
type: FILE CONTENT CHECK
description: "TNS or DOC File that Contains the word Nessus"

file extension: "tns" | "doc"
expect: "Nessus"
</item>

</check_ type>

FTAOVE2—2E(C, ROFEELRTREINET,

"TNS or DOC File that Contains the word Nessus" : [FAILED]

- error message:

The following files do not match your policy :

Share: C$, path: \share\new folder\tenable content.tns

Share: C$, path: \documents and settings\jsmith\desktop\tns roadmap.doc

TRk .tns T7AILIEHI 1 ERIC"FER" TITMN.2 DED .doc 77AJ)LIZEH "Nessus" DEENAEENTLVET , COT AL
ZHBDVATLETEFTLIZEE., "Nessus" DEEAEEND Word T7MILBFEELTLNENEINMEIZFD AT LIZELY
Ex I
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5l 4:"Nessus" MHEEEEL 11 HHIOBFENEENS .tns FXaAURE .doc FXaAAVMEREKT S
11 IOBFEDBEFITORVDERKEZEMLET HELILIEI. COERKREEZRT regex F—T—F%. [
C .audit Z74J/LIZEMT B1E14TY .

<check type:"WindowsFiles">

<item>

type: FILE CONTENT CHECK

description: "TNS or DOC File that Contains the word Nessus"

file extension: "tns" | "doc"
regex: " ([0-9]{11})"
expect: "Nessus"

</item>

</check type>

ROBEANEESINFETS,

"TNS or DOC File that Contains the word Nessus" : [FAILED]
- error message:
The following files do not match your policy :
Share: C$, path: \share\new folder\tenable content.tns (01234567890)

REDOHT—HLIZ .doc T7AMILIFRENFTLNTLET, 11 HIOBFAEFENTLVELD T, RIRNAMTLTUVET, F1=.
regex ¥—J—FZFEALTVSD T, —BABHNT—RIIRTINTLET,

NI, 10 HTOEFOREEEENTVET . LEED 11 MTOEFIZIX 2 DD 10 HIFENEENTLVET (0123456789 &
1234567890), 11 M6 &HED—HERHDIFE (T ROZLERTIERKRRTZEMLET,

"MEDECFHFIEIZF L 1 HrDHFERFET S
COEZERRBTRYICIE, RDEIG "not" BEFEFERALET

<check type:"WindowsFiles">

<item>

type: FILE CONTENT CHECK

description: "TNS or DOC File that Contains the word Nessus"

file extension: "tns" | "doc"
regex: " ([70-9]1|") ([0-91{11}) ([~0-S1IS)"
expect: "Nessus"
</item>

</check_ type>

EMbAICHELE. " XFENLESHREIHTEES "V (X TORBEEKRT SEEELE. AD—HERIBENHYFET,
FILEES [ TREEKRLET . LREDERKRFRIL. MFTRESCLVANBITTIHE > TSI LIEIFHET, 11 HZEH. RAIC
HENGUMN TRTEROOTNS/NI—VERLEY . ERRRIITORIBER TERKT —RELTHRSID T, " XFFE:
[T "$" XFDFERIFHETY

ffl 5:"Nessus" MEIEE 11 HOBENREENS . tns FFa1AVRE .doc FFaAAVMEREL. BRED 4 /3(+
LHERRLEL

.audit Z7AM)LIZF—T—F only show ZEMT HL. HAMNFIREINFET  EEIELEEBICLIRRARNROEET —2~D
TIeRAEHBTEERY,
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<check type:"WindowsFiles">
<item>

type: FILE CONTENT CHECK
description: "TNS or DOC File that Contains the word Nessus"
file extension: "tns" | "doc"
regex: " (["0-9]") ([0-9]1{11}) ([~0-91IS)"
expect: "Nessus"
only show: "4"
</item>
</check type>

—HF 48k, ROKSIZ X XFTESNET,

"TNS or DOC File that Contains the word Nessus" : [FAILED]
- error message:
The following files do not match your policy
Share: C$, path: \share\new folder\tenable content.tns (XXXXXXX7890)

5l 6: T\ #D 50 /XA "Correlation” OBEENREENS tns FX1AUNERET S
COPITIE, max_size F—T—FEMALET . TAL F7AILTIL, "Correlation” DEFEIL 50 /AU EEIZHYET

<check type:"WindowsFiles">
<item>
type: FILE CONTENT CHECK
description: "TNS File that Contains the word Correlation"
file extension: "tns"
expect: "Correlation"
max size: "50"
</item>
</check_ type>

NEETLEBRIEIEKIZEVET,
"TNS File that Contains the word Correlation" : [PASSED]

max_size fE#% "50" M5 "50K" [CEBEL T, AF v EaBETLES , CNIETF—ITRYFET,

"TNS File that Contains the word Correlation" : [FAILED]
- error message:

The following files do not match your policy

Share: C$, path: \share\new folder\tenable content.tns

5l 7: H hRREHIHIT S
CDBITIE, regex_replace F—T—FZFEALET . RD .audit T7MILERITLET,

<check type:"WindowsFiles">
<item>

type: FILE CONTENT CHECK
description: "Seventh Example"
file extension: "tns"
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regex: "Passive Vulnerability Scanner"
expect: "Nessus"

</item>

</check type>

RDESGHANERENETS

"Seventh Example" : [FAILED]
- error message:
The following files do not match your policy
Share: C$, path: \share\new folder\tenable content.tns (Passive Vulnerability
Scanner)

CZTHL. "Passive" #i5r& "Scanner” SR DB ELITOIERKRBENBLETIEHSH . RYEELTIE "Vulnerability" #8537+
MIFELWMEEIE. ROKSBERRBICHYET,

<check type:"WindowsFiles">
<item>

type: FILE CONTENT CHECK
description: "Seventh Example"
file extension: "tns"

regex: " (Passive) (Vulnerability) (Scanner)"
expect: "Nessus"
</item>

</check type>

=ZLZCTH. 2K —H D "Passive Vulnerability Scanner" NRENFET , Chld, ERRBEXE. RO —HELTXFIE
AKEWNEGTLENOTYT 2 DEHDIEEZMEL-LMEEIX, regex_replace ¥—TJ—FZEMTIBENHYET,

<check type:"WindowsFiles">

<item>

type: FILE CONTENT CHECK

description: "Seventh Example"

file extension: "tns"

regex: " (Passive) (Vulnerability) (Scanner)"
regex replace: "\3"

expect: "Nessus"

</item>

</check type>

AXrUCKYRDEANRENET,

"Seventh Example" : [FAILED]
- error message:
The following files do not match your policy
Share: C$, path: \share\new folder\tenable content.tns (Vulnerability)

"\3"EFERATHILICKY . —HAD 2 DEDEBIMNRINET, RNDD—HTHS "\1" Tl XFF AR REINFET, "\2" &
IET B& "Passive" hSREN, "\4" EIEET HE "Scanner" MERENET,
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CORIBHENHIEHTI N, ILOYS h—FBSLGERHLGT—F \3—UERRTHEE . ZAI—HIS2ONBHD
T—REFRYFREA, COF—T—FICKY, ERICEMDOT—2EX v I Fr CELRHMENREEINFET,

5l 8: T7AILBEI4INAELTHEATS
5130 .audit 77AILTIL. .tns T74M4J)LE .doc F7AIILAADERNIRENET,

<check type:"WindowsFiles">

<item>

type: FILE CONTENT CHECK

description: "TNS or DOC File that Contains the word Nessus"

file extension: "tns" | "doc"
expect: "Nessus"
</item>

</check_ type>

TANAVE2—FLIZ ROBRENRTEINET,

"TNS or DOC File that Contains the word Nessus" : [FAILED]
- error message:
The following files do not match your policy :
Share: C$, path: \share\new folder\tenable content.tns
Share: C$, path: \documents and settings\jsmith\desktop\tns roadmap.doc

file_name ¥—TJ—FEFERAITNEE BELGIFAIVELRBETRWNIFANETAINE) VT TEFET . COF—T—F

% .audit Z7AJLIZEEBML., BHIIZ "tenable" MEFENTWDT7AILDHAFRIZT BIGEE . ROKIIZHYET,

<check type:"WindowsFiles">

<item>

type: FILE CONTENT CHECK

description: "TNS or DOC File that Contains the word Nessus"

file extension: "tns" | "doc"
file name: "tenable"

expect: "Nessus"
</item>

</check_ type>

RODEIGHANERSINET

"TNS or DOC File that Contains the word Nessus" : [FAILED]
- error message:

The following files do not match your policy :

Share: C$, path: \share\new folder\tenable content.tns

.doc Z7AILIE, ZD/IRA(Z "tenable” DEENEZENTLVELD T, HAIZEFEFNTLERE A,

—BXFIEIERRBLOT, FHUNEL BDELGIFAILELETRVNI7AILERLESBATEET X E, XFF
"[Ttlenable" L¥EET HL. "Tenable" E£1zI& "tenable" M—HLFET . BHRIZ. LR FEARFIFILRFO—EBDEEEITLV:
WSS\t DKV IRSYDAFEDRYNEIRT—TFERENHYET . COLIIIEETHE. t" THRELEEDH

RFERBTEES .



5l 9:inclusion/exclusion ¥—7—F%{#EAT 3
"include_paths" ¥—TJ—F¢& "exclude paths" ¥—T—FEEALT. FIMTXF. TALIMN  ELUVT7MIILE DL
BRFICRDODVNT. RRETANATTEET,

<item>

type: FILE CONTENT CHECK

description: "Does the file contain a valid VISA Credit Card Number"
file extension: "xls" | "pdf" | "txt"

regex: " (["0=-9-11") (4[0-91{3}( |-1) ([0=-91{4}) C I-1) ([0=-91{4}) ( I-1) ([0-91{4})) (["0-9-

18"

regex replace: "\3"

expect:"."

max size: "50K"

only show: "4"

include paths: "c:\" | "g:\" | "h:\"

exclude paths: "g:\dontscan"
</item>

ROEIGHAMNERSNET

Windows File Contents Compliance Checks

"Determine if a file contains a valid VISA Credit Card Number" : [FAILED]

- error message:

The following files do not match your policy :

Share: C$, path: \documents and settings\administrator\desktop\ccn.txt
(XXXXKXXXKXXXKXKX0552)

Nessus ID : 24760

COHEAF. FEMG Windows Z70J)L IVTUYRBRERREFERLTIN. BANRZRLBBEHAESHTOET,
"include paths" ZfERALT 1 DM/ R ("c:\" %5E) Z228HHE. DR ([ETATEEBHICRINSNFET . F=. K54
TXF ("d:\" 2E) ZBRNLT. TORFATUTDTAILE ("d: \users" 5E) £EHT-HE. "exclude paths" F—T—
FOADNEBEIN. CORSATERDPBRERENONANET L. KS4T C:\ ZEHT. TOTOHTIAILA
(C:\users: IG&) NI HILIETEEY,

SESFHEATDI7AIL 74—V DEE
EALBI7ANNEFTLERMRIZTERT M, .zip ¥ .gz BEDITFAILIEETRIZBRESNEREA. EBI7AILEIE
FT—HARIZAISHADIA—T AT NITHON TR IT7AILIZDVTIE, INE—VBENTEEE A,

Unicode 74—V TT—ADEIMENTNARF 1 AVMIRLTIE, .nbin F7A/ILDEFIL—FoN HEBFTE2TTD
"NULL" /N1 FZBIBRLET,

F7=. Microsoft Office KFxaAVMIDWTIETRTO/N—230FFR—FLET, Z2IZIE, .x1sx ¥ .docx EED Office
2007 CEMEINf=Toa—TaoTENzN\—2a b ENFET,

SEIFELREATD PDF T7AMIL Tx—yhEHR—bENE T, Tenable (&, BERICA—XFEHEHMHE I 54558 PDF 754
H—FRHLTWET, A—F—ITEZBDTEIL. PDF 7ML TRET DT —2DIEEDHTY .

INTA—IVRIZDONTHEEEIF
FIAILAD .audit TFAINEEBLT. 54T RybT—H L TTFRMNETIEE . EEBTREVNONDI—RATABYES,
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o BRI NESMEFIIEND,
o ENETDEDT—HRERXYUTEHDH,

.audit I7M/LIC max_size F—T—REBATEHYFEREA. COF—T—FAELMES . Nessus [FT7MIILEAFEEEL
E3EL. BT B/IE—RREOMNBET, AX VYU BRToNFET . COLIBIT7AMINIERYNT—IFERF v THDT,. EF
DRAF YU OEREBEIYLZLDRINT—Y FST0vIDEHESNET,

BEH D Nessus A¥+vFhS SecurityCenter [CE>TEEBINTWVDIGE . T2, RF ¥y Eh 3 Windows KRR S HfEFH
EREETTIRAENT IR T BT TEAET,

Cisco I0S BRIV TSAFTUR T7AIL YIFPLUR
ZZ T, Cisco I0S AV TSAT U R FvIDIA—I VbR, BEURBRTEDRIEMIBIICDOLNTEHRBALET,

({i}; SIRFORE:

BB IA—INEBRTC—ESIAFEESIRAFMIE. RD 2 DDHEZERVTELLTHHEMTIEETY

1. CRLF & XFEZ#UTIIIZERTIVLENH DRI —ILEEE L Windows AV TSAF7 U R FuoTlE,
—E5|AFEERALET . XFIELTRIRT DA AH T —ILRIFXIRT—TFTHREAHYET,

FEZF RDEBYTY,

expect: 'First line\r\nSecond line\r\nJohn\'s Line'
2. ZE5| AL WindowsFiles @ "include_paths" & "exclude_paths" #{#ER Y 2RIZHETY,

EDT4—ILRBAT (description, value_data, regex % &) IZEWNTH, —E5|AFFHEI_ESI AR E2ETXF
JIEFERTHEEIL. ROVWTNAHODFEERNET,

a. SMUDSIRFLIFRLDIIAFIITEERT 5,

151 -
expect: "This is John's Line"
expect: 'We are looking for a double-quote-".*'

b. ##AAHBIAFF/INVIRTYVATIARY—T3 5 (ZESIRFDH),
E

expect: "\"Text to be searched\""

Fxvy 847

FARTO Cisco 10S AV TFAT VR FryJlL. check_type AT /L THO N, "Cisco” IEEEZEATLIRBENHYET,
NIE. ZO .audit T7AILHY, Cisco 10S ARL—T 12T DRATLERTLTWAV AT LATHAILEHAT H51=HDE
MNDTY,

i) -
<check type:"Cisco">

MDAV TSATUOREBIATEITELY  BIDRATON—230DF—T—KRIiEHYEH A
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F—r)—f
ROFXIZ, Cisco AVTIFAT VAR FIuIIzB T8 F—T)—FDFERAEERLET,

type

description

feature_set

ios version

CONFIG_CHECK, CONFIG_CHECK_NOT. RANDOMNESS_CHECK

"CONFIG_CHECK" I%. $§EIE B A’ CISCO I0S "show config" HAIZFEEL TSI E%E

ZBLEY, £1-. "CONFIG_CHECK_NOT" [F. fEEEEMNFHEL TR EERERL
F9 . "RANDOMNESS_CHECK" &, XFF|DEHEDF VY (INRT—K FxuIiRE)
ICERShET  regex AL TRRFNZDEENEESNATLSEEIZ. TDOXFS
N "SUAL" (RXFINXFMNREL. BUELHERXFN 1 DULEEFEND 8 XFRU
+) THBEIEEFIVILET,

& SUELEFIVY INFA—RIE BETIHERFATY .

"description" ¥ —TJ —F[E . EFTTHFzvIDBHHELGHEBAZEMLET,
description Z4—JLRIZIEF—EDTFRA%IEEL T, description 74— /LENE
BIEFovVIFERLIGW I EZE<HEERELE T, Tenable @ SecurityCenter (&, —ED
75542 1D FE% description 74— /LRIZESVWCTEHEMIZERLET .

151 -

description: "Forbid Remote Startup Configuration"

"feature_set" ¥—T—FIF Unix AV TFAF7 VR FIyI®D "system” F—T—FIZ{
TULVET, Cisco I0S O Feature Set D/3A—3vEFrvIL T BRELSF v IEEST
J oM. regex DERBIZKYFIVIERFYTLET . COMEEIX. FTuIHHEE Feature
Set DV AT LIZOHBERAIREGERICHENTY .

1 :
<item>
type: CONFIG CHECK
description: "Version Check"
info: "SSH Access Control Check."
feature set: "K8" context:"line .*"
item:"access-class [0-9]+ in"
</item>

EREDOF U TIE. Feature Set N\—23VMHEHED regex (K8) &—HT HIHFEICDH
"item" FTyIMETINET,

Feature Set /A—3> FzyITERETDE UTDEIBIS—HARRSNET,

"Version Check" : [SKIPPED]
Test defined for the feature set 'K8' whereas we are running
C850-ADVSECURITYK9-M

"ios_version" F—T—RI[L Unix AV TFATUR FIvID "system” F—T—FIZ{L
TWFET, Cisco 10S D/N—23 FaFoyI LT ERELDHFVIEETT S, regex
DERBIZEYVFVvIERFXYTILET . COBEEX. FTyIDHEE I0S DIRTLIZDH
BEAREGEEIZEMTY .
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info

item

regex

R

<item>

type: CONFIG CHECK

description: "Version Check"
info: "SSH Access Control Check."
ios version: "12\.[5-9]"
context:"line .*"
item:"access-class [0-9]+ in"
</item>

LEEDFTYITIEL.I0OS W=DV HNEED regex (12\.[5-9]) E—HTEEEICDH
item" FIUIDNEITINET .

I0S N—23> FIYITRERTDE UTDRIBIST—ARTINETS,

"Version Check" : [SKIPPED]
Test defined for 12.[5-9] whereas we are running 12.4(15)T10

"info" ¥—7—R(I. RITTBFzvIICBETHEMAERBAEZEMT SDIFERALET . F
VI DFREBMRILEL T, REITH 1Y, FHBERN T HIN TS URL TH-o12Y. 1©
2R —BEFIETETEET . EHD info T1—ILRE TEXRMNENSHTSTELTIH
—IYbTBE=HIZ 1 TI21 DFDEBMITBENTEET, FHTES info T1—ILFE
IZHIBIEHYEE A

& "info" AV (. BITHLLTHDITICANTILELHYET . EHRITH
WERISS(X (F4A—<vb EDEBRLGEIZKY), "info" 2T FEBMLET,

£ :
info: "Verify at least one local user exists and ensure"
info: "all locally defined user passwords are protected"

info: "by encryption."

"item" F—J—F(&, BEEXR®D "show config" HARDERIEBFIEELET,

151 -

item:"transport input ssh"

COFXF—T—FTRERKRBEFALT. BERRETIILIIVITTHIELTEET,
regex HREDFEMICDLVTIL, regex F—T—FDIRAZS L TIIEELY,

"regex" ¥ —T—FICLY  BHREARENKRRT. FEDERRBADREZEITIEN
TEFEY,

IE

regex: "snmp-server community ([~ ]*) .*"
ROAZXFITITFNGRENBETT +\* ()"
INLDOXFIFX UTINTHEIRT BHEEE. 2 DONVIRTYIATIRT—TT 5,

AEI " TRYET,. 2" BEDMDOXFEE. TIIILTREIRTSICIX. HiEEE 1 2
FIHERLES,
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CNE, AVNRAIHBINODXFERET HHEICERLES .

min_occurrences "min_occurrences" ¥—TJ—F([E BEICES-HICHEGERIER OR/MNEIREH
#HRELET,
151 -
min occurrences:"3"

max_occurrences "max_occurrences” ¥—TJ—F([E BEEICES-HICHEGERIERORAHEREH
#HRELET,
151 -
max occurrences: "1"

required "required' ¥—TJ—FF . BEERNREBENIE—F DRTLLEICFEETOILENHLL

BOHAERETIDITHERALET . EZ L. required A "NO" T, Fxvy 2A4TH
"CONFIG_CHECK" D& . #HEENEELTOTHLTWVEKTHLERICRYET,
required M "YES" DIFEIE. LEDFVvIETRERKIZLIGEGELNHYET,

5 :
required: NO
context "context" ¥F—T—KRIX. BEDERIEE DEHDARAVANEFEELTWDIHEIZEF

T, EAIE. RO ESBRERDLHoI-ELET,

line con O

no modem enable

line aux O

access-class 42 in
exec-timeout 10 0

no exec

line vty 0 4

exec-timeout 2 0

password 7 15010X1C142222362G
transport input ssh

BEDITILERDIEZT AN =LMEE . "line" ED item ¥—T—FZFEHETS-1HT
(X, EHD "line" 7T avhHE=-HF+5TT . COLSEIEE. "context” Z#FEHTS
ECRRIBEBERYIAL CENTEET, RICHZERLED,

context: "con 0"

ROERIEETODH grep RRTHIENTEET,

line con 0
no modem enable

CDF—T—FTRERKRBEZEALT. BERBREE I LA TTEHIELTEET,
regex HEEDFEMIZDOLVTIL, regex F—T—FDERAEZSEBL TIEELY,

= oV M M2

ZZTl&.Cisco 10S aAvTSA7U R FryVRIZEREINSG— BB EEHZE N OMENLET . nasl AIUK 42 /31
FUIE, BITHICEHECEREEFETANT 3-0ODAEZELTHERASINET , LTDL .audit 774/LIL, Nessus RE ¥R
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—ICEHBEICrAYTTEFET 1 DOV RTLDIAVIERIZOVTIE,.ITUR 40 TAMIHENTT,
/opt/nessus/bin TALYN)NLERETTHITURIERDESYTT,

# ./nasl -t <IP> /opt/nessus/lib/nessus/plugins/cisco_compliance_ check.nbin

<IP> (X, BEEAXWMEVRATLD IP PRLATY,

"enable" /NRAT—KR[XAHBETY,

Which file contains your security policy ? cisco test.audit
SSH login to connect with : admin

How do you want to authenticate ? (key or password) [password]
SSH password

Enter the 'enable' password to use

ELLY "enable" A5 A2 /85A—RIZDUVTIZL. Cisco BEEFIZRLEHE TFEELY,

Bl 1: EHEFH SNMP ACL Z8ERTS

EHEFHD "deny" SNMP ACL ZH8FET B TILE .audit T7MILERISRLET . RESABWNEEIE. FEKAVE—
OMRREINET , COFTYIIE IL—F 10S N—PaU A EEDERRBE—HBLIIGEDAETINET , ThLUNDIEE
X, FIvIEFRFVTENFET,

<check type: "Cisco">
<item>
type:CONFIG CHECK
description: "Require a Defined SNMP ACL"
info:"Verify a defined simple network management protocol (SNMP) access control list
(ACL) exists with rules for restricting SNMP access to the device."
ios version: "12\.[4-9]"
item:"deny ip any any"
</item>

</check_ type>
CDIAXURERTTHE BRSO RTLTHNE. ROEANERSNET,

"Require a Defined SNMP ACL" : [PASSED]

Verify a defined simple network management protocol (SNMP) access control list (ACL)
exists with rules for restricting SNMP access to the device.

CAREETIE. ROEANRENET,

"Require a Defined SNMP ACL" : [FAILED]

Verify a defined simple network management protocol (SNMP) access control list (ACL)
exists with rules for restricting SNMP access to the device.

- error message: deny ip any any not found in the configuration file
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CDiFE . "deny ip" L—IILERBELEZABRESINGEN 2D T, FyvINFRERIZLEYFELT,

] 2:" finger" H—EXMERICLHOTINDILERERT D

JE—h JL—F L TRETH "finger" Y—EREZRRT DIV TILE caudit F7AIVERITRELET . COFvIlE, )L—
2 10S N—UavhEEDERKBE—BLIBEDAETINET . TAUNDGEEX. FvIERFYTEhFES, —E
APRHEINGEE . FERAVE—URRTINET,

<check type: "Cisco">

<item>

type:CONFIG CHECK NOT
description: "Forbid Finger Service"
ios version: "12\.[4-9]"
info:"Disable finger server."

item:" (ip|service) finger"
</item>

</check type>
CDARVREETTDHE BN AT LTHNIE. ROE AL ERINFET,

"Forbid Finger Service" : [PASSED]

Disable finger server.

FEREERTE. ROEAMNRENET,

"Forbid Finger Service" : [FAILED]
Disable finger server.

- error message:
The following configuration line is set:
ip finger <----

Policy value:
(iplservice) finger

5l 3: SNMP QS =T XFHNET I ERFBEDTF LEEZRIT 5507 LEFIV)

SR LEMNRBYEL SNMP S22 =T/ XFHERRTDHIUTILE Laudit T7AIVERITRLET , SUF LENRYLEL
EHENZAZI2ZTAXFIINRBEINEE FEEAVE—UARTEINET, "required” 7 arh "NO" [CERESNTLY
HNDT,SNMP OZa =T XFIMNFEELTVVEMEE TEERIZEYET , COFuyUIE, )L—32H Feature Set "K9" Z#{E
LTWWBSEDHERITINET . TRUNDIGEIE. FovIIERF Vv TEINET,

<check type: "Cisco">

<item>
type: RANDOMNESS CHECK
description: "Require Authorized Read SNMP Community Strings and Access Control"
info: "Verify an authorized community string and access control is configured to
restrict read access to the device."
feature set: "K9"
regex: "snmp-server community ([" ]1*) .*"
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required: NO
</item>

</check type>
COARVRERTTHE ERORTLTHNIE, ROEANERENET

"Require Authorized Read SNMP Community Strings and Access Control™ : [PASSED]

Verify an authorized community string and access control is configured to restrict
read access to the device.

FEREETE. ROEAMNREINET,

"Require Authorized Read SNMP Community Strings and Access Control" : [FAILED]

Verify an authorized community string and access control is configured to restrict
read access to the device.
- error message:

The following configuration line does not contain a token deemed random enough:
snmp-server community foobar RO

The following configuration line does not contain a token deemed random enough:
snmp-server community public RO

LERDIGE. RIS LIEh—I % =120 2 DD XFF "foobar" & "public” AAEHEEINTI=1=8 . FTyI EREHKIZH-
TWET,

5l 4:SSH 7R H#EREET 530 TF A FTvy
"context" ¥F—TJ—FZEFERALTIARTO "line" IERIEBZHEEL. regex EITLT SSH 7V ERFIHAFZRESN TSN
EINEFIVvIT BTV caudit T7AILERITRLET,

<check type: "Cisco">
<item>
type:CONFIG CHECK
description: "Require SSH Access Control"
info: "Verify that management access to the device is restricted on all VTY lines."
context:"line .*"
item:"access-class [0-9]+ in"</item>
</item>

</check type>
CDIARURERTTEHE EWRTLTHNIE. ROBABERINET,

"Require SSH Access Control" : [PASSED]

Verify that management access to the device is restricted on all VTY lines.
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BEETE. ROEAMNRSNFET,

"Require SSH Access Control" : [FAILED]
Verify that management access to the device is restricted on all VTY lines.

- error message:

The following configuration is set:
line con O

exec—-timeout 5 0

no modem enable

Missing configuration: access-class [0-9]+ in

The following configuration is set:
line vty 0 4

exec-timeout 5 0

password 7 15010A1C142222362D
transport input ssh

Missing configuration: access-class [0-9]+ in

LEEDHITIL, "context” F¥F—T—FD regex "line .*" &E—HT 5 2 DOXFIMNHYELIz, ED line [ZH "item"
regex AEENTLVELD T, "FAILED" Ayt—UANRENTLVET,

&
Cisco BEER)—MAIZ if/then/else MBETEERTACENTEFEFT , chizkY, BEELESHELI-EE. BB/ EKBOKER
’Clit;(s EEAYE—UFRT ENTEET,

EHERTIDIUVAVIRERDEEYTT,

<if>

<condition type: "or">
<Insert your audit here>
</condition>

<then>

<Insert your audit here>
</then>

<else>

<Insert your audit here>
</else>

</if>

E

<if>
<condition type:"AND">
<item>
type:CONFIG CHECK
description: "Forbid Auxiliary Port"
info: "Verify the EXEC process is disabled on the auxiliary (aux) port."
context:"line aux "
item:"no exec"
</item>

90



<item>

type:CONFIG CHECK NOT
description: "Forbid Auxiliary Port"
info: "Verify the EXEC process 1is disabled on the auxiliary (aux) port."
context:"line aux "
item:"transport input ["n]["0]?["n]?["e]?S$"
</item>
</condition>
<then>
<report type:"PASSED">
description: "Forbid Auxiliary Port"
info: "Verify the EXEC process is disabled on the auxiliary (aux) port."
</report>
</then>
<else>
<report type:"FAILED">
description: "Forbid Auxiliary Port"
info: "Verify the EXEC process is disabled on the auxiliary (aux) port."
</report>
</else>
</i1f>

"HALUN FIUIBDT, FEDKBELFIERANILR—MIRRENEEA,

EHAALTE "and" F=E "or" DLVTMNIZHEYET,

Juniper BRREEIVTSATURX I7M4IL JI7FLUR
ZZTIE, Juniper AV TSATUR FvIDITA—TINEREH . BIUE R TEDHEMBRICDOLTIREALET .

& SIRFORAE:

BB I(—INEBRTC—ESIAFEZESIRAFMIE. RD 2 DDFEZRVTELLTHHEMTIEETY .

1. CRLF & XFZ#UTIIVIZERTILENH DR T —ILREE T Windows AV TSAF7 U R FuITlE,
—E5|AFEFERALET . XFIHELTHRIRT BHHAH T —ILRIFIRT—TTHREAHYET,

FEZE RDEBYTT,

expect: 'First line\r\nSecond line\r\nJohn\'s Line'
2. ZE 5| A& WindowsFiles ? "include_paths" & "exclude_paths" ZE R 3 5MEICHETT,

ENT4—ILRRAT (description, value_data, regex #&) [CHWLWTH, —E5IAFFFXZEFIAFEFELXF
JEFERTHEEE. ROVWTHADHEERANET,

a. SMADSIAFLIFERSSIRF2/TEERT 5.

i :
expect: "This is John's Line"
expect: 'We are looking for a double-quote-".*'

b. A AHBI AL/ NV RSV 1 TCIR —T T % (CEEIBHOH).

451 -

expect: "\"Text to be searched\""
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Fxv% 847 :CONFIG_CHECK

Juniper AV TSAT VR FuJld. custom_item AT ILTEHN ., CONFIG_CHECK Ffz[F SHOW_CONFIG_CHECK
DVTNMBYET, SABIE D .audit T7MIILERLCKSIZMEE, Juniper A RL—TFT1245 X T L (Junos) E3E
TTBVATLIZRHLTERSINET , CONFIG_CHECK Fxvy¥IE.2 DULDF—T—KFRTHEEINET . F—7T—F type
& description [FWHATYT, CODEIZ 1 DUEDF—T—RIBEEET, Foull&, "set” Tr—IVrTHEREEZEERTHIL
[CKYETEINFET,

"set" 74— ybDERIL. "display set" % "show configuration” JOTRANIEBMT B EICKYRBTEET, FEXIE. XD
EBYTY,

show configuration | display set

admin> show configuration | display set

set version 10.2R3.10

set system time-zone GMT

set system no-ping-record-route

set system root-authentication encrypted-password "$15hSGSlnwfdsdfdfsdfsdf43534"

-k
RORIZ, Juniper AV TSATUR FvIIETHEF—T—KFDERAEERLET,

prme e eRs

type CHECK_CONFIG & SHOW_CHECK_CONFIG

"CHECK_CONFIG" (%, "set" 74—=<vk® Juniper "show configuration” t§ 711235 E D&
RIBEMNGFEELTWNAIEEHEELE T, BHR(IC, "SHOW_CONFIG_CHECK" (%, T74/L
k 24— vb® "show configuration" tH AIZHERIEE NEELTWSEEHERLET .

description "description" ¥—TJ —F[E . ETTHIFvI/DBHHELGHEBAZEMLET,
description Z4—JLRIZIEF—EDTFRAL4IEEL T, description 74— /LEME
BIEFTvIIFERLIENC EZEHERELET , Tenable M SecurityCenter (£, —E®
75542 1D FE% description 74— /LRIZESWWTHEMIZERLET .

R
description: "3.1 Disable Unused Interfaces"
info "info" ¥—T—NKRI&,. BT TEFIvVICEATHFHMERBAZEMT SDIFERALES . F

T DFREBIRRLEL T, RAITH-f=Y . BRI EH SN TS URL THo12Y. &
2R —BEFIEETEFET . EHD info T1—ILRE FEXRNENSHTSTELTIH
—IYhTB=HIZ 1 1TIZ 1 DT DEBMTHENTEES  FHATES info T1—ILFE
IZHIRIEHYEE A

& "info" AV L. RITHLTHDITICANTEIHENHYET . EEHITH
WEBIRIHEX (I4—<yb LOBHEEIZKY), "info" 2T FEMLET,

151 -

info: "Review the the list of interfaces"
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severity

regex

expect

not_expect

info: "Disable unused interfaces"

"severity" ¥—7—KI. EITITE5FIVINDERELEELEFT,

£ -
severity: MEDIUM

EKXEIX HIGH, MEDIUM, Ff=I1& LOW [ZERETE=ET,

"regex" ¥—TJ—FICkY . BRIEHEEDRET. BENDERRE~ADEBEEEITIEN
TEEY,

151 -

regex: "set system syslog .+"
ROAFXFIIEFRNGNEABETY +\* ()"

NODXZFEIE. VTIILTHIRTZEEIE. 2 DDINYIRSYATIRY—TTBhH,
AR " TRERYET,. 2" BEDMDXEFEF., UTITILTREIRT BIZIE. \vIRTYY
1% 1 DIZHERLET,

NIE, AV IRASNINEDXFENIEBTHHEICERLET .

FIvPIZ "regex" AU MFEEIN. "expect”. "not_expect". "number of lines"
BTIERESNTONVEWNMES ., Foulld, regex E—HT 5T %5LHR—FLET,
ZDF—T—RIZKY. "regex" 2T I1Z—HT SERIBEEEEETEET, £/-. "regex" ¥
THRERENTOWVEWNGE . BREEDD "expect” XFEIABRESNET,

R
expect: "syslog host 1.1.1.1"

"regex" [ZE O THRHIN-IBRHITH "expect” 25 E—HLTWBIGE. FIvIIEEHE
I2HYFET, "regex" NEESNTILVEWGE L, "expect” XFIABREINLREINT-
BRICERIZEYETS,

R
regex: "syslog host [0-9\.]+"
expect: "syslog host 1.1.1.1"

LEEDEEIL., "expect” #2512k, syslog RRARAY 1.1.1.1 IZERESN TSI ENFT
YIINFET,

COF—T—FIZKY BRAICEFENTHGORVEREREZRERTEEY .

1 :
not expect: "syslog host 1.1.1.1"

N lE "expect” DR DEEICIEYET , "regex" ICE>TRHESN-BRITH
"not_expect” #7 E—HLLWMEE . FIvIEERKITHYET, "regex” 2T NHRES
NTUWVEWMEE L, BBRIC "'not_expect” XFFIMNEHEEINLZITNIETEERTT,

il :
regex: "syslog host [0-9\.]+"
not expect: "syslog host 1.1.1.1"
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LERDIZFEIE. "'not_expect” 27 (Z&Y. syslog RRAMAY 1.1.1.1 [SRESNTLVELNIE

NFIvISNFET,
number_of lines ZDF—T—FKIZ&KY . BRIZE > TRENSZ—BITHICEOWTEERFIYIDIVTIA
TURETANTEET,

<custom item>

type: CONFIG CHECK
description: "Syslog"

regex: "syslog host [0-9\.]+"
number of lines: "~1S"
</custom_ item>

LEEDHITIE, "regex" E—HLTz 1 ITTOHFREINDGEE. FIVIEKITHEYET,

CONFIG_CHECK M43l
Juniper T/3A( R[Z*19 % CONFIG_CHECK DERBIZRIZRLET .

<custom item>
type: CONFIG CHECK
description: "Audit Syslog host message severity"
regex: "syslog host [0-9\.]+"
expect: "syslog host [0-9\.]+ 6 .+"
</custom_ item>

<custom item>

type: CONFIG CHECK

description: "Audit Syslog host"
regex: "syslog host [0-9\.]+"
number of lines: "~1S"
</custom item>

<custom item>

type: CONFIG CHECK

description: "Audit Syslog host"
regex: "syslog host [0-9\.]+"

not expect: "syslog host 1.2.3.4"
</custom_ item>

<custom item>

type: CONFIG CHECK

description: "Audit Syslog settings"
regex: "syslog .+"
</custom item>

Fxv%9 247 :SHOW_CONFIG_CHECK
ZOFvIlE, ELD AT, CONFIG_CHECK .audit FTy &> CTEEINSIRELRALERELEELET . -EL. EEX
SRR I+—TIELYFET, SHOW_CONFIG_CHECK &, T74/)Lk T4—I Vb DEREEELET,
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=X TIHILE TA—T I DBERHIZERIZRLET,

admin> show configuration system syslog
user * {
any emergency;
}
host 1.1.1.1 {
any none;
}
file messages {
any any;
authorization info;

}
file interactive-commands {
interactive-commands any;

}

CONFIG_CHECK &YUBWEHMUENBETHWNEY . COFIvIIF#EIhEE A, SHOW _CONFIG_CHECK Tl&. &
SHOW_CONFIG_CHECK .audit FxyoAMARIZa< 2 R% Juniper T/Af R ETRITT B8, CPU A—/3—~"YEMNEL,
ST TECORFBNRAGYET . COFov/IE. EEELBICEETMEZIRHL . CONFIG_CHECK TIEMEMICEETELGLEL
STEFRDEHZEYR—LLET,

$——f

ROFIZ,Junos AVTSAT VAR FrvIITEF28F—T—FOERAEERLET . FIVIDAVTSATURIZE,
"expect”, "not_expect”, F¥1=[F"'number_of lines"#V DW\WIFMMNEFIVIHAZLETHILICKYHIBENET . O
VISGATUR TARAN BT EHEHIBEETEEE A (‘expect” & "not expect” NEHE LG VIKEE T "expect”.
"not_expect". F¥1z[{ "'number of lines" DLVFNMZEIEETEET).

s reeens

hierarchy ZDF—T—FRIZ&Y., Junos RN DIEFEDRRBICHEITEET,
151 -

hierarchy: "interfaces"

hierarchy ¥—7—R &, SHOW_CONFIG_CHECK Tl "show configuration" a%>KI<
REBIISEMENET, 1Lz (E ROEBYTT .,

<custom item>

type: SHOW CONFIG CHECK

description: "3.6 Forbid Multiple Loopback Addresses"
hierarchy: "interfaces"
</custom_item>

FROFIVIIEROATEETITEIDERLTT
show configuration interfaces

property ZDF—T—FIZ&Y.Junos TNAIREDHED "property” EBHETEET, T 74/
FClX. SHOW_CONFIG_CHECK (&, match, except. £ind &lLVo7= 1 DU EDF—
7 —KRIZ#E< "show configuration” YU FEZEELET , "property” ¥F—T—FAEES
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find

match

NTWBEE  BEQTONRTINEEINET,

i) :
property: "ospf"

<custom_ item>

type: SHOW CONFIG CHECK

description: "4.3.1 Require MD5 Neighbor Authentication

(where OSPF is used)"

info: "Level 2, Scorable"

property: "ospf"

hierarchy: "interface detail"

match: "Auth type MD5"

</custom_item>

LEROFIVIFROITUEEERTIADERLTT,
show ospf interface detail

LEDHIE. HDFIDLSIZ "show configuration” ZEITLEE A

ZDF—7—K(X. SHOW_CONFIG_CHECK .audit Fry/ CHEY)GHEEEEEREL
9,

find: "chap"
find ¥—7J—FIZ. "show configuration" JZ T AR IEBMENET,

<custom item>

type: SHOW CONFIG CHECK

description: "3.8.2 Require CHAP Authentication if Incoming

Map is Used"

hierarchy: "interfaces"

find: "chap"

match: "access-profile"
</custom_ item>

EROFIVIEROIVREEFTEOERALTT,

show configuration interfaces | find "chap" | match "access-
profile”

ZDF—TJ—F[E, SHOW_CONFIG_CHECK .audit FTyo7D—HITZHRELET,
match: "multihop"

match ¥—7—KI[&. "show configuration" J2 TAMIEBMENET,
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<custom item>

type: SHOW CONFIG CHECK

description: "3.6 Forbid Multiple Loopback Addresses"
hierarchy: "interfaces"

match: "lo[0-9]"

</custom item>

FEOFVIIEIRODATREERTTEIDERLTT,
show configuration interfaces | match "1lo[0-9]"

except ZNF—T—KIF, SHOW_CONFIG_CHECK .audit FT v CHEERMOHEETERIILE
ED

except: "multihop"
except ¥—J—KIX. "show configuration" Y2 TR ZEBMENET,

<custom item>

type: SHOW CONFIG CHECK

description: "6.8.1 Require External Time Sources"
hierarchy: "system ntp"

match: "server"

except: "boot-server"

</custom item>

EROFIVIIEROATIEERTIADERLTY .

show configuration system ntp | match "server" | except
"boot-server"

expect ZDF—T—FIZ&Y. "regex" ZJ T — KT HEHIBEEHEEETEET, £/, "regex" 4
ThHERESNTOVEWNGE. BREEIND "expect” XFEIMNREINET , "regex” IZ
FOTHRHESINIZERITH "expect” ZTE—HLTWDIBE. FIuVIXERIZHEYET,
"regex" MEEINTULEWGE(X, "expect” XEFINERNOBRHEIN-IHEIZEHE
[ZRYET,

regex: "syslog host [0-9\.]+"
expect: "syslog host 1.2.4.5"

LREDIHZE. "expect" AT L EHEN 1 ~ 4 DEICHRESN TSI LERERLET,
expect: "syslog host"

LRDIFE. "expect” ZT (T BHEN 4 ITRESN TSI LERELET,
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not_expect COF—T—FIZEY BRAICEENTIILGOLBVVERERZRERTEEFY .

(X "expect" DR DIEIZIEYET , "regex" [CEXO>THEEHINIZERITH
"not_expect" U E—BILLEWEE. Fv VX ERICHEVET, "regex" U MNEES
NTLVELMEEIE. BT "'not_expect” XFIAREINAZEFTNIEERTT,

regex: "syslog host [0-9\.]+"
not expect: "syslog host 1.2.3.4"

not expect: "syslog host"

number_ of lines ZDF—T—FRIZ&KY . BRIZCEOTRENSZ—BITHRICEODVWTEERFIVINIVTSA
FUORETANTCEEY,

<custom item>
type: CONFIG CHECK
description: "Syslog"
regex: "syslog host [0-9\.]+"
number of lines: ""18"
</custom_item>

LRDHITE, "regex" E—HL 1 TTOHRSNDIGEE . FTVIERHITHYET,

SHOW_CONFIG_CHECK D4l
Juniper T/3/ R [Zxt9 % SHOW_CONFIG_CHECK DfERFIZXRIZRLET .

<custom_ item>

type: SHOW CONFIG CHECK

description: "6.1.2 Require Accounting of Logins & Configuration Changes"
hierarchy: "system accounting"

find: "accounting"

expect: "events [change-log login];"

</custom item>

<custom item>

type: SHOW CONFIG CHECK

description: "6.2.2 Require Archive Site"

hierarchy: "system archival configuration archive-sites"
match: "scp://"

number of lines: "~ ([1-9]|[0-9][0-9]+)+8"

</custom item>

<custom item>

type: SHOW CONFIG CHECK

description: "4.7.1 Require BFD Authentication (where BFD is used)"
hierarchy: "protocols"

match: "authentication"

except: "loose"
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number of lines: ""28"
check option: CAN BE NULL
</custom item>

<custom item>

type: SHOW CONFIG CHECK

description: "4.3.1 Require MD5 Neighbor Authentication (where OSPF is used)"
property: "ospf"

hierarchy: "interface detail"

match: "Auth type MD5"

number of lines: "~ ([1-9]|[0-9][0-9]+)+S"

check option: CAN BE NULL
</custom_ item>

2

s

Juniper BE&ER1)—RIZ if/then/else WHBEEHRTHIENTEET . FHICKY. 1 DOIT7MILTEROERENETE
BE3512YET,

EHERTIDVVEAVIREIRDEEYTT,

451 -

<if>

<condition type:"or">

< Insert your audit here >
</condition>

<then>

< Insert your audit here >
</then>

<else>

< Insert your audit here >
</else>

</i1f>

<if>
<condition type: "OR">

<custom item>

type: CONFIG CHECK

description: "Configure Syslog Host"
regex: "syslog host [0-9\.]+"

not expect: "syslog host 1.2.3.4"
</custom item>

</condition>
<then>
<report type: "PASSED">
description: "Configure Syslog Host."
</report>
</then>
<else>
<custom item>
type: CONFIG CHECK
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description: "Configure Syslog Host"

regex: "syslog host [0-9\.]+"

not expect: "syslog host 1.2.3.4"
</custom item>

</else>
</if>

EHIFILAR—FARIZERTREINERFA, DFY. FEHELEKBRLEARILENERRENFERA (AL FIvy),
EHAATE "and" F=lE "or" DLVTHMNZHEYET,

LiR—bk
<then> FE71=(% <else> N TEITLT. BHI®D PASSED/FAILED &#4#@#RATE=EY,

<if>
<condition type: "OR">
<custom item>
type: CONFIG CHECK
description: "Configure Syslog Host"
regex: "syslog host [0-9\.]+"
not expect: "syslog host 1.2.3.4"
</custom_ item>
</condition>
<then>
<report type: "PASSED">
description: "Configure Syslog host"
</report>
</then>
<else>
<report type: "FAILED">
description: "Configure Syslog host"
</report>
</else>
</if>

"report type" MDA {E(E PASSED. WARNING. £& U FAILED T,

Check Point GAIA BREZEIAVTSATUR 7ML UIT7PLUR
ZZTl%. Check Point GAIA AV TSATUR FIvIDIA—vREBEH . BLUES R EDR BB DOLTEHBALES,

& SIRAORE:

BEEI—IWNERC—E5IRFLZESIAFIE. RD 2 DDGEEERVNTELLTHERRIRETY .

1. CRLF B& . XFH#TIIICERTIVELH DK I —ILEEE L Windows OV TS5A TV R FyITlE
—E5|AFEFERALET . XFIELTHEIRT BHHAHF T —ILRIXIRT—TTH2RELAHYET .

FEZF RDEBYTY,

expect: 'First line\r\nSecond line\r\nJohn\'s Line'

2. ZE 5| AL WindowsFiles @ "include_paths" & "exclude_paths" #ER T SFIZHETT,

.~
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http://www.checkpoint.com/gaia/

EDT4—ILRAAT (description, value_data, regex %&) IZBWLTH, —E5|IARFEFLFEZESIAFEEOXF
JEFERTHEEE. ROVWTHADHEERANET,

a. MU DI AFEIFERSEIAF2ATEERT S,

151 -
expect:
expect:

"This is John's Line"
'We are looking for a double-quote-".x*'

b. A AHBI AL/ NV RSV 1 TCIR —T$ % (CEEIBHEDOH).

IR

expect:

"\"Text to be searched\""

Fxv% 847 :CONFIG_CHECK

Check Point Aav 7547V R FrvJld. custom_item AT /L TEFEN ., CONFIG_CHECK MEEINTLDLDITHYE
FoNIE D .audit T7MIILERLCESIZAEE ., Check Point GAIA ARL—T 424 AT LEETTHIVATLIZH
LTEASNFET, CONFIG_CHECK Fxv/I&.2 DU LEDF—T—RTHEEENET , ¥—T—F type & description [
WHATYT, CODHIZ 1 DUEDF—T—FAGEEET, FulldE,. TIAILRT "set" T+—<Yb® "show config" AYUKRH

HEeBEETHELYTHORET,

F——F

RDFIZ.GAA AVTSATUAR FIvIIB T8 F—T—KDFERAAZEERLET,

mnme reneoRs

type

description

info

"CHECK_CONFIG" . GAIA "show configuration" tH IZ S EDEKIER NEELTL
BHTLERRLES .

"description" ¥ — 7 —F[E . EFTTEH5FzvI/DBELGHEBAZEMLET,
description Z4—/LRICIE—EDTFAL%EEEL T, description J4—ILFAE
BIBFvIIEERLAENIEEE<HRELE T, Tenable M SecurityCenter &, —&E®
75542 ID FE% description Z4—I/LRICEDWTBEEIMIZERLET .

il -
description: "1.0 Require strong Password Controls - 'min-
password-length >= 8'"

"info" F—T—F(E. RITITBF VBT HMERBAZEMI SDIFERLET . F
VI DREBMRILEL T, HEITHo2Y., FHBERMNTHIN TS URL TH-2Y. 1©
2R —LBEFIETETEET . EHMD info T1—ILRE ., TERINEINSHSTELTIH
—IYhTBE=HIZ1ITIZ 1 DT DBMTHIENTEFET , FHTES info T1—ILRH
IZHIBIEHYEE A,

& "info" AV L. RITHLTHDITICANTEIHENHYET . EHITH
MBS EX (I4—<yb LOBHEEIZKY), "info" 2T FEBMLET,

151 -

info: "Enable palindrome-check on passwords"
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severity

regex

expect

not_expect

"severity" ¥—TJ—KRIX. BT IAFIVIDEKRELREELET,

il -
severity: MEDIUM

EXE(X HIGH, MEDIUM, E£f=l& LOW IZERETEET,
"regex" ¥—TJ—FIZkY BRIEESREDRET. BEDERRB~NDEBEEITIEN
—Ggij—o

E

regex: "set snmp .+"
ROAZLFIZFFRNGREBNLETT +\* ()~

NOEDXFIEITIIILTERTBEEIEX. 2 DDNVIRSYVATIRY—TF5hH.,
AFEI " TRYET,. 2 " BEDMDXEFEF., UTIILTHEIRT BICIE, 1Ny IRSY
1% 1 DFEHERLEY,

NIE, AV IRASNINEDXFENIEBTHHEICERLET .

FyJIZ "regex" AT MERESN. "expect'. "not_expect". "number_of_lines" 24 (&%
FEINTUVEWMES ., FuilL, regex E—HT 5275 LHR—FLET,
ZDF—T—RIZKY. "regex" 2T I1Z—HT SERIBEEEEETEET, £/-. "regex" ¥
THREREINTOVEWNGE . BREEID "expect” XFEIABREINET,

"regex" IZE > THRHEIN-IBRHITH "expect” 25 E—HLTWDIGEE. FzvIIEEHE
I2HYFET, "regex" NEESNTILVEWGE L, "expect” XFIAEBRENLREINT-
BE.ARIZBYET,

11l -
regex: "set password-controls complexity"
expect: "set password-controls complexity [1-4]"

LFEEDIBA . "expect" ZT L EHEN 1 ~ 4 DEICKESNTWSIEFHRELET,
ZOF—TJ—RIZKY  BREAICEENTIILLLEWVERIBEEZRRTEET,
INIE "expect” DRXADEEICIHEYE T, "regex" ICK>THRESINFERITH

"not_expect” 27 E—HLILWMEE . FIuIEERKITAYET, "regex” 2T MNRES
NTUWVEWMEE L, BIC "'not_expect” XFFIMNEHEEINLZITINIEEKRTT,

il :
regex: "set password-controls password-expiration"
not expect: "set password-controls password-expiration never"

LEDIBEE. "not_expect” 27 (2&Y . password-controls A% "never" [ZERE SN TL
BWIENFIVIINFET,

102



CONFIG_CHECK Ml
Check Point 7/31 X[Zxt3 % CONFIG_CHECK DfERFIZRIZRLET

<custom item>
type: CONFIG CHECK

description: "1.0 Require strong Password Controls - 'min-password-length >= 8'"
regex: "set password-controls min-password-length"
expect: "set password-controls min-password-length ([8-9]][0-9][0-9]+)"

info: "Require Password Lengths greater than or equal to 8."
</custom item>

<custom item>
type: CONFIG CHECK

description: "1.0 Require strong Password Controls - 'password-expiration != never'"
regex: "set password-controls password-expiration”
not expect: "set password-controls password-expiration never"

info: "Allow passwords to expire"
</custom_ item>

<custom item>

type: CONFIG CHECK

description: "2.13 Secure SNMP"

regex: "set snmp .+"

severity: MEDIUM

info: "Manually review SNMP settings."
</custom_ item>

22

3

Check Point BS&ER!)—A(Z if/then/else HIBFEETAHENTEETT . FHIZKY. 1 DDIT7AILTERDIBRZNIE
TEDLRIIHYET,

EHERTIDVUVAVIRERDEEYTY,

151 -

<if>

<condition type:"or">

< Insert your audit here >
</condition>

<then>

< Insert your audit here >
</then>

<else>

< Insert your audit here >
</else>

</if>

<if>
<condition type: "OR">
<custom item>

type: CONFIG CHECK
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description: "2.6 Install and configure Encrypted Connections to devices -

regex: "set net-access telnet”
expect: "set net-access telnet off"
info: "Do not use plain-text protocols."
</custom_ item>
</condition>
<then>

<report type: "PASSED">
description: "Telnet is disabled"
</report>
</then>
<else>
<custom item>
type: CONFIG CHECK

description: "2.6 Install and configure Encrypted Connections to devices -

regex: "set net-access telnet"
expect: "set net-access telnet off"
info: "Do not use plain-text protocols."
</custom_ item>
</else>
</if>

EHEFLR—FAICERTENER A, DFY . FHAKRBLEABSLENIRRENEREA ("FALUN FIv)),

EHAALTE "and" F=E "or" DLVTMNIZHEYET,
LiR—k

<then> E71=(% <else> N TEITLT. BHI® PASSED/FAILED &#%#@#RAT=EY,

<if>
<condition type: "OR">
<custom item>

type: CONFIG CHECK

description: "2.6 Install and configure Encrypted Connections to devices -

regex: "set net-access telnet"

expect: "set net-access telnet off"
info: "Do not use plain-text protocols."
</custom_ item>
</condition>
<then>

<report type: "PASSED">
description: "Telnet is disabled"
</report>
</then>
<else>
<report type: "FAILED">
description: "Telnet is disabled"
</report>
</else>
</if>

"report type" MDA #{E(E PASSED. WARNING. & U FAILED T,

'telnet'"

'telnet'"

'telnet'"

104



Palo Alto Z7A7 94— ILIEREETEAVTSATIR 7ML YI7LUR

Palo Alto ADAVTSA7VR Fxvld MDAV TSATUORERLFELAYET . ELEVE. COEETIE xsL
Transforms (XSLT) ZHEEICHERAL CEERBHREFMETHEVIATT FEEMICOWTIE, 48k C ZSHBLTZEIW), FEA
ED API YHTAMZxT S Palo Alto 7747 74— ILDL AR R(E XML 74— yrED T, BEEAICIE XSLT AAxbshE
BB A EICARYET  XSLT IZBATWVEWNWILI—H—TEH . XSLT 1. RELT—2ERELTIF—<yrTHE T 560 XML
T7AIADITIFED 1 D, EEBZDIENTEFT  FHHEICEZIEL XSLT [, T—ERN—XRIZHT S SQL DKS5LEEEL
E3 I

Palo Alto B5Z . AUDIT_XML & AUDIT_REPORTS &ULV5 2 DDF vy B4 TE2HR—FLET,

AUDIT XML
A2, Palo Alto AUDIT_ XML ®H> 7))L FxyoERLET,

<custom item>
type: AUDIT XML
description: "Palo Alto Security Settings - 'fips-mode = on'"
info: "Fips-mode should be enabled.”
api request type: "op"
request: "<show><fips-mode></fips-mode></show>"
xsl stmt: "<xsl:template match=\"/\">"
xsl stmt: " <xsl:apply-templates select=\"//result\"/>"
xsl stmt: "</xsl:template>"
xsl stmt: "<xsl:template match=\"//result\">"
xsl stmt: "fips-mode: <xsl:value-of select=\"text ()\"/>"
regex: "fips-mode: [\\s\\t]+"
expect : "fips-mode: [\\s\\t]+on"
</custom item>

CHEEICEIRD 4 DOELXBERNEFENTVET,

1. type [X.BEEDAA(T (CZTIE XML MEEE) #RL. description [FEEZFHRBALET . info F—T—KRIL, LR
—MIBEETHFRNEBOLAETIRBELET,

2. api_request type [&. JVITXFDHAAT (op == operational config) Z-RL. CDYI TR, REMIZEITIND
EEDVIIARTT , BE., DY R—rSNTWSHE—DY YIRS 24T TT,

3. xsl_stmt F—T—KI[L API UUVIRLDRITRITIRSNS XML [TERASND XSLT EEELFES .

4. ®%&IZ. regex ¥—J—F& expect F—T—FIE. AV TSAT7URIEREEETODICHERALET,
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ERBOYUTIL FruvIzkY. Nessus EIZRDLUKR—MERSNET

W Palo Alto Security Settings - fips-mode = on’ ( )

Back

Description

Fips-mode should be enabled.

Audit File

Tenable_Palo_Alto_Device_Best Practices.audit

Puolicy Value

regex: fips-mode:\sM]+ expect: fips-mode:fs']+on

Affected Host List (1)

172.26.0.18 n
Severity: high

fips-mode: off

AUDIT_REPORTS

Palo Alto 7747 74— IILDEBNT-HEEED 1 DIL. #EMNIZRYED—o 0N TAT7 LS, A 40 L EDHBRIEREFHDL
R—rERENBHIETI , LAR—RE Top Applications. Top Attackers, Spyware Infected Hosts % & T3, £, BEE (X,
WH., ¥4IV LiRk—b (1 BREEIRE) 2EMTEET , Nessus [, TNHDLR—MIHLTEEIIVEETLT,. ChE
Nessus LAR—RMZ&EHBENTEET,

COREEICIE 2 DOFEAHYFET . FT . 1 —F—DBRELCTE2EMBITIDICHNIDAUEZTI—RERFYUTEILENHY
FHA RIZ LR—FOEBEREEZIRETEET AL RYNT—VRATERTEHT7 T r—3>h b Facebook FERSHL
f=L M5 & . Facebook A% Top Applications LA R—KI&FN DL, EEEFEIFERLAR—IEERTEES . LXK RDESY
TY,

<custom item>

type: AUDIT REPORTS

description: "Palo Alto Reports - Top Applications”

request: "&reporttype=predefined&reportname=top-applications"
xsl stmt: "<xsl:template match=\"result\">"

xsl stmt: "<xsl:for-each select=\"entry\">"

xsl stmt: "+ <xsl:value-of select=\"name\"/>"

xsl stmt: "</xsl:for-each>"

check option: CAN BE NULL

</custom_ item>
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COLR—FT not_expect ¥F—T—REHERATHERDKIITHYET,

<custom item>

type: AUDIT REPORTS

description: "Palo Alto Reports - Top Applications"”
request: "&reporttype=predefined&reportname=top-applications"
xsl stmt: "<xsl:template match=\"result\">"

xsl stmt: "<xsl:for-each select=\"entry\">"

xsl stmt: "+ <xsl:value-of select=\"name\"/>"

xsl stmt: "</xsl:for-each>"

not expect: "ping"

check option: CAN BE NULL
</custom_ item>

RADBITIE, RDKSBELR—RENET,

‘ Palo Alto Reports - Top Applications

Back

Audt File
Tanable_Palo_alto_Device_Best_Practices.audit
Affected Host List (1)

172.26.0.18

pLog

anmTe

dna

lpd

+ nTp

time

icmp
nethios-na
radiaa
source—-engine
atun

rip

titp

echo
POETMADPEE
teredo

alp

asdp

dnep
meagl-mon
pranywhers
apple-airport
ike

citrix
xdmcp

+ latp

O S SR S

LR SHE S S S S S T SR T TR T T e S T T




2 DEDBFITIE. FERLAR—IRENET .

% Palo Allo Heporis - Top Apphcabions

Bacs

HAudin File

Tenable_Palo_lo_PAN-0S_Best_Pracices suoi

Palicy Value

nol_gxpect ping
Affecied Host List (1)

17226018

+ lpgufflclenc-data

+ ping

+ =omp

+ dng

+ lpd

+ mep

+ Clme

¢ lcEp

+ nethics-ns
+ radius

+ pource-engine
+ mtun

+ zip

+ ofcp

+ echo

+ portmapper
+ ceredo

+ alp

+ maagl-mon
+ pcenywhere
+ gpple-gizpose
+ lke
[8% 4
+ xdmcp
+ lZcp

F—I—F
Palo Alto BsBE TH R—rENTWAF—T—KRIEZXRDELYTY,

type T d AUDIT XML E£7-1% AUDIT _REPORTS IZSRETALELAHYET,

description Zhi&. SecurityCenter IZEITE5—EDNIAVTSATURMBHEEDEZAMLELTHERSNDS
IE¥RIZIEYET , Nessus [ZE2>TCLIR—FENBHZRDT—4F EYLTEHYET,

info ZDF—T—FIE. BITT5Fv V(BT IHEMERBEZEMTSDICERALET , IBE
TE% info J4—ILREIZHIRIEZHYEE A, info AVTUVIE, ZEFIHFTCHONE
PHYET,

api_request_type ZDF—I—KRIX VITARDEAT%#TRLET , Palo Alto API [£.6 DDEATD)HIITR

rEHR—RkLTULVET , keygen. op. commit, reports. export, kU config TF, 2D
SHALQEME. ZRRENZDIE op YITRN B4 TOHTT,
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request ZDXF—T—RIEX,. I7A4TI4+—IL L TEITINBIVIIRMERELEFT . KUVIALD
BENAFvIFINIDT, BHEDVIIRIDFER, JIOUITAMELDHZEFHYFEE
Ao IIZ T, AUDIT_REPORTS FIvIDHZE. TI4/LED Tenable BEEIZ(X 9 DDF
IVIDHEENET . ILITELDLR—IPEEDHDIEEICIE. FLOFvIEERL T,
type=report M&IT request ¥—T—F% REST API URL TE#RTIMLELHYET,
fzEZIE. RDESYTT,

/api/?type=reporté&reporttype=predefined&reportname=hruser-
top-url-categories

regex CDXF—T—FE. BFEODERKBFE—HIFIEBEZHRELET . FTYVIT regex ¥—7
—RMEFEMN. expect 1 not_expect HLERESNTLVEWMEE . FvId. regex &—
I 59 NTDITEZTDFEELR—ILET,

FIvIDAVTFAUR(E, expect F—T—FFE/z[E not_expect F—T—FDWLVFhhé, FrylH HEDLLEIZKY FIkT
ENFT,AVTIATUR TR T FEBIEETEELF A (expect & not_expect DWVNTNA—AZEIBETETET A
expect & not_expect DEAZIEET H_LIFTEFEA),

expect ZDF—T—FIZ&Y., regex F—T—FIZk>T—HTHERIBEBZEETEET, F=.
regex F—TJ—RAFEAINTLVGRWMGE . BREMARDLD expect XFIMNREINF
T, regex [CKO>TRESNT-IERITH expect XFIHE—HMLTLDIGEE. FIvIIEE
BIZIEYET , regex NERESNTULVELME S (F. expect XFIIAERMOREHENT=
SR DHERITEYET,

not_expect COF—T—FICKY. . BERANICEFNTEEBORVWVERIEEZERERTEEFS . nlE
expect DRI DEMEICIYET , regex [CE>TREINZHERITH not_expect X
FHE—BLAWMES . FuIIEERICHYET, regex F—T—FHAZRESNTLVEW
HEIE. BAIZ not_expect XFIIMNBRHEINGZITNIEEKRTT,

Citrix XenServer EZEaAVTSATFUR I7ALIL )VIFPL R

Citrix XenServer @AV TSAT VR Fxydld, 1 BEBRVT, URHRAT S Unix BREEITSATUR T74IL )IF7LUR
EEREITLTVET , AUDIT_XE EWVSEBMEEZFRALT. NV FEEEZEITTEET , XenServer EETHERATESFvY
BATIERDESY T,

FILE_CHECK_NOT
PROCESS_CHECK
FILE_CONTENT_CHECK
FILE_CONTENT_CHECK_NOT
CMD_EXEC
GRAMMAR_CHECK
RPM_CHECK

CHKCONFIG

XINETD_SVC

AUDIT_XE
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XenServer - The hosts.deny file blocks access by default Citrix XenServer Compliance 2

- Use a static IP on the storage network interface... Citrix XenServer Compliance 2

- List security roles Citrix XenServer Compliance 2

- Review accounts used to mount remote storage Citrix XenServer Compliance =

- Administrative actions are logged Citrix XenServer Compliance 2

- All network interfaces are operating in full-dup... Citrix XenServer Compliance 2

- Auto-start is not enabled Citrix XenServer Compliance 2

- Enable only necessary and secure services, proto... Citrix XenServer Compliance 2

- Enable port locking by default on the VM guest n... Citrix XenServer Compliance 2

- External authentication is disabled Citrix XenServer Compliance 2

- Host is enabled Citrix XenServer Compliance 2

Fxv9d 247 :AUDIT_XE
R, XenServer AUDIT_XE DH>F )L FruoERLET,

<custom item>

type: AUDIT XE

description: "List halted VMs"
info: "Current guest VM status."

reference:

cmd: "/usr/bin/xe vm-list power-state=halted params=uuid,name-label,power-state"

# You can
# Example
# ignore:

"PCI|2.2.3,SANS-CSC|1"

ignore VMs expected to be halted by entering their UUID here
ignore
"669e1681-2968-7435-c88e-663501£7d8£3"

</custom item>

F——F

ROFEIZ. Citrix XenServer AV TI5ATUR FIuI B IT38F—T—RDFERAFEERLET,

i

type

description

AUDIT XE

CDXF—T—KIE. ETTE5FvIEHREICEHRATLDIZFEALET , description 71—JL
FIZ—ETHEIDLELHY. 2 DOFvIHEL description F4—ILREHFDZLILTEE
A, ZhiZ. SecurityCenter A% description 74— JLRZFALT. 75512 ID BE%H

BAEMT H=HTY,

151 -

description: "List running VMs"
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info

see_also

reference

solution

severity

cmd

regex

expect

COF—T—KE RITTEFVIICETHFMEHRAZTEMTODIEALEY R
TE% info Z4—ILFBIZHIRETHYEE Ao info TV ZESIAFTHOLEN
HYFT,

151 -
info: "The allocated virtual CPUs (VCPU) should be reviewed.
Desired settings depend on workload and operating system type."

CDF—T—RIZEKY, FTyIIT DV TRILDIERERB T DI VEEHHENTEET,

i) -
see also: "http://support.citrix.com/article/CTX137828"

COF—T—FIZEY. BEEFIVIDHESRESHEENTEEFY,

151 -
reference: "PCI|2.2.3,SANS-CSC|1"

ZDFXF—T—FIZF. AVTSATUR T5—3BETH=HDY)1—3> TXANES
HBEZEMTEFET,

CDF—T—FRE.FzVIDEREZRETHADICHERALET , ERNEIL. HIGH,
MEDIUM. E7f=l& LOW OWF MY FET .

451 -
severity: MEDIUM

CDF—T—FIE Z3—7 Y LTRITID xe AV ERELFET

151 -

cmd: "/usr/bin/xe subject-list params=all"

DX —T7—FE. FEDERKRE—HIHEHEINNELET, "regex" F—T—FHE&
EIN, "expect” } "not_expect” LEXE SN TLVELMES , regex T—HTEHTATD
HEMNZDFEELR—FENFET,

151 -

regex: "power-state.t+"

expect F—I—FPEESNTLSHZE. TRTOHERD "expect” F—T—FIT—HF
BEEDAHFIIVIIEEKITHEYET 1 DDERTH expect F—T—FE—HLANG
B.ITRTOHEN expect E—HLEWNEDELTFVIIEIREHRIZHYET,

151 -

<custom item>

type: AUDIT XE

description: "List Running VMs - Any non running vms."
cmd: "/usr/bin/xe vm-list params=uuid,name-label,is-a-

template, power-state,allowed-operations"

regex: "power-state .+"

expect: "running"
</custom item>
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not_expect not_expect F—T—FMNEESNTLDIEE. TXTHOFERD not_expect regex &—E
LBEWMEEDAFIVIIEERICHEYET,

il -
<custom item>
type: AUDIT XE
description: "List Running VMs"
cmd: "/usr/bin/xe vm-list params=uuid,name-label,is-a-
template, power-state,allowed-operations"
regex: "power-state .+"
not expect: "halted"
</custom item>
ignore COF—T—FIZLY, BRIHENDHBZEHRTHENTEFT,
il -

<custom item>
type: AUDIT XE
description: "List halted VMs"
info: "Current guest VM status."
cmd: "/usr/bin/xe vm-list power-state=halted
params=uuid, name-label,power-state"
# You can ignore VMs expected to be halted by entering their
UUID here
# Example ignore
ignore: "669e1681-2968-7435-c88e-663501£7d8£3"
</custom item>

HP ProCurve BEAVTSATUR T7AIL YI7PLUR

HP ProCurve &%, 2<LDBIZHLVT, Cisco AVTIAT VR TS5 AV DYLEEE ZFE T, Tenable HP ProCurve & J7
4 IJLiZ. ProCurve RAYFeILIZDNTO HP FRITARR—/IR—IZEDNTWET . COEERIZIL. EF T REIN TV
WH—EXZEMICL, 7YX (TACACS, RADIUS %) BT 5=HDFvINEENET,. TEERZED
root =X BEHEDERY SSH BERIBFHRNALETT,

112



HP ProCurve - 'Configure login attempts' HP ProCurve Compliance Checks 1
HP ProCurve - 'RADIUS or TACACS Authentication is HP ProCurve Compliance Checks 1
ﬁ HP ProCurve - ‘Secure Management VLAN is configured' HP ProCurve Compliance Checks 1
HP ProCurve - ‘Configure Management VLAN' HP ProCurve Compliance Checks 1
HP ProCurve - ‘Disable HTTP* HP ProCurve Compliance Checks 1
HP ProCurve - ‘Disable IP Stack Management' HP ProCurve Compliance Checks 1
HP ProCurve - ‘Disable SNMPv2* HP ProCurve Compliance Checks 1
HP ProCurve - 'Disable TFTP client’ HP ProCurve Compliance Checks 1
HP ProCurve - 'Disable TFTP server' HP ProCurve Compliance Checks 1
HP ProCurve - 'Disable Telnet' HP ProCurve Compliance Checks 1
HP ProCurve - 'Enable ARP protection' HP ProCurve Compliance Checks 1

FIvy 347
HP ProCurve > TFS5AT VR FxuI1lE.3 DDFIVI Z3ATD560 1 22 FALET . EERHD—HBHLRI V2V IR TR
NESYTT,

<custom_ item>

type: CONFIG CHECK

description: "Verify login authentication"

info: "Verifies login authentication configuration"
reference: "PCI|2.2.3,SANS-CSC|1"

context: "line .*"

item: "login authentication"
</custom item>

F——F
ROFKXIZ, HP ProCurve AV TS5AT VA F 2B H5E8F—T—RDFERAFEERLET,

type CONFIG_CHECK
CONFIG_CHECK NOT
RANDOMNESS CHECK

description CDXF—T—KIE. EITTE5FvIEHEICEHRATLIDIZFEALET , description 71—JL
FIZ—ETHEIDLELHY. 2 DOFyIMEL description 74— ILREFDILIETEE
A, ZhiZ. SecurityCenter A% description 74— JLRZFALT. 75512 ID BE%H
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info

see_also

reference

solution

severity

regex

item

context

BAERT H=HTT,

R

description: "Verify login authentication”

ZDF—T—FIE,. BITT5Fzv VBT HEMERBEZEMTSDICERALET , IBE
TE% info 74— IILRHUZHIRITHYER A, info a>ToVIE, ZE5IAFTCHOLEN
HYET,

IE

info: "Verifies login authentication configuration."
COF—TD—RIZEY, FzuIITONWTERIDIFERERM T DI IEEHHENTEET,

151 -
see also: "http://www.hp.com/rnd/support/faqs/1800.htm"

COF—T—FIZEY . BEEFIVIDHESRESHEENTEFY,

151 -
reference: "PCI|2.2.3,SANS-CSC|1"

ZDFXF—T—FIZF. AVTSATUR T5—3BETH=HDY)1—3> TXANES
HBEZEMTEFET,

151 -

solution: "Modify the configuration to add missing line"

CDF—T—FRE.FzVIDEREZREITADICHERALET , ERNEIX. HIGH,
MEDIUM. E7f=l& LOW OWWF MY FET .

151 -

severity: MEDIUM

COF—T—FE. FEDERKRE—HTIEBEINELET, "regex" F—T—FME&
ESIMN. "expect”  "not_expect" LERE SN TLVELMES  regex [T—HTEHTNTD
HEMNZDFFELR—FENFET,

151 -

regex: "power-state.+"

CDF—T—FIE. regex [CE>THRHEINIZITH TORRETIHDEDTY , regex H
BESNTLEWMEE [, £TICHLTFIVvINIThRET,

151 -

regex: "power"

COF—T—RIZEY  FEDAVTIAMIHLTREREZITICENTEEY , AVTHFAL
[T, EImDITE ZAAN—REEBEFICLEZERDITTERINET,

151 -

context: "line .*"

AL TXRAMERALTEE TEL YU VEREBERISRLETS
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vlan 1
name "DEFAULT VLAN"
untagged 2-24
ip address dhcp-bootp
no untagged 1

exit
<item>
type: CONFIG CHECK
description: "HP ProCurve - 'dhcp-bootp'"

context: "vlan 1"
item: "ip address dhcp-bootp"
</item>

EROFIVITE, IVTHAL "vian 1" [CHLT "ip address dhcp-bootp" HE%
EINTNSIENHERINET,

min_occurrences ZDF—T—KIlE. FzvrDOF/NHBIBEI#HEHRETEET,
1
min occurrences: 3
max_occurrences min_occurrences [CTWFETA, CCTRHERHBRERERELET,
required DX —T—FRIE,. FzvID—BHBBENESHIEFIRELET , required 74— ILEDIE(E

YES. NO. ENABLED. %= DISABLED IZiYET,

1 :
required: YES

FireEye #REBTIAVTSATFUR 74 YIFPLUR

FireEye B &L, FireEye AY=a7/LE, —RGEEHARSAVIZEDNTWET . COEEICIX, BEE. #Al. B 77
SATURER AT TSR IA—LEEBAUA71—R (IPM). APEY—ERX BEE. BEUTILIIT7HRESR
FLERBOFIVINEENTT , EIERZED root £-IXEEEDHER SSH BRIERMSAVNETT,
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n FireEye - User ‘admin’ SSH access is disabled FireEye Comg 1
m FireEye - User connections are limited by subnet or VLAN FireEyo Complia neck 1
m FireEye - Web interface does not use the system self-signed ... FireEye Compliance Checks 1
FireEye - A scheduled system backup job is configured FireEys Compiiance Checks 1
m FireEye - AAA LDAP binding user should not be an admin ireEye Comg hecks 1
m FireEye - AAA failed logins are tracked FireEye Compliance Checks 1
n FireEye - AAA is enabled FireEye Comg @ Checks 1
m FireEye - AAA lockout settings apply to the ‘admin’ user FireEye Compliance Chacks 1
m FireEye - AAA lockouts are enabled FireEye Compliance Checks 1
m FireEye - AAA lockouts delay further attempts for at least 3... FireEye Comg necks 1
m FireEye - AAA lockouts occur after at most 5 failures FireEye Complia hecks 1
m FireEye - AAA tries local authentication first FireEye Complance Checks 1
m FireEye - AAA user mapping default FireEye Comg o Checks 1
FireEye - AAA user mapping source FireEye Compliance Checks 1

Fxv) BA4T
FireEye AT SA TV R FxuolE,.3 DDFIVI ZATDI35M 1 DHFFERALET . EERAD—BRIAEL U AVIRIERDES
YT,

<item>

type: CONFIG CHECK

description: "Specific user privs"

info: "Expect to fail on running config since not all username lines match"
regex: "username .+"

expect: "username egossell capability admin"
</item>

F——f
ROFRIZ.HP ProCurve AV TSAT7 VR FudlZHBIFTAEF—T—FOERAAEERLET,

SRR

type CONFIG_CHECK
CONFIG_CHECK NOT
RANDOMNESS CHECK

description CDXF—T—KIE. ETTE5FvIEHHEICEHRATLDIZFEALET , description 71—JL
FIZ—ETHLIBELHY. 2 DOFyIHEL description 74— ILEEFDOILIETEE
A, Zhi, SecurityCenter A description 74— JLRZERL T, 75512 ID HFEEH
BERT 5-HTT,

151 -

description: "Verify login authentication"
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info

see_also

reference

solution

severity

regex

expect

not_expect

min_occurrences

max occurrences

required

COF—T—FE RTITEFVIICETHHMOHRAZEMT ADITERLEY  fBE
TE% info Z4—ILFBIZHIRETHYEE Ao info TV ZESIAFTHOLEN
HYFT,

151 -

info: "Verifies login authentication configuration."

CDF—T—FRIZ&Y, FzuIIZDWTRIDIEREFIRIL T B IFEDHDENTEET,
151 -

see _also: "http://www.fireeye.com/support/"

CDF—T—FIZEY . BEEFIVIDHESRESHEENTEFY,

1 :
reference: "PCI|2.2.3,SANS-CSC|1"

CDF—T—FIZX. AVTSATUR I5—FEBETHEHNY ) 1—ay TXANES
HBEZEMTEFET,

151 -

solution: "Modify the configuration to add missing line"

ZDFXF—T—FIE. FzvIDEREZERETIDICHERALET . EXEIEL. HIGH,
MEDIUM. E7f=l& LOW OWF MY FET .

11l -
severity: MEDIUM

COF—T—FE. BEDERKBFE—HTHEEHEZINZELET, "regex” F—T—FME%
FESIMN. "expect”  "not_expect" LERE SN TLVELMES . regex IT—HTEHTNTD
HEMNZDFFELR—FENFET,

151 -

regex: "power-state.+"

ZDF—T—FIE. regex [C&>THRHSNIZITRATORREEZITOHDED T, regex [Tk
STRHINIZTRTOITH expect FREE—HLTLNIEEKLTT . regex HMEEINTLY
BUMEGEIE, TRTOTNFvIINETHN. RETEIHELAHDIDI(E 1 TOH T,

E

regex: "power"

expect EBTVWET A, —HABRHEHINIEES. FEKRIZHAYET , expect &
not_expect DMAEBIEESNTULVEWMES  BRATIRELET R TOTH info Ayt—
ELTLAR—FENFET,

ZDF—T7—FRIE. FzvIDRNMEBREHEHRETEET,
IE

min occurrences: 3

min_occurrences [CEITWET A, CCTEFEARHBEHEZRELEFT .

CDF—T—FIE. FvID—BDBENEINEIEELET - required 74— )LEDIE(T
YES. NO. ENABLED., F7=I& DISABLED [Z%YET,

E
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required: YES

cmd “hiz&kY. show avURERITTEET,
E
cmd: "show version"

"show" AV RDHIEERAEETY ,

<item>
type: CONFIG CHECK
cmd: "show version"
description: "Show Product version"
regex: "Proaduct model:"
expect: "1234"
</item>

BrocadeFabric OS (FOS) AvF3A 7V R F7LIL YIT7PLIU R

Brocade Fabric OS (FOS) &, Fibre Channel 1 yF#& XU FICON XA yF® Brocade 773!)—ETEITINFET, COEE
[ZIE RRT—F RUS— B Y —EX. OvI7Ib RIS — X 1) TF(RESN TGS —E R FREIEERTE. O
JERELEBEEICHTEIFVINEFENET . TEEREHFD root FIEEEEDHE L SSH ERBFBNIVLETT,

Brocade : 'Disable HTTP'

Brocade : 'Enable HTTPS ssi log'

Brocade : 'Enable HTTPS'

Brocade : 'Ensure a SSL certificate file is established

Brocade : 'FIPS Mode is enabled'

Brocade : 'Forward all error logs to sysiog daemon'

Brocade : 'administrator account is enabled with admin role assigned'
Brocade : 'All audit severity level must be audited"

Brocade : 'Authentication policy must be rejected’

Brocade : 'Bottleneck alerts must be enabled’

Brocade : 'Bottleneck detection must be enabled'

Brocade : 'Configures filters for a specified audit class’
Brocade : 'Device Connection Control policy must be rejected’

Brocade : 'Disable HTTP IPv4'

Joooooonoaeaant

Brocade : 'Disable HTTP IPv6'
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IBYI R
CDTSTAVEEBTRDL U AYIRITRDESYTT

<custom item>

description: "Brocade : 'Enable SSH IPv4'"

info: "SSH uses asymmetric authentication to exchange keys and create a secure
encrypted session."

info: "It is recommended that you use Secure Shell (SSH) instead of Telnet."

see also:
"http://www.brocade.com/downloads/documents/product manuals/B_SAN/FOS CmdRef v7
00.pdf"

solution: "The command to enable SSH is as follows\n
switch:admin> ipfilter --addrule policy name -rule rule number -sip any -dp 22 -
proto\n

tcp -act permit\n"

reference: "SANS-CSC|11,SANS-CSC|10,PCI|2.2.3,800-53|CM-7,800-53|AC-1,800-53|SC-7"
cmd: "ipfilter --show"

context: "ipvé4.+active"

regex: "tcp\\s+22"

expect: "permit"
</custom_ item>

Dell Forcel0 A FSATFUR I74IL YI7L R
Dell Forcel0 (FTOS) T/\A R, SESFHEHEEER MV F THEHEINET, COEEIZX, /SRT—FK RS — BT —E X,

=~

Ayo7ok RUS—, X2 )T RESNTUVEWY—E XL, SREIEIERE. SNMP & NTP k. OV B ELEEHREIC
NI BFIvINEENET, T2EREHED root TRITEEEDAMNY SSH EREFERALETT , T/NSM RAERZ
"enable" E—FMNSDHTHIEATEET,

Credential Type BSH settings -

S5H user name root
SSH password (unsafel)

SSH public key to use Add File
SSH private key to use Add File

Passphrase for SSH key

Elevate privileges with Cisco 'enable’

T1)77L 2 RIZIE, "cisco enable” £LVS 1 DD "enable" A7 avhBYEB A CDTSTAUIE. FDT)I7LUREE
F—/\wHL T, enable /ISRAT—RZEHRELET, LI=M>T, 2—H—IL. "cisco enable" 7L 3> %EHLT. enable /XX
—FERETEIHELHYET,
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https://www.force10networks.com/

Dell Force 10 : Davice clock disable DST adjustmant

Dell Force 10 : Disable FTP

Deall Force 10 : Disable SNMP write access

Dell Force 10 : Enable aaa accounting exec

Dell Force 10 : Enable aas accounting system

Dell Force 10 : Enable asa authentication

Dell Force 10 : Enable aaa authentication login

Dell Force 10 : Set ‘exec’ Banner

Dell Force 10 : Set ‘login' Banner

Dall Force 10 : Sat ‘motd’ Bannar

Dell Force 10 : SNMP Community string |= private

Dell Force 10 : SNMP Community string = public

Dell Force 10 : Allow SSH version 2

Dell Feree 10 : Configure External Syslog server

Dell Force 10 : Configure NTP server

Dell Force 10 : Device clock = UTG

e
[P

YR
CDTSTAVEEBTRADL U AYIRITRDELY TS,

<custom item>

description: "Dell Force 10 : Min Password Length >= 8"

info: "Passwords should be at least 8 characters in length"

expect: "password-attributes.+min-length ([8-9]|[1-9]1[0-9]+)"
solution: "To configure password length run the following command :\n

password-attributes min-length 8"
reference: "SANS-CSC|10,HIPAA|164.308(a) (5) (ii) (D),PCI|2.2.4,PCI|8.2.3"
</custom_ item>

Fortinet FortiOS BE&EAVTSA 7R I7A4IL YI7PLUR

Fortinet FortioS BE&EIZIE. /ART—K RUYL— IOz 7REBER. ANV —ERX . SAEVADERERT—ER, BT LE
UMERERL. NTP 8/, SNMP #mk. BEBEI—Y—HE NV FBEHFAEZ EERBREOTER. BIUVRIEIHTE2FvY
NEENET, TRIERZEED root FXBETEED B SSH EREFEBRMNBLETT,
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Fortigate - Use non default admin access ports - 'HTTPS'

Fortigate - Use non default admin access ports - 'SSH'

Fortigate - Virus database - 'extreme’

Fortigate - VPN SSL cipher suite > than 128 bits

Fortigate - Webfilter License - Not Expired

The device does not appear to support or is not configured for administrative password policy ...

Fortigate - AAA - TACACS+ server is trusted

Fortigate - Admin access - trusted hosts

Fortigate - Admin password lockout >= 300 seconds

Fortigate - AV Grayware - 'Adware'

Fortigate - AV Grayware - 'BHO'

Fortigate - AV Heuristic - 'block’

Fortigate - DNS - primary server

Fortigate - DNS - secondary server

Fortigate - External Logging - 'syslogd'

pooooooonAAaacd

BRI PRX
CDTSTAVEEBTRADL U AYIRITRDELY TS,

<custom item>
description: "Fortigate - SSH login grace time <= 30 seconds"

info: "SSH login grace time <= 30 seconds."
reference: "HIPAA|HIPAA 164.308(a) (5) (ii) (D) ,SANS-CSC|16,PCI|2.2.3,800-53|AC-2(5)"
solution: "Issue the following command to configure SSH login grace time.

config system global
set admin-ssh-grace-time <time int>

end"
context: "config system global"
regex: "set[\\s]+admin-ssh-grace-time"

expect: "set[\\s]+admin-ssh-grace-time[\\s]+ ([1-2][0-9]|30)S"
</custom_ item>

description. info. reference,. solution DEF—T—F([E FEDTHFACEELILNATE. BHIEZTDLFIDES
YTY, SNLDF—T—FIZEKY., .audit T7MILADFVIBEEDAIT—EEEZHEHENTEET ; description F—
T—FDHHET, TOMDF—T—FIEFRTHTavTY,

COEE(E, FREN regex. expect, not_expect DEF—T—RIZEHLTLEMUVELIDZERELET , Fortigate 754

A2D))—RAEA (2014 £ 1 B 21 B) TlE. Tenable (X, AV TSAT7 U RAEREETT DI, ThioDF—T—FD 6 DD
HAEOEEYR— M EFEICH>TVET,
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regex. expect, not_expect L
regex. expect. not_expect NDEDNF—T—FELEESNTLVELGEES  BREAALAR—FEINET (cmd NIEESHTL
BGEE. AT FHARESNLR—FENFET),

<custom item>

description: "Fortigate - HTTPS/SSH admin access strong ciphers"
context: "config system global"
</custom_ item>

LEDOFIYITIE, "config system global" AVTHFAREEMALR—IEINET,

regex M&H
regex NDHIEESNTNDIHEE. regex [T—HIT BT RTOITHALKR—FENFET,

<custom item>
description: "Fortigate - Review Admin Settings"
context: "config system global"
regex: "set[\\s]+admin-.+"

</custom_ item>

CNFEHRIRBEDA T arTT  FEARK. JA—/NL AV TRRAMATOIRTOEBRERED—ENRREINES, — BT
BITHEMoT=15E . WARNING HERAESNES . =1L, required M YES [CRESNTLDIHEE . FIUIIEFERIC
BYFEY,

expect DH
expect ¥F— T —FDAEEINTWVDIGE. — BT HITIEREENREEINES L, FovIIEERITLGYET,

<custom item>

description: "Fortigate - Admin password lockout = 300 seconds"
context: "config system global"

expect: "set[\\s]+admin-lockout-duration[\\s]+300S$"
</custom item>

EROFTYITIE, admin /SRT—F OvoF7IhA 300 BITBRESNTLSIGE ., S8ICEYET,

not_expect M &
not_expect ¥F—TJ—FDAHEESNTVDEE ., —HIAT/HEHEENFELTOVETARKL, FIvIEFERIZEVET,

<custom item>

description: "Fortigate - Use non default admin access ports - 'HTTPS'"
context: "config system global"

not expect: "set[\\s]+admin-sport[\\s]+443$"
</custom item>

EREOFyIE. admin R—hHY 443 [THRESA TGS FAKICHYET,
regex & expect

regex ¥—7J—F& expect F—T—FDEAMNIEESNTLNSIEE. regex [TLY . BN TATOREETHBEI.
expect NMEREELEITLET , regex E—H T H1TIZ expect [T—HLEWMTAHIEE . FUIIEFREHRIZHEYET,
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<custom item>

description: "Fortigate - DNS - primary server"
context: "config system dns"
regex: "set[\\s]+primary"

expect: "set[\\s]+primary[\\s]+1.1.1.1"
</custom_ item>

regex & not_expect

regex ¥—7—K& not_expect ¥F—T—RFDAAMNEEINTULSIESR . regex ITLY, BEALT R TOEETAHLE
1. not_expect NEMEEZEITLET . regex E—HT H1TIC not_expect E—HTHITHAHBSEE . FIVIEFFER
[CEYET,

<custom item>

description: "Fortigate - Disable insecure services - TELNET"
context: "config system interface"

regex: "set[\\s]+allowaccess"

not expect: "set[\\s]+allowaccess[\\s]+.*?(telnet[\\s]|telnet$)"
</custom item>

LEDOFVIIE, BT telnet BEIZHE-TNRIGE . FEKICKYET,

context

context DR, TRTDAVTSATUR TSTAVITHEETHOITTREHYERE A1 DDEREIaVIT 1 DUEDST
ZERATESALIICT NARBREDNEHEINTISIEE., .audit DZTDRELYVIIVEEETHEIIT context F—T—F
EEALEY, :2EZE RO admin FREHIE. I O—/ILERICER/IRYTENET,

config system global
set access-banner disable
set admin-https-pki-required disable
set admin-lockout-duration 60
set admin-lockout-threshold 3
set admin-maintainer enable
set admin-port 80

cmd
T55401E emd F—T—FEHHR—FLTOET, SOF—T—FIZKY. get AYUREIE show AYUREEITLT, Lik—
FOKERENEEHDIIENTEET,

<custom item>

description: "Fortigate - Review users with admin privileges"
cmd: "get system admin"

expect: ".+"

severity: MEDIUM
</custom item>

rEOFIVIIE, A—F S admin A—H—ZBHL. URNPYTLET,
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Amazon AWS aAYFSA 7R I7A4IL YI7PLU R

Amazon AWS E&EIZIEX, ETHRDAVREVR, 2y T—4 ACL, T7AT 94— ILIBR. THOUMER., 11— — YRNZE
12T 3FvoInEENET . UE—F AVREIVRDEZEIZIL. Amazon AWS 79X ¥ —DEMEYFABETT,
Amazon AWS XF&v (L, AWS A Web R—ZADHY—ERXTHS1=8. =T ILEFIBELLZNENSKEGZRIZDONT, 1ZEH
% Nessus BEBERLGYET AV TSAT7VABERIFZ MDAV TSAT7UREREMU-EDIZHYET,

Status = Plugin Name Plugin Family Count

List Usars Amazen AWS Compliance Checks 1

List Vpos Amazen AWS Compliance Checks 1

BEIZAILDIAIIR
Amazon AWS #ERF v HZERIZTRLET,

<custom item>
type: CONFIG CHECK
description: "Verify login authentication”
info: "Verifies login authentication configuration"
reference: "PCI|2.2.3,SANS-CSC|1"
context: "line .*"
item: "login authentication"
</custom item>

F—J—F description. info. reference. &V solution [ZIZEBEDTHFAMEESHEIIENTEET , 21— —IL. .audit N
[CFTVIBEEDAIT—REEHDHENTEET , description S DF—D—FIEA T3> TT,

E—
ROFRIZ. Amazon AWS AV TSATUR FvIIZBH5&F—T—RDFERAEEZRLET,

s e eens

Type CDF—T—FIE. ERERITDICTIERATS APl #IRELFET (CZTIE IAM),
description "description" ¥ —TJ —FX . EFTITH5FzvIDOEELGHBAZEMLET,

description Z4—ILRIZIE—EDTFArEIEEL T, description J4—I/LRAE
BIBFIIIEER LGN EEEHRELE T, Tenable @ SecurityCenter [, —&E®
TS5 42 ID BB % description 74— ILRICEDWTEBMIZERLET .

info "info" F—TJ—NKIE. BT T5F v IICBETHEHEMARBAEEMTSDITFERALET . F
VI DREBMRILEL T, REITH2Y. FHBERMN T HIN TS URL TH-2Y., 1©
2R —LBEFIETETEET . EHMD info T1—ILRE  TEXRMNEINSHTSTELTIH
—IYhTBE=HIZ1ITIZ 1 DT DBMTHIENTEFET , FHTES info T1—ILRH
IZHIBIEHYEE A,
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& "info" AU L. BITHLTRDITIZCANTHILELHYET , EHITHN
WERIGSX (FA—<yb EDERBGEICKY), "info" 2T ZFEBMLET,

151 -
info: "Review the the list of interfaces"
info: "Disable unused interfaces"
aws_action DX —T—FRIE AWS Y7y 2R LTEITT S Amazon APl 723V ERELET .
xsl_stmt ZDF—T—FIE APl Y IRFDEITHIZEEINS XML T7/)LIZERINS XSLT %
ERTOIHETIRBELET,
regex "regex" ¥—TJ—FIZkY . BRIEEREDRET. BENDERRB~ADEBEEITIEN
TEET,
IR
regex: "set system syslog .+"

ROAFXFIIEFRNGNEABDETY +\* ()"

CNEDOXFIF VTIILTHRRTBEEE. 2 DDNVIRTYVATIRT—TFHh,
AR TRYFEY .. 2" BEDMDXFIF. UTIILTHERT BIZF. NV IRTvya
Z 1 DFEFERALET,

CNIF AVNAIDRINLDXFELET HFEICEARLET,

FrvJIl "regex" AU MEEESN, "expect”. 'not_expect'. 'number of lines"
BT FRESNTLEMES . Fulld, regex E—HT 5274 LHR—MFT,

expect ZDF—T—RIZKY. "regex" 2V I1I— BT HERIEBEHEETEET . F/-. "regex" ¥
THMERSNTULVEWES . BREERDN DS "expect” XFIMNRERINET,

"regex" [CE O THRHINI-IBRHITH "expect” 25 E—HLTWSIGE. FIvIIEEHK
IZEYET, "regex” NEEINTLVELMEE(E. "expect” XFIMN BRI LEBEINT-
BEICERICEYET,

not_expect COF—T—FIZEY BRAICEENTIIGLORVVERIERZRERTEEY,

NI "expect" DRFDEMEICHEYE T, "regex" I[CL>THEREHIN-EBRITH
"not_expect" AU E—HBILLWMES . Fy VX ERICHEYVET, "regex" 3T MNEES
NTULVELMEEIX. #B8C 'not_expect” XFIARHEINAZTNIEERTT,

regex, expect, not_expect DENBIEEINTLVEWMEE . API VTN DH AEEMNLKR—FENFET,

TINvT

AEr BN BLEWNSSGRENRELIIBGE. TS5 10ET/\v) E—RTERITESEST/\VY ISTEEEI7ML
[SHLBATEDESAYEL =, BEET7ALHDETITH <debug/> EBMTEET, ShIZEY, TSI (VIE, TSI
Y IS5—OrST LY a—T4o T ISR DHMERERRLES
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BEED RIFEREE

AVTSATUREEIF. —BEtEe. BHDO BIFREADEESEHRL. AT LNZOKRICEEL TSI LERYRLUEIT
B=HDENTT , VATLLBEMD BIFENSEFRLIZIGEIZ. ChERETAEFEETT . 253752 &I2KoT.L &L
FRERECI-KRETDEEEDBHSEHIENAREICHYET . CILEE. regex, expect. not_expect. HLUZ Dfih
B#HDIAVTIATUR TALITAT DA EOEICKYERLET . COFEIEZHTHY . AMTIEHYETH. ESLTET
FRXLD 2 D0 BLOB DEEKICIERANHYET . ENEITOIFKERKRZHRELTH. THFACDKEX BLOB LEEAID R
FELDLEBEFEETELHEEHYFELA COIEIZKY . "BEHD BIFE" 26 L TTHF XD BLOB Z LT 516 DHEEE
EMATHIENTEDLSITHO>TVET,

COWEELTFIATHICIE. BFAEZE known_good ¥F—TJ—FICOE—FEAMENHYET . EROBRIFELIEETHILLTE
FIN,. ZDBEREX. AVITRYWET , FEZ X RDESYTT,

<custom item>

Description : "EC2: DescribeRegions - 'Regions that are currently available'"

type : EC2

aws_ action : "DescribeRegions"

xsl stmt : "<xsl:template match=\"/\">"

xsl stmt : "<xsl:for-each select=\"//ec2:item\">"

xsl stmt : "Region: <xsl:value-of select=\"ec2:regionName\"/> End-Point:
<xsl:value-of select=\"ec2:regionEndpoint\"/><xsl:text>&#10;</xsl:text>"

xsl stmt : "</xsl:for-each>"

xsl stmt : "</xsl:template>"

known good : 'us-east-1:

Region: eu-west-1 End-Point: ec2.eu-west-1.amazonaws.com

Region: sa-east-1 End-Point: ec2.sa-east-1.amazonaws.com

Region: us-east-1 End-Point: ec2.us-east-1l.amazonaws.com

Region: ap-northeast-1 End-Point: ec2.ap-northeast-1.amazonaws.com
Region: ap-northeast-2 End-Point: ec2.ap-northeast-1.amazonaws.com
Region: us-west-2 End-Point: ec2.us-west-2.amazonaws.com

Region: us-west-1 End-Point: ec2.us-west-1.amazonaws.com

Region: ap-southeast-2 End-Point: ec2.ap-southeast-2.amazonaws.com'
</custom item>
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Output

us-east-1:
Begion: eu-west-l1l End-Point: eci.eu-west-l.amazonaws.com
Region: sa-easst-1 End-Point: eci.sa-east-l.amazonaws.com
Region: us—-east-1 End-Point: ecZ.us-east-l.amazonaws.com
Region: ap—northeast-1 End-Point: eci.sp-northeast-l.amazonaws.com
Begion: us—-west-Z End-Point: eciZ_us-west-Z.amazonaws.com
Begion: us—-west-1 End-Point: eciZ_us-west-l.amazonaws.com
Region: ap—southeast-1 End-Point: eci.zp-southeast-l.amazonaws.com
Begion: ap—southeast-2 End-Point: eciZ.ap-southeast-Z . amazonaws.com
No known good matches found.
——— actual
+++ known_good 1
@@ -1,8 +1,% @@
tus-esst-1:
Begion: eu-west-1 End-Point: ecZ.eu-west-1l.amszonaws.com
Begion: sa-east-l End-Point: ec?.sa-east-l.amszonaws.com
Begion: us-east-1 End-Point: ecZ.us-east-l.amszonaws.com
Begion: ap-northeast-1 End-Point: ecZ.ap-northeast-1.amazonaws.com
+Region: ap-northeast-Z End-Point: ecZ.ap-northeast-1.amszonaws.com
Begion: us-west-2Z End-Point: ecZ.us-west-2Z.amsZonaws.com
Begion: us-west-1 End-Point: ecZ.us-west-l.amszonaws.com
—Region: ap-southeast-1 End-Point: ecZ.ap-southeast-1.amszonaws.com
Begion: ap-southeast-2Z2 End-Point: ec?._asp-southeast-Z . amazonaws.com

Status + Hosts

FAILED Amazon AWS

HAICIE BEELLTEDODESNTREINTVET,

A—R5—AR

COBEDRLEFNLZI—X F¥—AD 1 DELT.BRMOLRIFEEZFEALI: "T—ILF RAVF—h" BEEZERTHELSH
ENBHYFET 2EZIE A= YN L TERZHE =T =HDAX vy %EEITL., .nessus 77A/LM5 "known_good" fE%
WMBLT.EE'I7MIIVERHL. "TRTCER" OREREHTIIICEI—ERF v aETTHIENTEET,

Tt
e known_good i d %H& expect & not_expect [F EEBEEINFET I, regex [FFEYET, LI=A DT, regex A
BEINTLSIEE. regex TRYRAEN-T R T HLENTHNET,

o 1 DMIIL—ILTEHD known_good ZIEETEFEIT M. TNTNIAVITRUBMLELHYFET,

o CZOMEEIL .inc I7MILDREVR7OVHEEEL TRESIN TSN T, ED Nessus T3V AVATHHHEIZFERAT
=F7,

Adtran AOS AV TFTSA TR I7A4IL YIFPLUR

Adtran AOS EEEICIF, /RART—F R — B H—ERX X aUTRESN TGN —ERIBRL. B 0T RELER
BRE. BEU SNMP & NTP BREREISH T DF TV INEENTT . TEHERZER D root TILEEEDHRG SSH BE1FE
B|ABETYT,
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Adtran : Disable FTP

Adtran : Disable SSLv2

Adtran : Disable Telnet

Adtran : Disable TFTP

Adtran : Enable aaa

Adtran : Enable aaa authentication

Adtran : Enable NTP

Adtran : Enable service password-encryption

Adtran : Encrypt passwords

Adtran : Forward logs to syslog server

BRI R
CDTSTAVEEBRDOUAVIRERDEBYTT,

<custom item>

description: "Adtran : Disable FTP"
info: "Disable ftp server, if not required."

not expect: ""ip ftp server"

solution: "Do disable FTP Server, run the following command :\n

no ip ftp server"

reference: "PCI|2.2.3,SANS-CSC|10,CSF|PR.DS-2,800-53|AC-17,800-53|SC-9"
</custom item>

SonicWALL SonicOS aAvFS5A4F7 2R I7A4IL YI7PL2 R

SonicWALL SonicOS EE&E (X, SSL Rk, /ART—K KU — NF—E. EBT7 IR R—h, BEEFMLTILEKE.
TS5YRBHIERRTE. 9547k AV BHIAR) S — OV R EEEEBRE. EVtEFa)Ta Y—EX H—bDxA DAIILAEKE
B, RBHREEFIAERTE. BEUEBARET—ERBRICHTE2FVINEENTET,

&/ SonicWall ~® SSH BA L, JEIETAMIE IEFEBTELWNEENHYET . SSH API BNEEICEKRLEA, S
SE. A ISM U BHEREHELET.
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SonicWALL - User Inactivity Timeout - 5 minutes or less

SonicWALL - Web Interface - Does not use self-signed cert

E

SonicWALL - AAA - LDAP server is trusted

SonicWALL - AAA - RADIUS server is trusted

SonicWALL - AutoDownload Firmware - Enabled

SonicWALL - AutoUpdate - Enabled

SonicWALL - AV License - Not Expired

SonicWALL - Client AV Enforcement On - DMZ

=
—
E—
=
=
=
e
=
e

SonicWALL - Client AV Enforcement On - LAN

BV R
CDTSTAVEEBTRADY VAV RERDESYTT,

<custom item>

description: "SonicWALL - Disable insecure services - HTTP"
info: "HTTP is insecure by nature as it sends all traffic across the wire in clear
text."

solution: "Navigate to network->interfaces. Configure each interface by unchecking
the http management box."
reference: "800-53|CM-7,SANS-CSC|11,SANS-CSC|10,PCI|2.2.3,CSF|PR.PT-3,800-53|CM-6"
cmd: "show interface all"
regex: "http[\\s]lmgmt"
not expect: "http[\\s]lmgmt[\\s]+on"
</custom item>

Extreme ExtremeX0OS AV FS5AF2R 7ML YI7FLUR

Extreme ExtremeXO0S BEEIZIE, NRAT—FK R — NFT—ER. BRBEFMNLTIMERE,. AV RELEERTE. tXaUT
AMREINTWVEWNT—ER, TINAR S4BV RIER., XUV SNMP SREIZHTEIFIVvINEENTT,
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Extreme : Enable SNMP Traps

Extreme : SNMP community name != private

Extreme : SNMP community name != public

Extreme : Configure Banner before-login

Extreme : Configure idletimeout <= 15

Extreme : Configure timezone = UTC

Extreme : Device Info

Extreme : Disable Telnet

Extreme : License Info

Extreme : Only allow SNMPv3

Extreme : Password Policy - char-validation

Extreme : Password Policy - history <=4

FAILED
FAILED

Extreme : Password Policy - lockout-on-login-failures

BRI PRX
CDTSTAVEEBTRADL U AVIRIETRDESYTT,

<custom item>
description: "Extreme : Password Policy - min-length >= 8"
info: "Do not allow password lengths less than 8 characters"

expect: "configure account all password-policy min-length ([8-9]|[1-9][0-9]+)"

solution: "Run the following command to enforce min password length :\n
configure account all password-policy min-length 8"
reference: "SANS-

CsC|10,HIPAA|164.308 (a) (5) (ii) (D) ,PCI|2.2.4,PCI|8.2.3,COBITS|BAI10.01,800-

53|CM-2"
</custom item>

T—AR—AEREEIATSATUR IT7AIL YITPLUR
CCTlR . T—ER—R AVTSATUR FIviDIT+—vhEEH. BLURERTEDHREMERIZDOLTHBALET,

& SIRAORE:

BEI(—IWNERC—E5IRFLZESIAFTIE. RD 2 DDGEEERVNTELLTHERRIRTY .

1. CRLF B¢ XFH#UTIIICERTIVLENH KR I —ILREE D Windows OV TSAT7U R FyITIE,
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—E5|IAMEEALET . XFINELTRIRT 2BARATA—ILREIIRT—TFERENHYES

F2EZE . RDEBYTT,

expect: 'First line\r\nSecond line\r\nJdohn\'s Line'
2. ZE 5| A% IX WindowsFiles ® "include_paths" & "exclude_paths" Z# R Y AEICHETT,

EDT4—ILRAAT (description, value_data, regex &) IZHWLTH, —E5I AR FLIFEZES I AFEELXF
NEFERATHHEEIE. ROVWT LD EEZRNET,

a. SMUDSIAFELIFELRSEIAF2ATEERT S,

il -
expect: "This is John's Line"
expect: 'We are looking for a double-quote-".*'

b. A RAHBIBFIENVIRSYLATIRT—T$5 (ZESIAFDOH).

IR

expect: "\"Text to be searched\""

FIvy 4T

FTARTDT—HIR—R AVTFATVR FrvJl&. check_type HT /L TEHN, "Database” IEEEZEATLDIRENHY
FY.NE.ZD audit T7MILD T—ER—RRADT7AILTHAZEEHANT H5-DDHLDTY , check_type T1—IL
RIZI&. D 2 DD IRTGA—ENKETT,

e db_ type
e version

BEBERNRICTEDT —IR—R AALTERDELYTY,

SQLServer
Oracle
MySQL
PostgreSQL
DB2
Informix

version [T, BIZ "1" [TREINFET,

51 -

<check type: "Database" db type:"SQLServer" version:"1">

F—7—F
RORIZ, T—EAR—RAVTFAT VR FvIIBE T 5&F—T—FOERAEERLET,

cree e eeRs

type SQL_POLICY
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description

info

sql_request

sql_types

sql_expect

CDF—T—KRIE EFTITE5FvIDEBELGFHAZEMLET . description F4—JLF
[ZIE—EDTFALEHEEL T, description 74— IILENEE T BF vV IFERLENE
B LET ., Tenable ® SecurityCenter [, —BEND TS5 4> ID BEE%
description Z4—/LRICEDWCHIMICERLET .

E

description: "DBMS Password Complexity"

ZDF—T—KIE. BTIBFvIICBET 5 RBAZEMTADIFEALET . COF
—J—FKIZ&Y, B, URL, ¥R —, FEIEFZRENVELZZDMDERERLET,
BHOD info T4—ILR%E  THXRANE/INSTS7ELTIA—I VLT B=0HI12 1 17121 DF
DEMTEHENTEET , FRATES info Tr—ILREIZHIRIZHYEE A®

i
info: "Checking that \"password complexity\" requirements are
enforced for systemsusing SQL Server authentication."

ZDF—T—FIE, T—EAR—RITEETHEED SQL VITALFIEETADIFERALE
F,aAVIREYPYYHIIAMNREYEZFERL T, T—2EHZEERL., SQL YIITRMNBIRT
ZENTEET,

151 -
sql request: "select name from sys.sql logins where type = 'S'
and is policy checked <> '1'"

K
sql request: "select name, value in use from sys.configurations
where name = 'clr enabled'"

COF—T—FIZEF.2 DOFEMAIEELA T3> POLICY VARCHAR &
POLICY INTEGER MEBFN TWLFE T . 0 ~ 2147483647 D H{EITH L TIE
POLICY_ INTEGER % . ZDHMODRYIEZA T3 L TIL POLICY VARCHAR Z#fEFLE
ER

1 :
sql types: POLICY VARCHAR

E
sql_types : POLICY_VARCHAR, POLICY_INTEGER

BHORYBEEICHLTIE. AV YRYYYRIT sql_types L. & soL RUKER
DT—ARBEIEELET, LEEDOHTIE., SQL VTSN RYDRY{E(E varchar T. 2
DEHDRYEIXEHKICH->TLET,

CDF—T—FIE,.sQL YIIRMMoDFERYEZRELET , NULL F£f=(& "0" 28T
FEREEZEIEE CTEFE T, SOIC. POLICY VARCHAR sql_types [CIXFERRBEIBHE
T,

151 -

sql expect: regex:"".+Failure" || regex:"”.+ALL"

i :
sql expect: NULL

132



151 -
sql expect: 0 [[| "O"

“E5IAFE. BYRYEIZEAF T arTY,

5 :
sql expect: "clr enabled",0

T—AREHA SQL JIIRIBIREN, sql_expect T1—/LRICOV YR YUK THE
ASNBEELHYFET,

Ok 1445

CCTRT—ER—R AV TFATUR FouVRICEREN S —BGEEHZ VO ONMENLET . nasl IIUK T4 N
AF)IE. ETPICHBICEREZTAMN 300 FEZLLTHERINET . LTDE .audit 774/ J)LI&, Nessus 4 Fi=l&
SecurityCenter ¥ ¥R —IZEEIZKOYTTEET .1 DOVATFLDIAVIEEIZDOWLTIE, avUF 542 TR
MEMTY , /opt/nessus/bin TAL VM) MNSLEEIETTHIATURIERDESYTT,

# ./nasl -t <IP> /opt/nessus/lib/nessus/plugins/database_compliance check.nbin

<IP> (X, BEEAXNERATLD IP PRLATY,

EBEXNEDT—IAN—ADIATIZHL T ERTREEI7AILUNDINSGA—ED AR EIZLEBIIGEENHYET . X
I£. Oracle & TlL, T—4~R—X SID & Oracle A4 A4 A4 THNHE(IZHYET,

Which file contains your security policy : oracle.audit

login : admin

Password :

Database type: ORACLE (0), SQL Server(l), MySQL(2), DB2(3), Informix/DRDA (4),
PostgreSQL (5)

type : O

sid: oracle

Oracle login type: NORMAL (0), SYSOPER (1), SYSDBA (2)

type: 2

ELWTF—ER—X A5 (Y INSA—ZIZDNTIE, T—ER—RAEBHIZRLahE TEEL,

Bl 1: BB DOLZNATAUERETS
AZEABR DALY SQL Server O A2 BT T AEEL audit FT7MILDBFIERISRLET  BHEINSE BEEIL. EROY
AEEBIZTIS— AvtE—DERTRLET,

<check type: "Database" db_ type:"SQLServer" version:"1">
<group policy: "Login expiration check">

<custom item>

type: SQL POLICY

description: "Login expiration check"

info: "Database logins with no expiration date pose a security threat. "
sql request: "select name from sys.sqgl logins where type = 'S' and
is _expiration checked = 0"

sql types: POLICY VARCHAR
sql expect: NULL
</custom_item>
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</group policy>
</check type>

CDARUKRERITTHE, B AT LTHNIE, ROBALERSINET,
"Login expiration check": [PASSED]

T—AR—Z AT AVIZEHBARNHHEE. BE . AV TIA TV REHITGES>TVET,
FERBEETE. ROEAMNRENET,

"Login expiration check": [FAILED]

Database logins with no expiration date pose a security threat.
Remote value:

"distributor admin"

Policy value:

NULL

COH ATIE, "distributor_admin" ZAVUMIEESERNMEREINTEST . AT L £Fa)T4 R)D—ITHTEFIVY
NBETHIIENTSNTVET,

5l 2: FEXNPE 7AOV—S YD ESREEFIVITS
COEZEL. ARTE FOS—2 v "SQL Mail XPs" AEIMESIAEFIVILET , MEBRARTE TO0S—S vk, S RTLAIZK
STIFEFXAVTADERIZHYEEIDT, EMLTHELIENRELREENHYET,

<check type: "Database" db type:"SQLServer" version:"1">
<group policy: "Unauthorized stored procedure check">
<custom item>
type: SQL POLICY
description: "SQL Mail XPs external stored procedure check"
info: "Checking whether SQL Mail XPs is disabled."”
sql request: "select value in use from sys.configurations where name = 'SQL Mail XPs'"
sql types: POLICY INTEGER
sql expect: 0
</custom item>
</group policy>
</check type>

LFEOF YU TIEL, "SQL Mail XPs" Rb7R AL —U v AVES (value_in_use = 0) DIFE . EHEICHEYVET, TS5 THIMES.
NERICHYET,

Bl 3: BEHER sql_type DT—ER—RDRBEFIVITH

BEICESTE AVTFATUR T—ER—X JI) L BHOTHEOBERERTERDT—2 VTR ERBEELET,
ROBEEPIE. T—HEDREEZFIVIL, EORSITH AFETA TN ERIELES
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<check type: "Database" db_ type:"SQLServer" version:"1">
<group policy: "Mixed result type check">

<custom item>

type: SQL POLICY

description: "Mixed result type check"

info: "Checking values for the master database."
sql request: " select database id,user access desc,is read only from sys.databases
where is trustworthy on=0 and name = 'master'"

sqlitypes: POLICY INTEGER,POLICY VARCHAR,POLICY INTEGER
sql expect: 1,MULTI USER,O

</custom_ item>

</group policy>

</check type>

sql_request fE. sql_types fE. 85XV sql_expect E[CTNT, AVIRYYENEENTLDHILITTFEL TS,

&

s

F—HAR—Z RIJ—RHIZ if/thenlelse HBEZEERTDAIENTEET, ThiIzkY,  EENEHRLEBEE. EBR/ITEBOE
BTIEEL BEAyvE—CFRTIENTEET,

EHERTIDVVEAVIREIRDEEYTT,

<if>

<condition type: "or">
<Insert your audit here>
</condition>

<then>

<Insert your audit here>
</then>

<else>

<Insert your audit here>
</else>

</if>

E

<if>
<condition type: "or">
<custom item>
type: SQL POLICY
description: "clr enabled option"
info: "Is CLR enabled?"
sql request: "select value in use from sys.configurations where name = 'clr
enabled'"
sql types: POLICY INTEGER
sql expect: "0O"
</custom_ item>
</condition>

<then>
<custom item>
type: SQL POLICY
description: "clr enabled option"
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info: "CLR is disabled?"

sql request: "select value in use from sys.configurations where name = 'clr
enabled'"
sql types: POLICY INTEGER
sgl expect: "QO"
</custom_ item>
</then>

<else>
<report type: "WARNING">
description: "clr enabled option"
info: "CLR (Command Language Runtime objects) is enabled"
info: "Check system policy to confirm CLR requirements."
</report>
</else>
</1if>

"HALURN FIYIHEDT, FHEDOEKBREITHEIEILR—FIRTEINEE A,
ZHAATE "and" F=lE "or" DLVTHMNZHEYET,

Unix #REEITSATUR T7A4IL JI7LUR
CCTIE UNXx AV TSAT7UR FIvIDE LM UBEE ., BEXURBRTEDREBABIICDOLNTHRIBALET,

({i}} SIRFORE:

BB I(—IINEBRTC—ESIRAFEZESIRAFMIE. RD 2 DDHFEZRVTELLTHHEMTIEETY .

1. CRLF & XFZ#UTIIVIZERTILENH DRI —ILREE T Windows AV TSAF7 U R FuITlE,
—E5|AFEFERALET . XFIHELTHRIRT BHHAH T —ILRIFIRT—TTHREAHYET,

FEZF RDEBYTY,

expect: 'First line\r\nSecond line\r\nJohn\'s Line'
2. ZE5| A& WindowsFiles ? "include_paths" & "exclude_paths" Z{E R 3 5MEICHETT,

ENT4—ILKRAT (description. value_data. regex %&) [2HWLWTH, —E5IAFF-FXZE5|IRAFEELXF
JIEFERTHEEIE. ROWVWTNAHODFEERNET,

a. SMADSIAFLIFERSEIRF2ATEERT 5.

i :
expect: "This is John's Line"
expect: 'We are looking for a double-quote-".*'

b. A AHBI AL/ NV RSV 1 TIRY—T T % (CEEIBHOH).

51 -

expect: "\"Text to be searched\""
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Fvy 347

FTARTO Unix AV TSAT7UR Foudld, "check_type" A7 eI TEDLA, "Unix" IEEESATWSIRENHYET, 18k A
[ZIE. "Unix" @ check type FXE THAFEY. "</check type>" AU T T TS Unix AV TSAT7V R FuIflB RSN
TWEY,

CHIF, O .audit T7AILA, Windows (EF=FZ DD TSV TH—L) ADT7AILTHAELHRT B-HDILDTT,

T74ILIE SSH M5, Nessus H—/A—EDAEY N\ I7IZEHAEN, NV IT7HRAVTSATUR FoyIAIC
MEBINFET,

F——F
RORIZUnix AVTSATUR FuIIcE T2 F—T—ROERAZEERLET,

attr ZMDF—J—KIZL. FILE_CHECK XU FILE_CHECK_NOT TERALT., 774/ /LIZEE
FHFENTWEI7AILERZEBLEFT . I7MILOBHEOERIZ DOV TELLIE.
chattr(1) man R—UFSHBLTIZELY,

comment ZDT74—ILRIE. description 74— )LRIZIEESEE B IHEHRZEMT DDITFERINETS,
R
comment: (CWD - Current working directory)

description COFXF—T—RIX. RITIBF vV EHEICEHRATLDICERLEY . description T4

—IRIE—BETHADBENHY. 2 DDFyIHREL description Z4—JLREHFDILIET
EFFH A, Tenable ® SecurityCenter (&, —END TS5 1> ID FE%* description 74
—ILRIZEDWTEBMICERLET,

5 :
description: "Permission and ownership check for /etc/at.allow"
dont_echo_cmd ZDF—T—FIE,"CMD_EXEC" Unix AV FTSAT72 R FryIEETERIN, Fvy
[CEOTEITEINEEDOITUREHE NN LB T HEIERLET . AVUFDHERDOHA
ARTEINFET,
R
dont echo cmd: YES
except CDF—T—RE, FIvINBHENDI—H— Y—EX BLUVIT7MILERNTHDIC
ERSNZET,
1 :
except: "guest"

BHEOL—Y— TFTAIUMINATTREYET,

1 :
except: "guest" | "guestl" | "guest2"

expect CDF—T—FIL, regex EELITHERLET . CNITEY . I7MILHDHEEEZRET D
HWREMNREENETS,
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file

file type

group

5 :

<custom_ item>

system: "Linux"

type: FILE CONTENT CHECK

description: "This check reports a problem when the log level
setting in the sendmail.cf file is less than the value set in
your security policy."

file: "sendmail.cf"
regex: ".*LogLevel=.*"
expect: ".*LogLevel=9"

</custom item>

CDF—T—RIE IN—Iv a3 A —F—EREEETF VI T HIT7AILDIER/INRET=
I/ SRZETRT DICERASNET

151 -
file: "/etc/inet/inetd.conf"
file: "~/inetd.conf"

file fHELTIE glob ZH8ETHELTEFET,

11l -
file: "/var/log/*"

CDHHEEIL . FILE_CHECK, FILE_CONTENT_CHECK. FILE_CHECK_NOT. F#71=1&
FILE_CONTENT_CHECK_NOT #ERALTHETALINIHNDTRTOI7AILIZHL
TN—3y2aVFEEFAVTUOVEEET AN ENH LG EITHICEFITT,

CDF—T—FERBEXAREDI7AINDEATERLET, FR—rSnBT74IL 34T (&
RDEBYTT,

b-70vo8 \vT7) ¥k

c- F¥3U48 I\wIFIEL) %
d-T4aLo0)

p - ZHEI{TE/14T (FIFO)
f-L¥as5— 70

11l -
file type: "f"

BHDI7AI BATZRCXFIRNIT/NNA TS TERTEET,

i :
file type: "c|b"

DX —T—KIZ., file F—T—RELBITEALT. I7MILDTIL—TEEELET .
group ¥—7—FKIZ[X. F—F—DHEWIT7AIILERRTES "none" [BEIEETEET,

151 -

group: "root"

TIW—TIE. RO A9YREFALTHE "OR" £HTHEETSHELTEET,
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ignore

info

levels

mask

md5

group: "root" || "bin" || "sys"

CDF—T—FF . BREIOIEEITFANEERITLIDICFERLEST . COF—T—FIE,
FILE_.CHECK . FILE_CHECK_NOT . FILE_CONTENT_CHECK . & & U
FILE_CONTENT_CHECK_NOT D& Fz vy A4 T L THEATEET,

i) :
# ignore single file
ignore: "/root/test/2"

# ignore certain files from a directory
ignore: "/root/test/foo*"

# ignore all files in a directory
ignore: "/root/test/*"

CDFXF—T7—RIE. ETTH5FovVICEAT MG RBAZEMTSDICFERLET . COF
—J—FI2&kY, A, URL, BER)—  FLERENVBELGEHERLET . EHOD
info J4—ILR%E . TXRLENTTZT7ELTIA—TYRTBH=8HIZ 1 1712 1 DT DB
FTEIENTEET FHTES info T4—ILREIZHIRIEIHYEE A,

R
info: "ref. CIS AIX Benchmark v1.0.l1.pdf ch 1, pg 28-29."

ZDF—T—FIE. CHKCONFIG TERAL., Y—EREETTEIETLANILEEELET,
EALALNETARTCE—XFITHEETILENDYET . LEAEF. H—EX
"sendmail" ZZE{TLANIL 1. 2. BLUY 3 TETITHILENHDHIHES . CHKCONFIG Fv
AN T S levels EIXRDESIZHYFET,

levels: "123"

CDF—T—FRE.BEDI—Y— JIL—T, FEZ DA N—IZHLTEALTIEE
BV S—ZYL AV ERETEDE—FRDORMICHBYET , EFELGIN—ZY I NEFZF VY
9% mode &IXELY . mask BEEIIIYEBEMNEL, F7MIVEIETALIMNIA, mask [
FOTIRESNIELRL., F=EEYVEF1UTANEVLRILIZHEINEI N EFVILE
T 1zEZ L. mode A, BEEHAFE 644 L—HLAELVEWSTET, 640 M/N—2y3T
REHELGST-HFETH. . mask Tl&, 640 [ "&YtFa)T4hELN ELSHIBRIZAEY ., BE
EICIXERLET,

IE
mask: 022

NE, A—F—ISETRTD/NN—39 VR T RSN, TIL—TEZ DD AN —IZIF
EEAHN—ZYavERBLEBVNIEEZRLTVET s mask fE "7" (X, ZDHEDA—
F— T I—T  FEZDMMD A IN—IZN—Zy2aV PRI EEERLET,

ZM¥F—T—RI[& FILE_CHECK & FILE_CHECK_NOT TR, 774//LMD MD5 At
RUS—DHBREANBICHEEREICERAINDLSIZLET,

11 -
<custom item>
type: FILE CHECK
description: "/etc/passwd has the proper md5 set"
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mode

name

operator

owner

reference

regex

required: YES

file: "/etc/passwd"

md5: "ce35dc081fd848763cab2cfd442£8c22"
</custom item>

CDF—T—KIE. T7AIITHILEDIN—3v> 3> ybERLET . mode F—T—FK
X, XFHEFIL 8 EMIA—TYNTRIATEET,

IE
mode: "-rw-r--r—--"
mode: "644"

mode: "7644"

ZMF—7J—KIX PROCESS CHECK T7O+RZN#EAIFERINET,

R

name: "syslogd"

ZDF—7—KIE. RPM_CHECK & PKG CHECK [ZBS#LTEAL. 1> Ah—)LLT=
RPM I\ —DIN—D3V [CEDWTTF v IE IR ERICTHESERELEFT . X
DIEZIEETEET

1t (Rim)

lte (LL'F)
gte (LLE)
gt (KYKELY)
eq (FLLY)

E

operator: "1t"

COF—T—FIE, file F—T—RELHITHERALT. I7MILDA—F—%HEELFET,
owner ¥—TJ—RIZ[X, A—F—DRNIF7AILERKTES "none” IEZHEETEFEY

151 -

owner: "root"

F—F—IF. RO AV AEFERALTHIE "OR" £HTHEET HEHTEET,

owner: "root" || "bin" || "adm"

CDF—T—FIZKY. .audit [CHESRBREEDHLIIENTEET , T+— UM "ref|ref-
id1,ref|ref-id2" T,

151 -

reference: "CAT|CAT II,800-53|IA-5,8500.2|IAIA-1,8500.2|IAIA-
2,8500.2|IATS-1,8500.2|IATS-2"

COF—T—FE BENDERRBELE—BIDI7MILERKTEET,

151 -

regex: ".*LogLevel=9s"

RO AL FIZIEFHRNGREBALETT +\* ()7
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required

rpm

search locations

see_also

service

severity

NODXZFEIF.VTIILTHRTIEEIE. 2 DONVIRSYDATIRY—TFBh,
AEI " THRYET,. 2" BEDMDOXFIX, UTIILTERRT DIZIE, \vIRSYa
=1 2FEIHERALET,

CNE AVRAIHBINODXFERET HHEICERLES .

ZDF—T7—FKRIFX.BEERFEENE—F VRATLLIZBEETIDHENHINELLE
ETADICHEALET , =X E. required A "NO" T, Fzvy FA4TH
"FILE_CHECK" DiF&. 77AINEFEL T, /S—3v3>h Laudit I7AMILTIEES
NTWDEBYD. T7MILBNFELTVEWEEIZ, FouI(FERITHEYET , required
M"YES" DIFEIE. LEROFIVIERERICEBIIGELHYET,

ZDF—T—KI[X, RPM_CHECK TfEfAL. %% 95 RPM ZHEELET .

5 :
<custom_item>
type: RPM CHECK
description: "Make sure that the Linux kernel is BELOW version
2.6.0"
rpm: "kernel-2.6.0-0"
operator: "1t"
required: YES
</custom item>

ZDF—T—FRIFK, T7M4I VAT LHNDBRRAREISFAEZIEE T ADIFERATEET,
151 -

search locations: "/bin"
BEHOBRBRBEFIZNATTRYIYET,
1 :

search locations: "/bin" | "/etc/init.d" | "/etc/rc0.d"
CDF—T—RIZKY, BRIV IEEHDENTEET,

il -
see also: "https://benchmarks.cisecurity.org/tools2/1inux/CIS
Redhat Linux 5 Benchmark v2.0.0.pdf"

ZDF—7—K[& CHKCONFIG, XINETD_SVC. &1 SVC_PROP TFEFL . E&EXE
DY —ERERELET,

151 -

<custom_ item>
type: CHKCONFIG

description: "2.1 Disable Standard Services — Check if cups is
disabled"
service: "cups"

levels: "123456"
status: OFF
</custom item>

<item>, <custom_ item> MHMHLFTEDTAMITE, "severity” 777 ZEBMLT,
"LOW", "MEDIUM", F7=I& "HIGH" [CERETEET . T7AI LT FEEHREE
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solution

status

system

timeout

type

value

"HIGH" ELTRTRESNET,

i -
severity: MEDIUM

CDF—T—FIZKY  BEIIIGELT "I a—230" THXRRMNEEDDHIENTEET,

151 -

solution: "Remove this file, if its not required"

ZMDF¥—7—FI& PROCESS_CHECK, CHKCONFIG, &1 XINETD_SVC Tf#EAL.
BEDRANEDH—EANETTIDHELNHLIDONEMNCTEILELHLDMNEHIBTL
*9, status F—T—FI(L 2 DD{E "ON" £/=I1% "OFF" OWLZVFMIZHYET,

151 -
status: ON
status: OFF

CDF—T—RE FVIERTITIVATLDAATEEELET

& "system" ¥—T—FKI[& "custom item" FIVIICDABERAAEETY ., E
LR "item" FTyZICIEHEATEEE Ao

FRATRELEIX. #—4 vk OS T "uname" OVVKRIZESOTIRENDETT , =& 1L
Solaris £ TIXfEIE "Sun0S". Mac OS X Tl "Darwin". FreeBSD Tl "FreeBSD" (2%
UFEd,

151 -

system: "SunOS"

ZDF—T—FIE CMD_EXEC TERAL T EEIARVENIAM LT IS H5FETEITAIEE
B MERELE T, COF—T—K(E, Unix "find" a7 UREE . R TTHETORME
PRI ADLELNDHLBEITENTY , COF—T—FZHEELLZNVEE. CMD_EXEC &
DT IHILE BALTIME 5 B TT,

151 -
timeout: "600"

CHKCONFIG

CMD EXEC

FILE CHECK

FILE CHECK NOT
FILE CONTENT CHECK
FILE CONTENT CHECK NOT
GRAMMAR CHECK
PKG_CHECK
PROCESS_CHECK
RPM_CHECK

SVC_PROP

XINETD SVC

value ¥—7—R([E, PRATLDHREMNRYS—EIZEHRL TNENEIHNEHERTHDIC
EFTY,
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R

value: "90..max"

value ¥—7—NI%, i [#fE..max] THETEET EAEEMEE "max" EOMIZH
niE, ERITRYES,

HARALIEH

HRELIEBIX, BIEEOF—T—FRIZEDWTEEIND 1 DOEEHFIVITT  DREILEBEEOD—EF#UTIZRLET . &
FIyIh "<custom item>" BY TIFEY. "</custom item>' THHUFET , INLDRJTRNIZ. AVTSAFTUR Fvy
IN—H—[Zk>THEREIN, FIvIEETTH 1 O2ULDF—T—FHERESNET,

NRAZLEEFIVITIE TR ELT </custom_item>" & "</item>" DELLTHHEATEEY,

AUDIT XML

"AUDIT_XML" BEEFT YV TIE. FY XSLT Z@#EMAL. BET—42% L. regex, expect. not_expect D&EF—T—F
[CEDNTAVTIATUREITITEIZEY XML T7MIIVEREES LUVEETEET FHMAICOLTIE. 18k C 288), COF
IvIlE. 4 DULEDF—T—FTHEREINET, type. description, file, xsl_stmt DE{ET ALY T«4T (H7E) DIEIZ. regex.
expect. not_expect DFEF—T—FHGELNT. CholKYALTUVEEERLEY,

151 -

<custom item>
type: AUDIT XML
description: "1.14 - Ensure Oracle Database persistence plugin is set correctly -
'DatabasePersistencePlugin'”
file: "/opt/jboss-5.0.1.GA/server/all/deploy/ejb2-timer-service.xml"
xsl stmt: "<xsl:template match=\"server\">"
xsl stmt: "DatabasePersistencePlugin = <xsl:value-of
select=\"/server/mbean[@code="'org.jboss.ejb.txtimer.DatabasePersistencePolicy']/
attribute[@name="'DatabasePersistencePlugin']/text () \"/>"
xsl stmt: "</xsl:template>"
regex: "DatabasePersistencePlugin = .+"
not expect: "org.Jjboss.ejb.txtimer.GeneralPurposeDatabasePersistencePlugin"
</custom item>

file ¥F—7—RIZIETDAILRA—FEFERTEET . LXK RDEBYTT .

<custom item>
type: AUDIT XML
description: "1.14 - Ensure Oracle Database persistence plugin is set correctly -
'DatabasePersistencePlugin'"
file: "/opt/jboss-5.0.1.GA/server/all/deploy/ejb2-* . xml"
xsl stmt: "<xsl:template match=\"server\">"
xsl stmt: "DatabasePersistencePlugin = <xsl:value-of
select=\"/server/mbean[@code="org.jboss.ejb.txtimer.DatabasePersistencePolicy']/
attribute[@name="'DatabasePersistencePlugin']/text () \"/>"
xsl stmt: "</xsl:template>"
regex: "DatabasePersistencePlugin = .+"
not expect: "org.jboss.ejb.txtimer.GeneralPurposeDatabasePersistencePlugin"
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</custom_ item>

CHKCONFIG
"CHKCONFIG" BEBEF v/, EEXRD!)E—k Red Hat Y XT L E®D "chkconfig" A—T ) T4EREELFET . CDF
9(%.5 DDWHZEF—"T—F type. description, service, levels, H&LU status TEEINFET,

& CHKCONFIG EZE (4. Red Hat & AT L, F1=I% Fedora & @D Red Hat JRES AT LTHDHEITAIEETY .

E

<custom item>
type :CHKCONFIG
description:"Make sure that xinetd is disabled”
service:"xinetd"
levels:"123456"
status:OFF
</custom item>

CMD_EXEC
JE—hk RAFETOTURZEFTLT. HANRBFEE—BLTWEINFIVITEET , COFTVY F4F 1L Unix DSFESE
HERE TORIBETEDDLITTEBELDT, TEFZELET,

quiet F—T—FIF, REBITEOIIAVUFHAZERTRLEV=HDHLDTY , Chld "YES" F=(F "NO" [SERETEET . T
AR TIE "NO" [SERESN ., AR MERARTEINFT , FHRIC. "dont_echo_cmd” F—T—KRIZ&Y, avUEZDLD
TRACTUREREH N T HILICES T HERERYADIENTEET,

nosudo F—7J—KI[&."YES" [ZERET A &IZE>T, sudo ZFEALTAVUREETLENWLSICIEETEE T, TIAILT
[, "NO" [ZERESIA. sudo (&, BRIZIECTHICHER TEDIRREIZH>TLVET,

151 -

<custom item>
type: CMD EXEC
description: "Make sure that we are running FreeBSD 4.9 or higher"

cmd: "uname —a"

timeout: 7200

expect: "FreeBSD (4\.(9][1-9]1[0-9])|[5-9]\.)"
dont echo cmd: YES
</custom item>

FILE CHECK

Unix AV TS5A7 0 REEIE. BE BFEDI7MILOGFELHREEZTANFT, "FILE_CHECK" B&E(E. 4 DULEDF—T—
FEFERALT. ChoFIvIDEHEERTEE T, ¥—7—F type. description, XUV file [THBETT , ZDHEIZ1 D
UEDFzvIMGEET . MEDIUAVIRIE, A—F— N—2vPar TI—T 8—32vi3a> XUV T7AIL /8—3vi3
VDFTyYEYR—LLTWET,

FILE_CHECK TI& glob ##HTEEY (/var/log/* &), f=1ZL.glob X, TAL IR TIXELT7AIVIZDHBRESNE
T .glob ZIEEL.BERHID 1 DULEO—HBI7MIEFERTIHELNH-I-5H. "ignore" F—T—FREFAL T, BEHTS
T7AIVERELET,
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HASNDE—T—RERDEBYTT,

uid: Numeric User ID (e.g., 0)

gid: Numeric Group ID (e.g., 500)

check uneveness: YES

system: System type (e.g., Linux)

description: Text description of the file check

file: Full path and file to check (e.g., /etc/sysconfig/sendmail)
owner: Owner of the file (e.g., root)

group: Group owner of the file (e.g., bin)

mode: Permission mode (e.g., 644)

mask: File umask (e.g., 133)

md5: The MD5 hash of a file (e.g., 88d3dbe3760775a00b900a850b170fcd)
ignore: A file to ignore (e.g., /var/log/secure)

attr: A file attribute (e.g., —-—-——-—i--——----- )

"group” EfzI& "other" IZ "owner" L\ ED/N—3v2arhHdHIHE . =& "other" IZ "group” L ED/N—ZvLavhHbHEE.
T7A0I N—292aV FFRY—1EEBZLNET,

RITHIERLES,

<custom item>
system: "Linux"
type: FILE CHECK
description: "Permission and ownership check for /etc/default/cron"
file: "/etc/default/cron"

owner: "bin"
group: "bin"
mode: "-r--r--r--"

</custom item>

<custom item>
system: "Linux"
type: FILE CHECK
description: "Permission and ownership check for /etc/default/cron"
file: "/etc/default/cron"

owner: "bin"
group: "bin"
mode: "444"

</custom item>

<custom item>

system: "Linux"

type: FILE CHECK

description: "Make sure /tmp has its sticky bit set"
file: "/tmp"

mode: "1000"
</custom_ item>

<custom item>
type: FILE CHECK
description: "/etc/passwd has the proper md5 set"
required: YES
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file: "/etc/passwd"
md5: "ce35dc081£fd848763cab2cfd442£8c22"
</custom item>

<custom item>
type: FILE CHECK
description: "Ignore maillog in the file mode check"
required: YES
file: "/var/log/m*"
mode: "1000"
ignore: "/var/log/maillog"
</custom_ item>

FILE_CHECK_NOT

"FILE_CHECK_NOT" &% 3 DU EDF—T—FTHEEEINFET, ¥—T—F type. description, 8K file [FLE
TT . ZDRIZ 1 DUEDFIVvINGREET . MAED IV AVIRIE A —F— 1—3vPar JIL—T R—3viar LU
74 IN—292av DFyIEHR—LLTUWVET , FILE_CHECK BEELEHE. 774/ glob #3583 5154, "ignore" F
—D—FEFALT. L DULEDI7MIIVEERTEET,

CO#EEIX FILE_ CHECK ORXTY , Z7MILAFELLBNGS . FIEE—FRDFIVITEREINTLSE—FRERLTHD
Sa . R)—ERERIZEYET,

FILE_CHECK_NOT TI& glob ZEHATEF T (/var/log/* %5&), f=f=L. glob (&, TAL VM) TIEGELT7AILICOHBES
nEd,

RIZBIERLET

<custom item>

type: FILE CHECK NOT

description: "Make sure /bin/bash does NOT belong to root"
file: "/bin/bash"

owner: "root"
</custom item>

<custom item>
type: FILE CHECK NOT

description: "Make sure that /usr/bin/ssh does NOT exist"
file: "/usr/bin/ssh"

</custom item>

<custom item>

type: FILE CHECK NOT

description: "Make sure /root is NOT world writeable"
file: "/root"

mode: "0777"
</custom_ item>
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FILE_CONTENT_CHECK

T7AILDEEBLVEFEDTANRE. TR D740V ToVERTTEET, ERFREZEALT, BEIVTUYIC
DT 1 DULEDEHRERETEES, "ignore" F—TJ—FZFEALT EEDRRIGHMNL 1 DULDT7AILEEETE
9,

string required J1—/LFIZ&Y, BRENRDEEXFIDHFEEWELT DI MBELLEONEIEETEET . COFT
DAVERELLGWNMEE | WAMNANIREGYET, file required J4—ILFIZKY . BEEXMERIFANILDEFEZLEETHML
BODEIRETEET . COATLavERELLZWNEES . WA FHREGVET,

RITHIERLES

<custom item>
system: "Linux"
type: FILE CONTENT CHECK
description: "This check reports a problem when the log level setting in the
sendmail.cf file is less than the value set in your security policy."
file: "sendmail.cf"
regex: ".*LogLevel=.*$"
expect: ".*LogLevel=9"
</custom_ item>

<custom item>

system: "Linux"

type: FILE CONTENT CHECK

file: "sendmail.cf"

search locations: "/etc:/etc/mail:/usr/local/etc/mail/"

regex: ".*PrivacyOptions=".*"

expect: ".*PrivacyOptions=.*,novrfy, .*
</custom_ item>

"w

<custom item>

#System: "Linux"

type: FILE CONTENT CHECK
description: "FILE CONTENT CHECK"
file: "/root/test2/foo*"

# ignore single file

ignore: "/root/test/2"

# ignore all files in a directory

ignore: "/root/test/*"
#ignore certain files from a directory
ignore: "/root/test/foo*"

regex: "FOO"

expect: "FOO1"

file required: NO

string required: NO
</custom item>

T7AIL INGA—A(Z "~" Z#BMTBHEIZEKY., FILE_CONTENT _CHECK MABEEIAVTUYDAF Y& 1—H—D home
TALIRICRHLTERT HLIEETEET,

<custom item>
system: "Linux"
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type: FILE CONTENT CHECK

description: "Check all user home directories"
file: "~/.rhosts"

ignore: "/.foo"

regex: "\\+"

expect: "\\+"
</custom_ item>

FILE_CONTENT_CHECK_NOT

CNDEEIE. regex 71— LFDERRBE—HTEINESIHT7Z7AIIL AVTUOYERIELET . COHEEE
FILE_CONTENT_CHECK O R¥TYT, 2FY. ERMRBEDO—HBNITI7MILRNIZHZIEE . RUL—EFEHRICHEYET,
"ignore" ¥—TJ—rZFEALT. IEEDERRBHMND 1 DULDT7AILEERTEET,

ZORY—IEBIX, 77M/ILIZERRIE regex NEFEN., COERRIEN expect E—HBLTWVEWIEZFIVvILET,
HFAISNDEATERDESYTY,

value type: POLICY TEXT
value data: "PATH\Filename"
regex: "regex"

expect: "regex"

CDF VY TIL, regex & expect DEAMIEESNTLIRBHELHYET,
RIZHIZERLET

<custom_ item>

type: FILE CONTENT CHECK NOT

description: "Make sure NIS is not enabled on the remote host by making sure that

'+::' is not in /etc/passwd"

file: "/etc/passwd"

regex: "M\+::"

expect: "MN\+::"

file required: NO

string required: NO
</custom item>

GRAMMAR_CHECK
"GRAMMAR_CHECK" BEEFIv/(E. I74I)L AVTUVERIEL. KENIERSIN-GEEDORE (1 DUEDERKIA
XTHERK) #TVET 23—V J7MILAD L ITHAERKRBEXOVT NN E—BLEWNES . FERICEYET,

51 -

<custom item>
type: GRAMMAR CHECK
description: "Check /etc/securetty contents are OK."
file: "/etc/securetty"
regex: "console"
regex: "vc/1"
regex: "vc/2"
regex: "vc/3"
regex: "vc/4"
regex: "vc/5"
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regex: "vc/6"
regex: "vc/7"
</custom item>

MACOSX_DEFAULTS_READ
"MACOSX_DEFAULTS READ" BEEFxvZI&. MAC OS X DT 74k PRTLEFRIELET, COFvIE,. RESH
TWATO/RTAIZIGC T, MENERYET,

plist_user A "all" [CERESNTVSHE. TN THOI—HF—RENEERRELGY ., ENUNDHEF EEEDI—HF—5&
EDHNEEHRITEYET,

plist_user JO/NTADEREITIMA, byhost TO/NTAA YES [TERESNTLSIHEE . ROVTYMNETEINET,

/usr/bin/defaults -currentHost read /Users/foo/Library/Preferences/ByHost/plist name
plist item

plist_user JO/NTAARESIN. byhost TONRTFANRESNTULVENMGEE . ROVTYNETINET,

/usr/bin/defaults -currentHost read /Users/foo/Library/Preferences/plist name
plist item

plist user JA/3T4% byhost TO/NTALREINTVERLMEE . ROV TYNRTINET,

/usr/bin/defaults -currentHost read plist name plist item

HR—rEShTWATONTAIEIRD ESY TT,

plist name : the plist we want to query. for e.g. com.apple.digihub

plist item : The plist item to be audited. for e.g. com.apple.digihub.blank.cd.appeared
plist option : CANNOT BE NULL. If this is set to CANNOT BE NULL, the check fails if the
setting being audited is not set.

byhost : YES. Setting byhost to YES, results in a slightly different query.

451 -

<custom item>

system: "Darwin"

type: MACOSX DEFAULTS READ

description: "Automatic actions must be disabled for blank CDs - 'action=1;'"
plist user: "all"

plist name: "com.apple.digihub"

plist item: "com.apple.digihub.blank.cd.appeared"

regex: "\\s*action\\s*=\\s*1;"

plist option: CANNOT BE NULL
</custom item>

<custom item>

system: "Darwin"
type: MACOSX DEFAULTS READ
description: "System must have a password-protected screen saver configured to DoD"

plist user: "all"
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plist name: "com.apple.screensaver"

byhost: YES

plist item: "idleTime"

regex: "[A-Za-z0-9 -1+\\s*=\\s*(900|[2-8][0-9]1[0-9]11[8-9]1[0-9])s"
plist option: CANNOT BE NULL
</custom_ item>

<custom item>

system: "Darwin"

type: MACOSX DEFAULTS READ

description: "System must have a password-protected screen saver configured to DoD"
plist name: "com.apple.screensaver"

plist item: "idleTime"

regex: "[A-Za-z0-9 -1+\\s*=\\s*(900|[2-8][0-9][0-9]|1[8-9][0-9])S"

plist option: CANNOT BE NULL

</custom_ item>

PKG_CHECK
"PKG_CHECK" Bf&EFzv/(%. SunOS Y AT LIZ®L T pkgchk ZETLET . pkg F—T—FEFALT. RELRD /Sy
T—U%IBEL. operator ¥—T—FIZkY ., AV RM—=ILEHNNIT—DDIN—DaVITIGLTF IV IDERITERERET

HEHERELET,
151 -

<custom item>

system: "SunOS"

type: PKG CHECK

description: "Make sure SUNWcrman is installed"
pkg: "SUNWcrman"

required: YES

</custom item>

<custom item>

system: "SunOS"

type: PKG_CHECK

description: "Make sure SUNWcrman is installed and is greater than 9.0.2"
pkg: "SUNWcrman"

version: "9.0.2"

operator:"gt"

required: YES

</custom_ item>

PROCESS CHECK
T7AI Fyr R, BEARR Unix 759 I4—LELT7ORETAHIZTFANTEE T, "'ps" AVVRAETEIN, ETHD
JOtR YAARBEINET,

51 -

<custom item>
system: "Linux"
type: PROCESS CHECK
name: "auditd"
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status: OFF
</custom_ item>

<custom item>
system: "Linux"
type: PROCESS CHECK
name: "syslogd"
status: ON

</custom item>

RPM_CHECK

"RPM_CHECK" BEEFrvI%FERALT. YE—F JRTLIZAVRAM—=ILENTLYS RPM /X\vTr—2D/N—Da0BEBEFTy
HTEFET, ZDFVIIE. 4 DDWBEF—"T—FK type. description, rpm, operator &, 73y ¥—TJ—KTh5
required THEEINET, rpm F—T—FEFEALT. RERRD/\Wr—I%1EE L. operator ¥—T—RIZ&Y . 1R+
—IWBEHINT—ODN—23VTELTF VI D ERIFERERE T AEHGERELET,

& RPM FzyoDFEA(L. Linux T4ARE2—a VB THIETEE A, LI=A>T. RPM_CHECK MO{# A 3#%4E
TEFEHA.

iproute-2.4.7-10 MMV A= )LEN TSI LERHRELIZBIZRICRLET .

<custom item>

type:RPM CHECK

description:"RPM check for iproute-2.4.7-10 - should pass"
rpm:"iproute-2.4.7-10"

operator:"gte"
</custom_ item>

<custom_ item>

type: RPM CHECK

description: "RPM check for iproute-2.4.7-10 should fail"
rpm: "iproute-2.4.7-10"

operator: "1t"

required: YES
</custom item>

<custom item>
type: RPM CHECK
description: "RPM check for iproute-2.4.7-10 should fail"
rpm: "iproute-2.4.7-10"
operator: "gt"
required: NO
</custom item>

<custom item>

type: RPM CHECK

description: "RPM check for iproute-2.4.7-10 should pass"
rpm:"iproute-2.4.7-10"
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operator:"eq"
required:NO
</custom item>

SVC_PROP

"SVC_PROP" Bs&EFxv/(&. Solaris 10 Y AT LL® "sveprop -p" Y—ILEREETEE T, COFVIIE . BHEDY—E
REEEMFTEN TS TONRTAOBVEDLEETIBEICHERATEET . service F—T—FIL BEERED Y —E X%
ETITBDIZFERALET . property F—T—FKIE, BLWEHESTONTDEEIEIRELET . value F—T—FKI(X, 7O/TF
ADHFEICGYET, CORFERRERRETIEVEE AL

sveprop_option J4—I/LRIZ&Y REMRDEEXFIOGFEZHEET DM BEELGLAIZIEETEET . COT1—
JURIZ51%& LT CAN_BE_NULL F7f=1& CANNOT_BE_NULL [Z7H9tALZET,

151 -

<custom item>

type: SVC PROP

description: "Check service status"
service: "cde-ttdbserver:tcp"
property: "general/enabled"

value: "false"
</custom_ item>

<custom item>
type: SVC PROP
description: "Make sure FTP logging is set"

service: "svc:/network/frp:default"
property: "inetd start/exec"
regex: ".*frpd.*-1"

</custom item>

<custom item>
type: SVC PROP

description: "Check if ipfilter is enabled - can be missing or not found"
service: "network/ipfilter:default"

property: "general/enabled"

value: "true"

svcprop option: CAN BE NULL
</custom_ item>

XINETD_SVC
"XINETD_SVC" BEEF v, xinetd H—E RDRA—F7vT RAT—AREEETEDIERSNET. COFTvdlE. 4 D
DW7EF—"T—F type.description, service. & U status THEEINFET,

& i, Red Hat Y AT L, F1=I& Fedora % E D Red Hat JRES AT L THDHEITAIEETT .
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<custom item>

type:XINETD SVC
description:"Make sure that telnet is disabled"
service:"telnet"
status:0OFF

</custom item>

EILb> FvH

FEDFzVIICEENTOVEWVWFIVIIEL NASL THREALZELTEBRITBILELHYET , COXSIBFVIIEITART "E
LA ATTAVIZHREEEINET . FF v oM "<item>" 2T THFEY., '</item>" TRHOYET , CNHDAT NIZ, AV T54
TR FIvd IN—Y—[ZX>THEIREN., FvIEZETTH 1 DUEDF—T—FABESNE T EAARIEELRFIVID—
BELTITRLES,

& "system" ¥—T—RI(X . EIMY FUITIXERTEEFRA FRTDE. DUAVIR I5—IZRYFET,

INNAD—FEE

& LUTOHITIE, BEEET -2 THRATIXFINTIILEL, BRIEZRT DIZ <min> & <max> ZEALTVET,

A EHGR/MEFERRENOMLLGMGE I, BHIEICHL TXFS "Min" £z "Max" ZRALET

min_password_length

<item>
name: "min password length"
description: "This check examines the system configuration for the minimum password

length that the passwd program will accept. The check reports a problem if the minimum
length is less than the length specified in your policy."

except: "userl" | "user2" (list of users to be excluded)
value: "<min>..<max>"
</item>

ZOEIRY Fuold, JE—F SRATLEDTREINART—KREA "<min>. .<max>" Q&FHH(ZHDHEEERLET , /N
AT—RFREBRTELTHLE, A—F—IZKDERLGNRT—FDERERETEET,

ARV—TFT42T VRT L S

Linux ®/INSRT—KERIE /ete/login.defs [Z PASS MIN_LEN (ELTERSNMTLNET,
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Solaris ®/INIRAT—KRERIX, /etc/default/passwd HIZ PASSLENGTH ELTEZSNTLY
F9, ML NRT—FHRRXELHIELES,

HP-UX w/INART—FRRI[X, /etc/default/security HIZ MIN_ PASSWORD _LENGTH &
LTERSNTLET,

Mac OS X INRRT—REIE, aA7UF pwpolicy ZERALTERINIZA—AIIL RUL—KHOD

"minChar" ELTEZSINTWET,
151 -

<item>

name: "min password length"

description: "Make sure that each password has a minimum length of 6 chars or more"
value: "6..65535"

</item>

max_password_age

<item>

name: "max password age"

description: "This check reports agents that have a system default maximum password age
greater than the specified value and agents that do not have a maximum password age
setting."

except: "userl" | "user2" (list of users to be excluded)

value: "<min>..<max>"
</item>

COEIR VBRI NRD—FORREHEME (A—F—DNRRT—FOEEZRHFSNSETORM) NERINI-EHERN
THAHISLEHERLET

INRAT—FDHEREHPMERE T HET, RENRT—FBMAFELEASNGENRIICT HIENTEET . /ART—FDEE
EHRITTIEICE AT NRT—FEMB TELREENEDNRT—FEEFIRICEZGNEIICLES,

ARV—F42T S RT L RE

Linux 73 PASS_MAX_DAYS A% /etc/login.defs [CEHESNTLET,

Solaris /etc/default/passwd RNDZEFH MAXWEEKS (&, /N\RTJ—RDORAXEHARM (AR
) ZEELET .

HP-UX ZDIEIE. /etc/default/security NDZEE PASSWORD MAXDAYS [Z&k>THl
fHshEzd,

Mac OS X INRT—F R — (pwpolicy V—ILHBERTE) DA T3> "maxMinutesUntilChange

Password" ##EHAL T, COEIRESINET,
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<item>

name: "max password age"

description: "Make sure a password can not be used for more than 21 days"
value: "1..21"

</item>

min_password_age

<item>

name: "min password age"

description: "This check reports agents and users with password history settings that
are less than a specified minimum number of passwords."

except: "userl" | "user2" (list of users to be excluded)

value: "<min>..<max>"

</item>

COENUBERIE NRAT—FOEBRZEILHE (A —H—(I2&5/ ARV —FOEEAFAENSETITRELRME) NERS
N-HERNTHAHEERHERELET,

NRAT—FDEEZIEARMEZRTET HLITEY . ZRRNART—FBEEZ LEELIIELTRRT—REMEIHLEET HENSAT
AEZBRIETEIENTEET . NRT—FEREHZEELTIRD/INRT—RIZEAIELT, 252 TAZITI A —HF—H0
F9,

ARL—FA4YT S RT L K
Linux ZEH PASS_MIN_DAYS A% /etc/login.defs I[CERINTLET,
Solaris /etc/default/passwd RNDZEH MINWEEKS (&, /SRT—FDZEEZ LA A
i) ZEELET
HP-UX CD{EIX. /etc/default/security NDZE 3 PASSWORD_MINDAYS [Z&k>THil{#
ENFEJ,
Mac OS X ZDFTavFHR—rEShTOER A,
E
<item>7
name: "min password age"

description: "Make sure a password cannot be changed before 4 days while allowing the
user to change at least after 21 days"

value: "4..21"

</item>
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root_login_from_console

<item>

name: "root login from console"

description: "This check makes sure that root can only log in from the system console
(not remotely) ."
</item>

COEILRVBEHIZ, "root” A—HF—HYEILY— LB E—F DRATAICERAT AU TEDNEINEREELET,

CDFTVIIZEY)  TORRMOEEDA—H —%1-EDTEDTES root THIVRDEEFEREZZLETIEELORRL T3
DTAREHERTHIENTEET . CDHE. —B1—F— 7HU2k (BSD Y RATLD wheel FIL—T DA /3—) #FEAL.
RIZ "su" (FfzlL sudo) ZFEAL T, EEIARVEEITTH-ODFEREEITLET,

ARV—TFT42 T VAT L 31

Linux & HP-UX /etc/securetty M7EEL. ZZIZ "console” DHMNEFEN TS EFFEZELET,

Solaris /etc/default/login (24T "CONSOLE=/dev/console" MEFENTWNVDZEEFHEAL
EXI

Mac OS X AT avEFHR—rSnTOER A,

N—3ya v ER
accounts_bad_home_permissions

<item>

name: "accounts bad home permissions”

description: "This check reports user accounts that have home directories with
incorrect user or group ownerships."

</item>

ZDE IR BEEIE, ERDENEI—Y—D home TALIYMNINZFDI—H—IZFREL. —F /A\—F«0 12— — (RLY
IL—TE1=IL "everyone" IZFFET B) BN EZDTALIUR)ICEZAHBENIEEFERLET , —MiRMIZIX. 22— —D home T+
LZkYIE mode 0755 LLE (0700 7:E) ICERET HLEaHEOLET . COFvIIE. & home TAL IR EYIZHERESh
TUONIEEKELY, F3THNGEE IR EKIZHYET, Z2TIE, F—7T—F mode F/=[% mask Z{#FAL T, home T4L Y+
JDIN—2v2ay LRNLEEBELET ;mode F—T—FIEL FEELANILIZIEREICT—ET S home Ta4LYM)EZ(T AR, mask
F—TJ—KIL FEELRILLE®D home TALORMNIEZHANET,

Y—K IR—T4D., HBH1—HF—D home TALIYNNIIZEZIAAEITZSIHE. ~/ . profile, ~/ .cshre, ~/ .bashrc 774
LWEBRSALT, ZDI—HF—IZEEDITUREETIEHIENAREIZRYET,

T7ANERLTIN—TD1—F—RTHETILENHDHE. BEE. 21— —0 home TALIMNI TG, £DTI—T
MoEEADDIERTALINEZRAETHLEREOLET .
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ERIZEEAHS home TALIR)IZDNVTIE, "chmod 0755 <a1—H— FALORI>" #ETLTC . A—F—HERELTELT
=38y,

accounts_bad_home_group_permissions

<item>

name: "accounts bad home group permissions"

description: "This check makes sure user home directories are group owned by the user's
primary group."

</item>

ZOEIILMUBEHIE. accounts_bad home permissions EITVVET A, —H—D home TALIMIHAI—H—DT
AR GI—TIZ&YV T L—THRBESN TSI EEEELET,

accounts_without_home_dir

<item>

name: "accounts without home dir"

description: "This check reports user accounts that do not have home directories."
</item>

ZOEIRUBESIE, TRTOI—H—IZ home TALIRNIAHBZEFFERLET . ENETALIN)DAE I —F—ZRES
NTWREBE. BRELY . F5THWMES . FERIZEYET , COBETIE. home TALOMN) DA —F—1ERE =X/ —3y
avlEFFzvisnEzt A,

BEIX.VATLLEDEI—Y—IZ home TALIMIDRESN TSI EERBEOLET . TNIX. CThDT—2%FHAH-
=Y. CCIZEEFRAARYTBY— I HB=0TYT (=L A&, sendmail (& ~/. forward 774 I EFzvILFET), 1 —H—
NATAVTEIBENLGNMES ., BELALY DI (/bin/false 1) ZEEITADENHYFET, 2D RXTLLET, home
TALOREF RN —Y—(2H QT AR EESNET . B34 home TAL UMK/ ITHYET,

invalid_login_shells

<item>

name: "invalid login shells"

description: "This check reports user accounts with shells which do not exist or is not
listed in /etc/shells."

</item>

ZOEIIMUBEMIE. A —F—IZHGETILD /ete/shells [CEEIN TSI EEHERELET,

/etc/shells 774 )L, Sendmail —/A\—%° FTP H—N\—GEDTTVr—a (&> T VTNV AT LETEMT
HEIMNEIHODHIEICFERINET . COT7AILHAT A TATSALICE>THEASATWVEVLEIZ, EBEILZOT7MIL
EFEALT. VAT LAETHEY R TILEEETEET . invalid login_shells Frv¥I&, /etc/shells J7MILICER
SNTULSESIZ, /Jete/passwd 77MILHDEI—H—([CEME L TILOBREINTNVDILEHRALET .
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A—H—[Z/INRT—FREEEBIEHLT/LELT /sbin/passwd ZFERTHLE ., FAISNBEWNTAZZEILETEET, 2 —H—
ISR A %FHALEWNEES ., B30 1)L% /etc/shells ("/nonexistent" i5&) ITHERL. CNEB MO 1 —H—IZETE
LFd,

BRGSO TVEHFLBDNA—F—ANSGEE ., ENI—F—IZAMLE LT LEERLTZEN,

login_shells_with_suid

<item>

name: "login shells with suid"

description: "This check reports user accounts with login shells that have setuid or
setgid privileges."

</item>

COEILM VBRI, "set-uid" BREERF DOV TILAVE N EEHERELET .

"setuid" T/LElE,. SOV TILAEE;NTEHE TACLRZDILDOMN, BRT/N—IYLaVERETESLVIIILDILETY (&R,
setuid "root" T )LIE, A—/\—A—H —4HEFHICTEFETEET),

"setuid" L TILHEHBHEUID ¥ GID DEMIZRL., 7OERGIHA LN ERHIZLZYET,
"setuid" THAR L TILH D SUID EvhEHIBRLTLEELY,

login_shells_writeable

<item>

name: "login shells writeable"

description: "This check reports user accounts with login shells that have group or
world write permissions."

</item>

ZOEIRUBERIE, T—ILRIT N —TEEAHARELR L DIV TGN EEREZRLET,

D—ILE (FEFT I —T) EERAA AR TLAHOEE ERDENI—Y —TLIDITILEEDTOTSLICTHER
TEFET . NIZKY. BEHLZI DB ZOLILOMDI—F—ICOT AU, FEDIATUREERTT DRI IEN
AIREICARYET

BT DIN—Z U NEY R ESN TS EFEAL TS,

login_shells_bad_owner

lEﬁiﬁIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
<item>
name: "login shells bad owner"

description: "This check reports user accounts with login shells that are not owned by
root or bin."
</item>
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ZOEIIRUBEEIZEY . TRTOITILM "root” —H—F =& "bin" —HF—IZFETAZEEHERLET,

BHEN—IyaVBNRESNDIILICOVTE, HEL—F—FBO T EMD 1 —F—NERATELSE ., Y—F/—
TAL—HF—AAT AT HEREBDATUEARTENSRIICV L ERET HIEMNTREICAYET,

ORTFLLARIILDINAFVEZTETEADIE "root" =& "bin" DAL TELELHYET,

INRAT—F 7/ L EE
passwd_file_consistency

<item>

name: "passwd file consistency"

description: "This check makes sure /etc/passwd is valid."
</item>

ZDEIRUBERIK, /ete/passwd ADEITHNEDHLIA—IVNTHS (;=EAIX. 7 DDT4—IILEHA 2O TRYIHN TLY
B) CEEHERLET . TA—I VR REE>TVBITRBNIE. LIR— SN, FovIIERERIZHEVET,

TA—T YLD EHESTULVD /etc/passwd T7MILDHDE BHOI—F—EBY—IILORERIZDEAYET, £f=. CDIE
KIZ.BADRRENS, HARAL A—HF—FET7TIr—a AT | BHLBEROL—F—EEBMLESELIEEA L (KL
AT, "toor:0:0" ELVSRARIDI—H—F/ERL T, root $HHEZIEFT HFENAKTLE) . BEERLTLET,

SEREo-5E ., EEEIL., /etc/passwd N OEBDITEEIRT HAMNMEETHENBETT,

passwd_zero_uid

<item>

name: "passwd zero uid"

description: "This check makes sure that only ONE account has a uid of 0."
</item>

COE IR VBEEIE. /etc/passwd AIZ UID A "0" DTAIUEA 1 DULAVEWNWIEFRERLET . S, "root” 7HO Uk
RIZFHINTVESTADURTTD. RILFIEDT IV ERIEEZHE D UID O D7 AUV EEMT S5 EIEREETT . UID O D7 H
UMY 1 DEITDOBEIEERT. TNUNDIGEFFERIZEYET,

UID 0 [FLATLLED root $5#EZ(FELET . root 1—H—IE. PATLLETATHLTEFT . BE. ChIZIF OTOER
(Ff=[FH—RI) DARVDAX—ELT VRTLEDEEDI7AILDHEHFRY, EEAADLNEENET . COTHIUMEIE
BIZBALEDOT, ZOFEAIEIRERICIZ . @YX 1) T, THRETIVLENHYET .

HYCEBEITIHE. & UID ("—&" OHAF) E—BETHAZENRDONET , "root” FHEZFHFDOTHIUM 2 DLUESH
581 ADVRATLEBEND AT LAICHLTEDTAVVAE) TANBEEINAZEITHYET  E6IT. BLDV AT LA,
EEFAZEEHTESLSIC root DEEATAEZAVY—ILDOAITHIBLTWET . BE. P ATLEEEET. BHDTHY
UMIRAIZAT AL T, suav U REFERALT root 2455 EERYET . UID 0 7AVUDEMIE, COFRISERLES

"root" 7O REL—H —BTHETEILENDH DB A . sudo © calife HEDY—IL (F1=IF Solaris ® RBAC) #HEHLT
{FEZEWUID "0 DT HIUME L DLW FETEE A,
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passwd_duplicate_uid

||ﬁiHaiIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
<item>

name: "passwd duplicate uid"

description: "This check makes sure that every UID in /etc/passwd is unique."

</item>

ZDEIRBEEIE. /etc/passwd RDTRTDTHIUMI—FED UID BHHZEEMHRELET . TTD UID A—ET
HBNIEERIZEY, Z5THEVEE . FERICHEYET,

Unix YVATFLEDELI—H—[E,. FO1—H— ID (UID) ® 0 ~ 65535 DHIETHANSNFET 2 ADI—HF—HFEL UID %
HETEH5E. ALEHENTESNILEITTHL VRATLAIZ. 20O 2 AFRLA—Y—ERLGLET, CORRIF. EDT IV
AVMEELDA—HF—TETIN=ONONSHEN =D, THOUAE)THERIZEYET . BE, VAT LK, UID OFE5E%H
T OVRTOR. ZO UID /BT EIRNDDT OO ENMERINET,

CIS RUFT—HEDEF L) TAHETIE, ——[THO UID OEFIEBLEINET , a—F—BTIFAILERET 51
ENHBHEEE.UID DHEF TG TIL—TEFALTLESLY,

DATLEDBEIL—Y—IZE, —EBED ID ZF 5T EILEAHYET,

passwd_duplicate gid

lﬁﬁiﬁIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
<item>

name: "passwd duplicate gid"

description: "This check makes sure that every GID in /etc/passwd is unique."

</item>

ZOEIM VBT, 82— —DTS547) J)L—7 ID (GID) N—ETHALEHRELET . IR TOLI—H—IZ—ED

GID BHAIGEEIEERIZEY., T5THEVNGEETRERIZBEYET,

X TALIE A—F LI N—TEERTHIENERINET EEE. I—F—RERLARIMNHFEET), 2Dty

FPYFI2&Y, FDA—HF—IZKVERSNE=T7AILIK. TFDTS547) JIL—TIZFRBL. TR 1—HF—[CLMEBETELL

T2 " TIHIITEX L) TARESN TS LRLGSNET . ZTDI—Y—D . ZDT7AINET IL—T DDA IN—DFR

HELEWBAIE. TOFAEETHAI—HF—HBEARMIZ chgrp AV REETFLT. A—F—HERBZLTETIHELAHYET,

COFEDELI—DDFRIF. TIL—T AoN—yTEEE, /etc/passwd & /etc/group DEETIEHL 1 DDIT7A
JL (/etc/group) |[Z#fi—TEHETY,

FA—HY—IZHL T, BLRRDT IL—TEERLTZEW, T IL—T DA —F+—HERIL. /etc/group NMoDHEEBLET,

passwd_duplicate_username

A&

<item>
name: "passwd duplicate username"
description: "This check makes sure that every username in /etc/passwd is unique."
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</item>

COEILMUBHIT, /ete/passwd ADEL—HF—EN—BETHALEHRELET . 21— AN —BETHNIIEERT.
TITIHWGEEICRERITHYET,

/etc/passwd NICERT 51— —E0HLE. EQOTHIUMDEFENMERSNTOSOM OB, BENELCET,

adduser AVUFTIH. EETH1——RBIEHSIFELEA. EET DL —E1HLBE. BEL. VRATLOEFY
TABNBREEINTNS, A—HF—BEBY—ILBEMLLESTVD, F2lF /ete/passwd T7 M ILAFEITIRESN TVD L%
RLTWET,

BRI 51— —RFHIRT I, BlOI—F—RBEHRELTIZE,

passwd_duplicate_home

£

<item>

name: "passwd duplicate home"
description: " (arbitrary user comment)"
</item>

COEI UL, /Jete/passwd HDIEL AT L 1—H— (UID A% 101 LLE) [CZEREN—ED home T4LYMIAH
BHTEEMHRLES .

/etc/passwd ADZEI—HF—ZH, —E®D home TALINIZHFODRBELAHYFET, 2—HF—MTREL home T4LIIZE
HETDHHEE. RI—7YT T74)L (.profile 15&) #EELIZY . home FTALIURJICRENAFIERATEHIEIZKY.
DI —I[CEEDITUREETIEHIENAREIZEYET , 512, #£F home TALIRIF, 2—H— FhOUEEYT
HERIZBEYFET,

AVTSATUREHRE, K1—F—H—ED home TALIMNIEH TSI LEBALLFET,

passwd_shadowed

lﬁﬁiﬁIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
<item>

name: "passwd shadowed"

description: " (arbitrary user comment)"

</item>

ZDEINY FxuIld, /ete/passwd ADTRTD/NRT—RH " RD" [2HOTLVS (DFY., BIOT7/ILIZHEMHSH
TW5) JExmRELET,

/etc/passwd [XT—ILEMNLHEARYARETH D120, 1—F—D/IXRT—FK /\wIaZIIIHEMLIZEE. 271X
TEZA—HY—ThNIEHETEH. TONRT—F Ny alZHLTNRT—K 959Fx29 TATSLERTTEDILIZHRYET,
A—H—DINRAT—RERLFYKRE NRT—FEEATATAVFRYERT) [CEoTHETEIETEIHAE. EE. VAT LA
0y J74ILHBRHETEET, /ete/passwd T7AILIZIART—F Ny afhEFNTWRIEE. TDIT7MILEFTZAVIC
JE—TETLFERIK. NRT—F 959x27 TR S LT\ 2R THIEMNARIZEYET , COAETIE, BEchd
e A—— IRRD—REMHBF T HIENTEET,



KEBADDFHLL Unix PRATLTIE, OvbD RRT—K J74IHBERENTOET . P ATLTUYRY NRAT—FEEHICT
BHEITOVTIE, VAT LDIZaTIIWVESRLTESLY,

passwd_invalid_gid

<item>

name: "passwd invalid gid"

description: "This check makes sure that every GID defined in /etc/passwd exists in
/etc/group."
</item>

ZDEIINUEA# X, /ete/passwd ADES IL—T ID (GID) A /etc/group [CHFEHEL TSI EEHEELET . & GID A
BUICERINTVAIEEIXERIZEY., T3 THRVEES IR ERITHEVET,

JIL—7T ID A /etc/passwd IZEERSND-UIZ, BlfF /etc/group ITHRETIVLELAHYET . CONEERDE. VR
TLO—EMMELGON, BEORRICESHZENHYET,

fz&Z X, 21— — ("bob") A¥ UID 1000 & GID 4000 ##->TULV5I5E . GID A /etc/group IZEZSINTLVETFNIE, 2D
A—HF—DTS54A43) TIL—TIE. ZOI—F =TI EEEHED N ETERNIEITHYET . M ARIC. VAT LEEEN
/etc/group ##wEL T, V' /)L—7 "admin" ZEHL. "KEH" O GID 4000 #ZDJ IL—TIZFRELI-GE . 12— — "bob"
FERET . TIAILT "admin" FIL—TIFRB T B EITHYET,

/etc/group ZHRELT. FELTLVS GID ZEML TLFZELY,

TV—TF J74ILEH=
group_file_consistency

<item>

name: "group file consistency"

description: "This check makes sure /etc/group is valid."
</item>

COEINUEB#IE. /etc/group ADETHREMLEIA—IVETHSD (fzLAIX.3 DNEBEAIOCTRYIGN, 1—H—
JRANEEATND) CEEHERLET . 74— VYD RE>TWAITABNIE, LR—rSh, Fou I EFRERICRYET,

TA—T YD EEOTIVD /ete/group T7ANHAHE EHDI—H—EBY—ILOHFITOENYES . =, COER
X. BADERENP, hAZL A—H—FBT7T)5—a RADONT BT I —T 2D 1—F—%FEMLEIELT=EH L=,
TEERLTVWETD,

/etc/group FF7AILEREL T, ITDT+—TYMEEELTIIZELY,

group_zero_gid

<item>
name: "group zero gid"
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description: "This check makes sure that only ONE group has a gid of 0."
</item>

ZOEILM B, ' IL—T ID (GID) B0 DY IL—TMN 1 DI THAHZEEZHERELET . GID B0 DY IL—TH 1 DI+
DISFBIEEERT. F3TRHBVSEIXFERIZLRYET,

GID"0" IZ. ST I—T DA N—THBAL—H—H A /N\— root DTS4 FIL—TTEH5B. ELVSZETT , Shlsk. root
HI—T IS—Z9ia EHEDEEDIT7AILAD root $FEE(F 5T 5 EICHYET,

EEEJIWN—TEERTHHEEIL. "admin" T IL—TEERKL TS,

group_duplicate_name

<item>

name: "group duplicate name"

description: "This check makes sure that every group name in /etc/group 1s unique."
</item>

COEIMY FvIF BT IN—TEN—ETHALEZHERLET . E1— AN —BETHNIEER T, T5THWMGEIC
FEBIZBYES,

/etc/group RICEHETETIL—TE2LHHE. EQTIL—TDHENMERSNTNSDOIhh N0, B@ENELET,
BHETAHTIN—TENBNIE, BEBEIIRET IRETIHIEMN AV N—OHFENRESNTLEILIBIENRBIVET,

BRI IN—TRIFHIRYT 50, BETEEEL TS,

group_duplicate_gid

<item>

name: "group duplicate gid"
description: " (arbitrary user comment)"
</item>

Unix AT LEDET IL—TIE,. FD5IL—T ID (GID) M 0 ~ 65535 DFIETHANINET .2 DDFIIL—THREL GID %
HETLEE. RLHENMIESND LT TR DRATLAIEX. SO 2 DFRILYTIVL—TERLGLET . Chid, 21—V —45EE
DETEHENSTIL—TOEMMINANDEDITHYET,

TXa)T4E. JIL—THTD GID OHRFEEUEINTNET 2 DOV IIL—TICRLKFEEZF-ITRENHIEEIL. D
TIW—TBFERLA—Y —THEEEIN TSI EAREITLRYET,

EBET DT IL—TZHIBRTHH. —AIHLL—ED GID ZE|Y B TTZEL,
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group_duplicate_members

<item>

name: "group duplicate members"

description: "This check makes sure that every member of a group is listed once."
</item>

COEIRUBEEIL. TIL—TDEAN—DTI)L—T YRMMZ 1 BLMAHBEL TGN EFHERLET . BAVN—N—ET
HBNIELEE T, ZO3THRWMEE XA EEIZHEYET,

GIW—TDEAN—IZTIL—T YRMZ 1 BOHFDHRTHILELHYET , ACAVN—IEHEYRAMNHRLTYH, &
DARL—F4Y DRATLIZBBIIRELFEAN. VATLAEEE(ICES T, BHEORYELIEENERHICLRYET &2
(X, ZIL—7 "admin" M A2/ A\—# A "alice,bob,charles,daniel,bob” T#HBIBE . "bob" DIFHEZTIYEZFSIEEZ L. "bob"
%2 [HIRTACENDEICEYET,

FEAVN—N VAN L EIOHHBL TS LEHERLET

group_nonexistant_users

<item>

name: "group nonexistant users"

description: "This check makes sure that every member of a group actually exists."
</item>

ZDFIVINE. TIL—THDEAVIN—I Jetc/passwd RIZHFEHELTWAIEEFHERLET,

/etc/group I[ZHEHELTLVEWNI—H—HAWNEZLF. EBLEFFILLADBYFEFA . ZOI—F—L ANZSRINTULVSD., ¥
AT LMSHIBREINTNSDIZT IL—ThSHIBRESNTOELADELLMIRYET,

"T—ZR A—H—15 /ete/group ITBFNTNBILEHESNF A, ALI—F—BOI—F—HRICBISAHE,
ZO1—H—(2, 5T RETHANY L—T BN SENBAREMAELET

FHELTWWEWI—Y—IL /etc/group MBHEIBRL TS,

JL—RREE
dot_in_root_path_variable

<item>

name: "dot in root path variable"

description: "This check makes sure that root's S$PATH variable does not contain any
relative path."
</item>
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COFVIIE. BEDEETALIR) () A root A—HF—DRITARE/NNRICEFEN TGN EEHERLET . cOEEFR
SETACLICKY . BEEHLI—HF—N. WEDEETALIMNIZAVAR—ILTERO/MDKREZ . root LLTAST A2 LTLNVS
EHE(CETIFEILICLY . BAER—/NN—1—HF—([CHEREEEIFEEZILTHIENTEET,

writeable_dirs_in_root_path_variable

<item>

name: "writeable dirs in root path variable"

description: "This check makes sure that root's $PATH variable does not contain any
writeable directory."

</item>

ZDFyIlE. root 1—HF—®0 PATH Z#I(ZHB. T RTOT—ILRITIN—TEZIAHARETALIMN)ZLR—IET, 2D
FIVIIZKYREINDTALIRIETART, JKFEZEL T, TALINIADTELT— LRI I —TEEAHARE/A—Z v ay
MNHNIEL, ROOATURTHIBELTLEEL,

# chmod go-w path/to/directory

T7AIL IN—Sviay
find_orphan_files

<item>
name: "find orphan files"
description: "This check finds all the files which are 'orphaned' (ie: whose owner is

an invalid UID or GID) ."
# Globs allowed (? and *)
(optional) basedir: "<directory>"

(optional) ignore: "<directory>"
(optional) dir: "<directory>"
</item>

COFVIE VAT LEICA—F—DNVEWTRTOI7AIILELR—FLET,

TIHIETIERRIE " T4LYMN)ID T THRMIZETINET . COZEIZKY, COFv oI VE—F VRTLLEIZEFRE
FTHI7ANEICIEC T, ETHEMAEEICRGEIEENHYET . L. BEIZHLT. A 73> ¥—7—FK basedir %
FALT.BRRAEDT I EDERTALINEEBTEET . T DA T3> £—T—F ignore ZHHALT. EX
TALINIADSEEDI7AIVERBZRENONT ELTEET . TIHUMDT7AIL SATLDRETIE. A T3y F—
J—F dir THEEINTLEWLRY.NFS [TYOU RSN TS TAL IR [ET R TEBRINET,

BREOHEHEL RFXYUENDEVRATLDZATIZIE LT, BEBANDIDNEETT, T IAILFTIX, Nessus BZDFzvo
DIERMIBA(ZILE T HEALTIMEF 5 BEICERESNTEY., COERFEETEEE A,

51 -

<item>
name: "find orphan files"
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description: "This check finds all the files which are 'orphaned' (ie: whose owner is
an invalid UID or GID) ."
# Globs allowed (? and *)
basedir:"/tmp"
ignore:"/tmp/foo"
ignore:"/tmp/b*"
</item>

find_world_writeable files

<item>
name: "find world writeable files"
description: "This check finds all the files which are world writeable and whose sticky

bit is not set."
# Globs allowed (? and *)
(optional) basedir: "<directory>"

(optional) ignore: "<directory>"
(optional) dir: "<directory>"
</item>

ZDFIVIIE VE—F VATLEDT—ILRESAATARET R TOIT7AINELR—ILET UE—F PRXTLLEIZIET—IL
REZAAABET7AILITHWANEBBENTY, ZCOBE. COFyIERELT AIERTEINF R A L. BB EDEHIC
FoTIF. T—ILRESAHTRBET7AILHABEIZHELZEEHYET . COF VI RINIEEHITTRTEEICEERLT,. 7—
IWREZAARRERENDL T LEBLETHEWIZAILIZDOWLTIE, ROATU R THIBRL TS,

# chmod o-w world writeable file

TIHIETIE RRIE " T4LYN DT THRMIZETINET . COZEIZKY, COFv oI VE—F VRATLLEIZHEFE
FTHI7ANEICIEC T, RITHMAERICRGEIEENHYET . L. BEIZHLT. A 73> ¥—7—FK basedir %
FALT.BRRAEDT I EDERTALINEEBTEET T 5lDA T3> £—TJ—F ignore #FHALT. EX
TALINIADSEEDI7AIVEREBZRENONT ELTEET . TIHIUDT7AMIL SATLDBRETIE. A T3y F—
J—K dir THEESNTOEWLERY.NFS [TTIUREN TS TALIMN [T T RTEHINET,

BREOHE L AFXvUENELRATLDZATITELT, HEHEIADNDLIDINBEETT . TI4ILETIE, Nessus BATDFIvy
DFERVIBZEZFIL T H2A LT IMEE 5 HEICERESATEY ., COERXERETEFE A,

i :
<item>
name: "find world writeable files"
description: "Search for world-writable files"

# Globs allowed (? and ¥*)
basedir:"/tmp"
ignore:"/tmp/foo"
ignore:"/tmp/bar"
</item>
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find_world_writeable_directories

<item>
name: "find world writeable directories"
description: "This check finds all the directories which are world writeable and whose

sticky bit is not set."
# Globs allowed (? and *)
(optional) basedir: "<directory>"

(optional) ignore: "<directory>"
(optional) dir: "<directory>"
</item>

CDFIVIIE. T—IFEELAAFRETHEIN . AT1vF— EVEMNERESNTLEL YE—F SRTLLEDITRTOTALY
PIZLR—LET c ATAvF— EVMATRTDT—ILREERAARBET LI IZERESN TNHIEZHER T H ISR,
TALIMIADIFANDF—F—DHEDIT7AIEHIRTEDEERIAETEEY . CNIZKY A—F - DI—HF—[Z&
YI7AILDMBROEEERBICHIBRENGENESIICTEES,

TI7HIETIE. BRI " T4ALYRN) DT TEIBHICETINSADT, COFvIIE VE—F PATLLEIZEETSI7M4L
BIZIGL T, RITHBAERBICRGRIGEN/HYET . L. BEIZIELT. 473>y ¥—7—K basedir Z#FHALT. &
RRARDTIAHICDEARTALIMNEZLERTEEFT , T HlDA T3> £—T—K ignore ZFEALT. EEXTALIMNA
NOBEDIFAINERERENONT ELTEFT, TIHILIDIZAIL SRTFLDBRETIE. A T3y ¥F—J—K dir T
BESNTULEWLRY . NFS ITROURESN TS TALIMIET R TEBRINET,

BREOHE L AXvUENELRATLDZATITELT, HEHIADNLIDINBEETT . TI4ILETIE, Nessus BATDFIvy
DFERVIBZEZFIL T 54 LT IMEE 5 HEICERESATEY . COERXERETEFE A,

151 -

<item>
name: "find world writeable directories"
description: "This check finds all the directories which are world writeable and
whose sticky bit is not set."
# Globs allowed (? and *)
basedir:"/tmp"
ignore:"/tmp/foo"
ignore:"/tmp/b*"
</item>

find_world_readable_files

<item>

name: "find world readable files"

description: "This check finds all the files in a directory with world readable
permissions."

# Globs allowed (? and *)
(optional) basedir: "<directory>"
(optional) ignore: "<directory>"
(optional) dir: "<directory>"
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</item>

ZOFIvIIF. D= IRRARMYAFEETHEIIT R TDI7AINELR—IFT  =EAIE. 22— —D home TALIM)DERH
WYRIRED 7AW EF TV ITHEICKY D AI—F —DoT IR TEIREZEI7MIL (FFA4R—bk SSH F—4E) ML
CERIITEET,

TIHILETIE RRIE " T4LYVM) DO T THIEBMIZETINSD T, ZOFvIIE VE—F PATLEICHEETSI7MAIL
HIZIGL T, RITHMAEBICRGRIGENHYET . L. BEIZIELT. 723> ¥—7—K basedir ZFEALT. &
RAERDTIAHIEDERTALIN)EEBRBTEET T DA T3y ¥—J—FK ignore AL T. EAXTALYNIN
NOBEEDIT7AILERRZRNENMON T ELTEET . TIHILMDIT7AIL SRATLDBRETIE. A T3y ¥F—TJ—K dir T
ESNTULEWLEY . NFS [TRXOUREINTWATALIMNIETRTERSNET,

BREOHEL AXYUENEZVRATLDAATIZIGEL T, BHEBANDZDONEETT , T I4ILETIEX, Nessus BZDFz vy
DIERNIBAE LT R4 LT IMEF 5 BEICEESNTHEY ., COEIFIEETEEEA,

151 -

<item>

name: "find world readable files"

description: "This check finds all the files in a directory with world readable

permissions."

basedir: "/home"

ignore: "/home/tmp"
dir: "/home/extended"
</item>

find_suid_sgid_files

<item>

name: "find suid sgid files"

description: "This check finds all the files which have their SUID or SGID bit set."
# Globs allowed (? and *)

(optional) basedir: "<directory>"

(optional) ignore: "<directory>"

(optional) dir: "<directory>"
</item>

ZDOFTv71E. SUID/SGID EVEMERESIN TS TARTDI7AINELR—IFT, COFyI(Zko>TLR—FESNTINST
FAWFTART EFELTCERITZILEAHYFTT  HIC. Pxib ROV T AR DEITARET7AIL (AT LEEBIZH T
SNENWEITHRETI7AILEE) ITLEFEFELE T, SUID/ISGID I7MILICIE, 21— —DIFEE . J7MILDA—F—F 1=
(T IL—T DIFIEICHERTEDELSURIDHBYET . COLSLEIT7AILIRVYTEMESLTERLELIGE X, FRFETY7
AIVEERTBHANEZONTOVELMAESH TERRBRITTHIVENHYET,

TFTIAILLTIE.BRIE " T4 DO T THRRMIZCETINET . COZEIZEY, ZOFvIIE UE—F PATLLIZEAE
FTEHT7AILEIZEL T, EITHRNERICRGIBENHYET L. BEIZIGLT. A7 3> £—7—FK basedir #
FRALT.RRARDTIAHILNDERTALIN)EZEBTEFET . E=. DA T3> ¥—T—F ignore ZHFERAL T, EAK
TALONIRADSEEDI7AIVERBZRMENONT ZELTEET . TIHIIDTZ7AIL S RATLDRERETIE. AT a3y F—
J—K dir THRESNTWEWLEY ., NFS 2ROV RSN TWSTALIMIET R TERINET,
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BREOHEL RX ¥ ENBVATLDAATIZTE LT, BEBANDDIEETT, T I4/ILFTIX, Nessus BZDFzvo
DIERMIBA(Z LT HEA LT IMEF 5 BEICERESATEY., COEFEETEEE A,

E

<item>

name: "find suid sgid files"

description: "Search for SUID/SGID files"
# Globs allowed (? and *)

basedir: "/"
ignore:"/usr/sbin/ping"
</item>

home_dir_localization_files_user_check
ZOEIRY FzulE, 2—F—D home TALIVMADA—hHSAX T7AIBFDI—H—F=IE root [CKH>TRIAIN
TWHIEZEERELET .

1 DUEDT7AIVE, file" h—I FERALTIRNT Y TLES , f=FL, "file" h—OUDEWNGEE . TIHILE T, RDT7AIL
ARFINFET,

e _.login
e .cschrc
e _.logout

e .profile

e .bash profile
e _.bashrc

e .bash logout
e .env

e .dtprofile

e .dispatch

e _.emacs

e _.exrc
451 -

<item>

name: "home dir localization files user check"
description: "Check file .foo/.foo2"

file: ".foo"

file: ".foo2"

file: ".foo3"
</item>

home_dir_localization_files_group_check
ZOEIRY Fxuold, A—H—0 home TALYMADO—hSAX T7AILBEDI—HF—DTS54Y) JIL—TE=I&
root [CK>TYIL—TMBESIN TSI LEHERLET .

1 2UEDT7AIE, file" h—OUEERLTIARNT YTLET 1120, file" b—IUAEWMEE . TIHILE T, ROIT7AIL
MRRSNFES,

e .login
° .cschrc
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e _.logout

e _.profile

e _.bash profile
e _.bashrc

e _.bash logout
e .env

e _.dtprofile
e .dispatch

e .emacs
e .exrc
E
<item>

name: "home dir localization files group check"
description: "Check file .foo/.foo2"

file: ".foo"

file: ".foo2"

file: ".foo3"
</item>

BHLLW\I7AI)IL avToY
admin_accounts_in_ftpusers

<item>

name: "admin accounts in ftpusers"

description: "This check makes sure every account whose UID is below 500 is present in
/etc/ftpusers."

</item>

ZDFYIIE, TRTH admin THHok, DFY 500 KRiED UID OD1—H—H /etc/ftpusers., /etc/ftpd/ftpusers,
Ff-lL /etc/vsEtpd. ftpusers [CTFEHEL TS EEHERLET,

TEI7AIL
find_pre-CIS_files

<item>

name: "find preCIS files"

description: "Find and list all files created by CIS backup script."
# Globs allowed (? and *)

(optional) basedir: "<directory>"

(optional) ignore: "<directory>"
</item>

COFTvYIF, Red Hat CIS AUFI—IREICERT H1=8 D Center for Internet Security (CIS) ZE#RADFT VI TY .
DFzyYIlE. CIS Red Hat R FI—4IZE DT Red Hat VY RTLDER/ARILETofzA—H—IZE>THICAER T,
CIS RUFI—Y Y—)UIF PATLEIETOLRFICEETIN-AEEDH LT X TDOIVRT L T7AINENVITITTEHN
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YOTT ROVTLERBLET , CNEDT7AILIEF—T—FK "-precis" NMERHEICHOTVWET , TRTORUFI—i
BHABERAIN, VAT LOIBREKRICESIESAT. NN IT7AIVIFHEIBRESNFET . COFvIIE UE—F PRTLLIC
"preCIS" 77 IILMEFHELTLVEWIEEMHERLET,

TIHIETE RRIE " TALOMI DT THRBRHICEITINSGDT, COFIVIIF VE—F YRATLEIZEETSIT7AIL
HITEL T, ZTREAFRICRGDIEENHYET . 1L BEITISLT. #7723y ¥—T—F basedir ZHEALT. #&
BRERDTIANDERTALIMNEERBTEET . F DA T3y £—T—K ignore ZHALT. ERTALINA
MOREDIT7AIERRBAENONTELTEET .

BREOHEL RAFX Y ENDEVRATLDBATIZIEL T, BHEBANDIDONEETT, T I4ILETIEX, Nessus BZDFzvo
DIERMIBA(ZEILE T HE/ LT IMEF 5 BEICERESNTEY., COEFEETEEE A,

&4

Unix 7R —KNIZ if/then/else MIBHFEERTHENTEET , FHIZKY. 1 DDIT7MILTEHOERELIETES LIS
BYFET, =EZIE. BLRYS— T74AJ)L T, if/thenlelse LAV RZEYIZFERAL T, Postfix 2%FE & Sendmail SREDF
IVIEITICEMTEET,

EHERTIDVVEAVIRERDEEYTT,

<if>

<condition type: "or">
<Insert your audit here>
</condition>

<then>

<Insert your audit here>
</then>

<else>

<Insert your audit here>
</else>

</if>

451 -

<if>
<condition type: "or">
<custom item>
type: FILE CHECK
description: "Make sure /etc/passwd contains root"
file: "/etc/passwd"
owner: "root"
</custom item>
</condition>

<then>
<custom item>
type: FILE CONTENT CHECK
description: "Make sure /etc/passwd contains root (then)"
file: "/etc/passwd"
regex:""root"

expect: "“root"
</custom item>
</then>
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<else>

<custom item>
type: FILE CONTENT CHECK
description: "Make sure /etc/passwd contains root (else)"
file: "/etc/passwd"
regex:""root"

expect: "“root"
</custom item>
</else>
</if>

ALK FIuIEDT, FHEOEKREIEIRDIELR—MNIRTINEE A,
ZHRATE "and" £=1E "o DWLVTAMIZHEYET,

NetApp Data ONTAP
ZZTl&. NetApp Data ONTAP AV T 54TV R FIvIDITA—I B, BLURERTEDREBRMBIICOVTEHRALET,

(fi>> SIRFORE:

BB IA—INEBRTC—ESIRAFEESIRAFME. RD 2 DDHEZERVTELLTHHERTIEETY

1. CRLF & XFEZ#UTIIIZERTIVLENH DRI —ILEEE L Windows AV TSAF7 U R FuoTlE,
—E5|AFEERALET . XFIHELTRIRT DA AH T —ILRIFXIRT—TFTHREAHYET,

FEZF RDEBYTY,

expect: 'First line\r\nSecond line\r\nJohn\'s Line'
2. ZE 5| A& WindowsFiles ? "include_paths" & "exclude_paths" ZE R 3 5MEICHETT,

ENT4—ILKRAT (description. value_data. regex %&) [2HWLWTH, —E5IAFF-FXZE5|IRAFEELXF
JIEFERTHEEIE. ROWVWTNAHODFEERNET,

a. SMUDSIRFLIFRLDIIAFIITEERT 5,

151 -
expect: "This is John's Line"
expect: 'We are looking for a double-quote-".*'

b. A RAAHBIBFIE/NVIRSYLATIRT—T§5 (ZEFIHAFDOH).

E

expect: "\"Text to be searched\""
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Compliance Summary Sort Options | Q

1.2 Secure Storage Design - ‘cifs.signing_enable = on’ Net&pp Data ONTAP Compliance 1

1.2 Secure Storage Design - ‘cifs.signing-enable = on’ MetApp Data ONTAP Compliance 1

1.2 Secure Storage Design - ‘cifs.smb2 signing.required = on.._ MetApp Data ONTAP Compliance 1

failed 1.2 Secure Storage Design - Idap.ssl.enable = on’ NetApp Data ONTAF Compliance 1

failed 1.2 Secure Storage Design - 'nfs v3 enable = off MetApp Data ONTAP Compliance 1

1.2 Secure Starage Design - 'nfs vl enable = on’ MNetApp Data ONTAP Compliance 1

failed 1.2 Secure Storage Design - Enable Kerberos with CIFS - 'nfs Net&pp Data ONTAP Compliance 1

1.2 Secure Storage Design, Enable Kerberos with NFS - ‘nfs k MetApp Data ONTAP Compliance 1

failed 2.0 Install & Config - ‘Disable SNMPvZ' MetApp Data ONTAP Compliance 1

2.0 Install & Config - Disable S5HvT" NetApp Data ONTAP Compliance 1

2.0 Install & Config - Disable WebDAW MNet&pp Data ONTAP Compliance 1

2.0 Install & Config - ‘Enable TLSv1' MetApp Data OMTAP Compliance 1

failed 2.0 Install & Config - "Secure Sockets Layer v2 (SSLvZ MNetApp Data ONTAP Compliance 1

MBI —Y g
NetApp Data ONTAP Y RTAIZHLTAVTIATUR RAFvUEELLETT DI, RBELI—F—HLUT OHFEEZF->TL
BNIEEYER A,

NetApp Data ONTAP J1JLAR®D root EEIEHR

LEEDIFHEIZINZ T, NetApp Data ONTAP OV F5A47 VR FxyIRADEER) T —E Nessus Plugin ID 66934 (NetApp
Data ONTAP Compliance Checks) A%HETY,

TNARIZRHTDRFYUERTTHICIE. FTIEEER) O —FERLET , RIZ, RUT—D "Credentials” 27 M "SSH
settings" A=a2—%:E&IRL T, root BERFEHREAHNLET R —D "Plugins” 2T T, "Policy Compliance" 7355142 77
31)—%:#4RL. "NetApp Data ONTAP Compliance Checks" EWLWSEAMILD TS5 A2 ID 66934 #H®IZLET , XRIZ,

"Preferences" 27 H 5 "NetApp Data ONTAP Compliance Checks" KA & %#R L, Tenable H7/Rh—k R—2)ILHS
NetApp .audit 77/ IILEEBMLET , REIZ. R —ZE2REFELT. AFvU2ETLET,

root EWREMDANNF T av ELTEENLBNGEE  ERMEVWTAVUMEERL T, BEEERITTEET,
1. #FHLLA—ILEERT S (nessus_audit LEE):
# role add nessus_audit -a login-ssh,cli-version,cli-options,cli-uptime
2. B—=)LETIL—TIZEIYHETS (nessus_admins iEE):
# group add nessus_admins -r nessus_audit
3. YIN—TE1—H—ITEIYLTS:

# useradmin user add nessus -g nessus_admins
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Fxv¥9 B4 7 :CONFIG_CHECK

Check Point YT 547V R FryJld. custom_item HT /L TEFEN . CONFIG_CHECK MEEINTLDEDITHYFE
FoolE D .audit T77MILERLCEKSICAE S, NetApp Data ONTAP L RTLEERITTAVATLICHLTERSN
F9, CONFIG_CHECK Fxw/I&.2 DUEDF—T—RTHEEEINET . ¥—7T—F type & description [JWHZETY, =
DEIZ1DULEDF—T—FMNGEEET, Fydld, "options" AV RFHAFEEETEHILIKYITHOAET,

F——F

RDFEIZ, NetApp Data ONTAP AV TSA 7V R FuIIEITHEF—T—FDERAEEZRLET,

type

description

info

severity

regex

"CHECK_CONFIG" I%. NetApp Data ONTAP "show configuration" H 718 E DAL
BENFHELTWAILEHERLET.

"description" ¥ —TJ —F[E . EFTTHIFzVvIDBHHELGHEBAZEMLET,
description Z4—IJLRIZIEF—EDTFRA%IEEL T, description 74— /LEMNE
BIEFovVIFERLIGWNZ EZE<HEERELE T, Tenable @ SecurityCenter (&, —ED
75542 1D FE% description 74— /LRIZESVWCTEHEMIZERLET .

151 -
description: "1.0 Require strong Password Controls - 'min-
password-length >= 8'"

"info" ¥—T—NKI&. RITI5FvVICEHI HFMEHRBAEEMT SDITFERLET, F
TV DFREBIEREL T, RAITH--Y . BRI EH SN TS URL THo1ZY. &
2R —GEFIEETEFT . EHD info T1—ILRE TEXRNENSHTSTELTIH
— YR B=DIZ1TIZ 1 DT DEMTAIENTEET  FHTES info J1—ILREL
IZHIBIEHYEE A,

% "info" AV L. RTLLTHDITICAATEIDHENHYEST , EHTH
WEBIRIHEX (O4—<yb LOBHEEIZKY), "info" 2T FEMLET,

151 -

info: "Enable palindrome-check on passwords"
"severity" ¥—7J—KF. RITITEFIVIDEREZEELEFT,

11 -
severity: MEDIUM

EKE(X HIGH, MEDIUM, F1=I1& LOW [ZERETE=ET,

"regex" ¥F—T—FRICkY  BRIEERENDREC. HENERREBE~ADBEEEITIEN
TEET,

R

regex: "set snmp .+"
ROAFXFIIEFRN N EABDETY +\* ()"

NOEDXFIE I)TIIILTERTBZEBEEIE. 2 DDNVIRSYLATIRY—TF5hH,
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AFEN ] TRYET,. 2" BEDMDXFIF. VTSIV TRRT BIZF. \vIRSya
1 DFEIFHERLET,

CNE, AVNRAFHBINODXFERET HHEICERLES .

FIyJIZ "regex" AT MERESN. "expect'. "not_expect". "number_of_lines" 24 [&5%
FESNTWEWMES . Frulld. regex E—HT 3 2THLR—FLET,

expect ZDF—T—FIZ&Y, "regex" 2V [C—HTHEHIEHEEETEET, 1=, "regex" 4
THMERSNTULVEWNES . BREADL DS "expect” XFIHINRRINET,

"regex" [ZE > THRHIN-IBRITH "expect" 25 E—HBLTWBIGE. FIvIIEEH
I2HYET, "regex" NEESNTILVEWGE L, "expect” XFIAERENSREINT-
G . BRRICIEYET,

il -
regex: "set password-controls complexity"
expect: "set password-controls complexity [1-4]"

LRDIEE. "expect" VX EHEN 1 ~ 4 DEICEEINTNSILEHRLET,
not_expect COF—T—FIZEY BEAICEENTIILGOLRVVMERIERZRERTEEFY .

INlE "expect" DRI DEEICHEYET , "regex" ICE>TRESN-BRITH
"not_expect” 27 E—HLILWEE . FIvIEARKITHEYET , "regex” 2T NRES
NTLELMER L, HBAKIC "not_expect" XFFINBESINZITNIEELTT .

il :
regex: "set password-controls password-expiration"
not expect: "set password-controls password-expiration never"

LEDIBEE. "not_expect” 27 (2&Y . password-controls A% "never" [ZERFE SN TL
BOIENFIVIShET,

CONFIG_CHECK Ml
NetApp Data ONTAP T /31 RIZxt9 % CONFIG_CHECK D AHlZERIZRLET,

<custom item>
type: CONFIG CHECK
description: "1.2 Secure Storage Design, Enable Kerberos with NFS -
'nfs.kerberos.enable = on'"
info: "NetApp recommends the use of security features in IP storage protocols to
secure client access"
solution: "Enable Kerberos with NFS"
reference: "PCI|2.2.3"
see also: "http://media.netapp.com/documents/tr-3649.pdf"
regex: "nfs.kerberos.enable[\\s\\t]+"
expect: "nfs.kerberos.enable[\\s\\t]+on"
</custom item>
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i
NetApp Data ONTAP EE&ERIJL—WIC if/then/else MHBEEERTHENTEET . FHICKY. 1 DDIT7AILTEHEED
BRENETELLSICHYET,

EBERTITEHIVIAVIRERDESYTY,

<if>

<condition type:"or">

< Insert your audit here >
</condition>

<then>

< Insert your audit here >
</then>

<else>

< Insert your audit here >
</else>

</if>

151 -

<if>
<condition type: "OR">
<custom item>
type: CONFIG CHECK
description: "2.6 Install and configure Encrypted Connections to devices - 'telnet'"
regex: "set net-access telnet"
expect: "set net-access telnet off"
info: "Do not use plain-text protocols."
</custom item>
</condition>
<then>
<report type: "PASSED">
description: "Telnet is disabled"
</report>
</then>
<else>
<custom item>
type: CONFIG CHECK

description: "2.6 Install and configure Encrypted Connections to devices - 'telnet'"
regex: "set net-access telnet"
expect: "set net-access telnet off"
info: "Do not use plain-text protocols."
</custom item>
</else>
</if>

FHIILR—FRIZIERTEINERE A, D2FY . FEHEIEKBRLIEDBRIILI-NERTEINFELA (AL Fvd),
EZHAATE "and" F=lE "or" DLVTAMNIZHEYET,

176



LiR—k
<then> E1=[% <else> N TEITLT.

<if>
<condition type: "OR">
<custom item>

type: CONFIG CHECK

HAI®MD PASSED/FAILED &£#4%#EATE=EY,

description: "2.6 Install and configure Encrypted Connections to devices - 'telnet'"
regex: "set net-access telnet"
expect: "set net-access telnet off"
info: "Do not use plain-text protocols."
</custom item>
</condition>
<then>

<report type: "PASSED">
description: "Telnet

</report>

</then>

<else>

<report type: "FAILED">
description: "Telnet

</report>

</else>

</if>

is disabled"

is disabled"

"report type" MDA #{E(L PASSED. WARNING. £& U FAILED T,

IBM iSeries #REEXIVTSATUR I7AIL YIFPLUR

& SIRFORE:

ZZ T, IBMiSeries AV TS5A TV R FvIDI+—I b EBEH ., BLURREDRIBIBIIZDLNTERIALET,

BEBEI(— I NEBRTC—ESIRFEZESIRAFMIE. RD 2 DDGHEERVTELLTHHERMFIETY

1. CRLF 4 XFZ#UTIIVIZERTILENH DRI —ILREE T Windows AV TSAF7 U R FuoTlE,
—E5|AFEFERALET . XFIHELTHRIRT DA AH T —ILRIFIRT—TTHREAHYET,

FEZE L RDEBYTT,

expect: 'First line\r\nSecond line\r\nJohn\'s Line'

2. ZE 5| A& WindowsFiles ? "include_paths" & "exclude_paths" ZE R 5MEICHETT,

EDT4—ILRAAT (description, value_data, regex &) IZHWTH, —E5 AR FEFLFXZEFIAFESOXF
NEFEHATBHEEIE. ROVWT LD EERNET,

a. SMADSIAFLIFERSSIRF2ATEERT 5.

£ :
expect: "This is John's Line"
expect: 'We are looking for a double-quote-".*'

b. #ARAHABIARIE/NNVIRTYATIRT—T 45 (ZEFIARDOH),

451 -

expect: "\"Text to be searched\""
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WERI1—H—i5E
iSeries YATLIZHLTAVTSAT VR REX YU EELLEITTAIZE., B —F—DLUTOEFEFH > TULWRTFAIERYE
A,

1. (*ALLOBJ) F71zIXEEZE (FAUDIT) #ERZH D A—H—(F. TR TOIVRTLEZEETHIENTEFT . 2O LI
—H—(3@E. (*SECOFR) V5 RIZELEY,

2. (*USER) E£7=I& (*SYSOPR) VS5 ANA—H—(LFLAEDEEZEETEET H. QAUDCTL., QAUDENDACN,
QAUDFRCLVL, QAUDLVL, QAUDLVL2, & QCRTOBJAUD [FBEETEFEH A,

A—HF—AMEICT I ERT BIEREFAVNE S *NOTAVL EWSEARSNET,

Fxvy 34T
FARTO IBM iSeries AV TIAFT VR FryJl&. check_type HT /L TEDHN, "AS/400" IEEZEATVWIRENHYFE
o IIE. D .audit T7AILHN, IBM iSeries AT LERITLTWSVRTLATHAZLEHANT H5-HDEDTT,

R
<check type:"AS/400">

DAL TSATUREBZATEFERY ., BMDEATON—230DF—T—REHYFEE A,

F—J—F
RDOFERIZ, IBM iSeries AV TFATUR FuIIZE 38 F—T—FDERAEERLET,

croe e eeRs

type AUDIT SYSTEMVAL
SHOW SYSTEMVAL

systemvalue ZDF—J—KIL.IBM iSeries VAT LATF VI T HEEZRETHDICFERINET,
R
systemvalue: "QALWUSRDMN"

description CDF—T—FIE, ETT5FvIDEEGEHRAZEMLUET , description F1—/LK

[2IE—EDTFRALEHEELT. description Z4—I/LENEHETHF v IIEERLANIE
R LE T, Tenable @ SecurityCenter (. —ED TS5 14> ID 5%
description 74— /LRIZEDWTEBMICERLET .

41 :

description: "Allow User Domain Objects (QALWUSRDMN) - '*all'"
value_type ZDF—T—KI(E. IBM iSeries Y RATLLETFIYITHENDZAT ("POLICY_DWORD"

F1zIE "POLICY_TEXT") 2 & T ADIFERAINFET,

151 -

value type: "POLICY DWORD"

IR

value type: "POLICY TEXT"
value_data CDF—T—RIE,. SRTLEELTHEFT —H2EEZEELET,
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R
value type: "A([6-9]1[1-9][0-9]+)s"

check_type COF—T—RE T—HECHLTERATEFIVI 81 TEEELET,

i) -

check type: "CHECK EQUAL"

check type: "CHECK NOT EQUAL"

check type: "CHECK GREATER THAN"

check type: "CHECK GREATER THAN OR EQUAL"
check type: "CHECK LESS THAN"

check type: "CHECK LESS THAN OR EQUAL"
check type: "CHECK_ REGEX"

K

<custom_ item>
type: AUDIT SYSTEMVAL
systemvalue: "QUSEADPAUT"

description: "Use Adopted Authority (QUSEADPAUT) - '!= *none'"
value type: POLICY TEXT
value data: "*none"

check type: CHECK NOT_ EQUAL
</custom item>

info CDF—T—KIF. ETTDFyIICBET 5L HBAZEMTADICFEALEST . COF
—J—FIZ&Y, Al URL, ER) > —  FLIERENDERZZOMODEHRERLET,
BHOD info T4—ILRE  THXARAMNEINSTS7ELTIA— YT B0 1 17121 2F
DEBMTBCENTEET , FHTES info Tr—ILRHIZFHIRIZHYEEF A,

11l -
info: "\nref : http://publib.boulder.ibm.com/infocenter/

iseries/v5r4/topic/books/sc415302.pdf pg. 21"

HRELIER

HRALEE &, FIROF—T—FRIZEDVWTEREIND 1 DOREHEFIVITY I FERAATEELHRZLIEEDZ(T%
RLET, EFTyIH "<custom_item>" 2% TIRFEY. "</custom_item>" THHOYFET, CNoDESJ AN AVTSA4TY
R FIv) K=Y —[d>THERSN., FrvIERTTLH 1 DU LDF—T—FAEESINFTT,

NRAZLEEFIVITIE TR ELT </custom_item>" & '</item>" DELLTHHERTEET,

AUDIT_SYSTEMVAL
"AUDIT_SYSTEMVALUE" [, "systemvalue" ¥—7J—KRIC&oTHAShIER R TEEEZEELET . EEAXNREDLEAS
ATIZDLVTIE, "check_type" ¥F—T—KFHIEELFET .

<custom item>
type: AUDIT SYSTEMVAL
systemvalue: "QALWUSRDMN"

description: "Allow User Domain Objects (QALWUSRDMN) - '*all'"
value type: POLICY TEXT

value data: "*all"

info: "\nref :
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pg. 21"
</custom item>

SHOW_SYSTEMVAL
"SHOW_SYSTEMVAL" B2 & (X, "systemvalue" ¥—7—RICKYBRI SN DB EEEFL R—FT BEHTT,

<custom item>
type: SHOW SYSTEMVAL
systemvalue: "QAUDCTL"
description: "show QAUDCTL wvalue"
severity: MEDIUM

</custom item>

FH

IBM iSeries 7R\)>—NIZ if/thenlelse HIBATEERTACENTEET, CNIZEY  EBENEHRLI-BEE. BRIFEHEDE

BTIEEL BEAyE—CFRTIENTEET,
EBERTITEHIVIAVIRERDESYTY,

<if>

<condition type: "or">
<Insert your audit here>
</condition>

<then>

<Insert your audit here>
</then>

<else>

<Insert your audit here>
</else>

</if>

E

<if>
<condition type: "or">
<custom item>
type: AUDIT SYSTEMVAL
systemvalue: "QDSPSGNINE"
description: "Sign-on information is displayed (QDSPSGNINF)"
info: "\nref
http://publib.boulder.ibm.com/infocenter/iseries/v5rd/topic/books/sc415302.pdf
rg. 23"
value type: POLICY DWORD
value data: "1"
</custom item>
</condition>

<then>

<custom item>
type: AUDIT SYSTEMVAL
systemvalue: "QDSPSGNINE"

180



description: "Sign-on information is not displayed (QDSPSGNINF)"
info: "\nref :
http://publib.boulder.ibm.com/infocenter/iseries/v5rd/topic/books/sc415302.pdf
Prg. 23"
value type: POLICY DWORD
value data: "1"
</custom_ item>
</then>

<else>
<report type: "WARNING">
description: "Sign-on information is displayed (QDSPSGNINF)"

info: ""\nref :
http://publib.boulder.ibm.com/infocenter/iseries/v5rd/topic/books/sc415302.pdf
rg. 23"
info: "Check system policy to confirm requirements."
</report>
</else>
</if>

"HALUN FIVIED T, EHEOKRBFE-IIRBIEILR—MIRRESNFEE A,

ZHRATE "and" T=1E "o DWLVTAMIZEHEYET,

VMware vCenter/ESXi #REEIAVTSAFTUR T7M4IL ) IPLUR

ZZTl&. VMware vCentet/ESXi AV TS5AT VA FIvIDIT+— YRR BLUEERTEDRIEMBIUZDLVTHBALET .

Nessus Tl #EBmHEmEL. BEMITON TS .audit F7AILIZY AN YTENTWBF v IIZEDVWTCEEREZETITS
C&IZKY, R AT4T API ZNLT VMware ZEBEETEET,

=24
VMware Y AT ALIZHLTAVYTIAT VR AF v ZELLLETTBICIE, A—F—DNUTZALTLWARERHYET,

1. VMware vCenter £7=[& ESXi FAEEE E#IE#R., Tenable TlX ESXi (ESX/ESXi £ TVM & 5= DEHD
A2%271—2R) & vCenter (1 DLLET ESX/ESXi H—/\—%EHET 518D VMware MoFIRATEREHDOTRAY
@) OmAISKEL APl BABEFEINTWET, COTST 121, ESXi £f=IE vCenter LWFhh D EKIEHEF
ALET,

2. VMware vCenter/ESXi AV TSAT VR FzvIADERRI—,

3. 7344 ID 64455 (VMware vCenter/ESXi AV FSA TV R Frv¥)

HR—rEh TS/ —D3Y
IR7E Nessus (&, ESXi4.x &5.x. BEXU vCenter 4.x & 5 BB TEET,

Fxv) BA4T
VMware .audit #EEFD T U2V I R (&, COMBEEXEITT H=HIZ XPATH LU XSLT [ZKREUKELTWLET,

VMware EE&E L. XD 3 DDF vy A4 TEHHR—KLTLET,

AUDIT VM
ZDFIVYI BATTIH ARBETO VR TEZEETEET GRS OV TR C #SBLTEEN),
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<custom item>
type: AUDIT VM

description: "VM Setting - 'vmsafe.enable = False'"
xsl stmt: "<xsl:template match=\"audit:returnvall\">"
xsl stmt: "<xsl:value-of

select=\"audit:propSet/audit:val [@xsi:type='VirtualMachineConfigInfo']/audit:na
me\"/> : vmsafe.enable : <xsl:value-of
select=\"audit:propSet/audit:val [@xsi:type='VirtualMachineConfigInfo']/audit:ex
traConfiglaudit:key[text ()="vmsafe.enable']]/audit:value\"/>."
xsl stmt: "</xsl:template>"
expect: "vmsafe.enable : 0"
</custom_ item>

AUDIT_ESX
ZDFIVY ZATTlE,. ESXIESXi —/N\—REEEBTEET,

<custom item>
type: AUDIT ESX
description : "ESX/ESXi Setting - Syslog.global.logDir"
xsl stmt: "<xsl:template match=\"audit:returnvall\">"
xsl stmt: "Syslog.global.logDir = <xsl:value-of
select=\"audit:propSet/audit:val [@xsi:type="'HostConfigInfo']/audit:option[audit
:key[text ()='Syslog.global.logDir']]/audit:value\"/>"
xsl stmt: "</xsl:template>"
expect: "Syslog.global.logDir : /foo/bar"
</custom_ item>

AUDIT_VCENTER
ZDFIvY RATTlL. vCenter BFEZEETEET,

<custom_ item>

type: AUDIT VCENTER

description: "VMware vCenter Setting - config.vpxd.hostPasswordLength"
xsl stmt: "<xsl:template match=\"audit:returnvall\">"

xsl stmt: "config.vpxd.hostPasswordLength = <xsl:value-of
select=\"audit:propSet/audit:val[@xsi:type="ArrayOfOptionValue']/audit:0ptionVal
ue[audit:key[text ()="config.vpxd.hostPasswordLength']]/audit:value\"/>"

xsl stmt: "</xsl:template>"
expect: "config.vpxd.hostPasswordLength : 30"
</custom_ item>
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KF., B#LT= vSphere BSEHITY,

» Avoid using independent nonpersistent disks - "scsiX'Y.mode should be reviewed < >

Back

Audit File

vSphere 5.1_Security_Hardening_Guide-VMs.audit

Policy Value
regex scsi(POI[0-91+):(Yyil[0-9]+)\mode : not_expect: scsi(Xx]|[0-9]+).([Yy]l[0-9}+\ mode : independent_nonpersistent
Affected Host List (2)

172.26.22.47

Test VM 11, poweredOff (toolsNotInstalled) - scsiX:Y.mode : NOT found
Test VM 10, poweredOn (toolsNotInstalled) - scsiX:Y.mode : NOT found
Test VM 3, poweredOn (toclsNotInstalled) - scsiX:Y.mode : NOT found

Test VM 2, poweredOff (toolsNotInstalled) - scsiX:Y.mode : NOT found
Test VM 5, poweredOff (toolsNotInstalled) - scsiX:Y.mode : NOT found
Test VM Audit (172.26.23.123) - acsiX:Y.mode : NOT found

Test VM 4, poweredOn with Tools (toolsNotInstalled) - scsiX:Y.mode : NOT
found

Test VM 1, poweredOff (toolsKotInstalled) - scsziX:Y.mode : NOT found

F——f
RORIZ. VMware AV TSAT VR FouIIZHBIT2E8F—T—FOERAEERLET,

prme e eeRs

type COXF—T—FRIF . EEI7MILADETEERICK>TEFTEINEFvY 447%RLE
9. VMware BE&EI(L, RD 3 DDEEF V) 34 T2RITTEFET,
e AUDIT_VM
e AUDIT_ESX
e AUDIT_VCENTER

description CDF—T—FIX, BETTH5FvI=fBICERBATIDIZHERALES . description T4
—IRE—BETHLIDENHY.2 DOFzYvIHEL description T4—/LRZEHFDC
LIETEFE LA CNIE, SecurityCenter AY description Z4—/LREFERALT. 73554
v IDESEZEHERTHZHTT,

151 -

description: "Disconnect unauthorized devices - 'floppyX.present
= false'"
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info

regex

COF—T—KE RITTEFVIICETHFMEHRAZTEMTODIEALEY R
TE&% info 14— ILFRIZHIRIEHYFEE A, info A>TV, ZEFIAFTEHTLE
AHYES,

IE

info: "Make sure floppy drive is not attached"

SOF—T—FE. BENDERKRRE-—HBITIREERRLES,

i -
regex: "floppy ([Xx]|[0-9]1+)\\.present :"

FIVIDAVTFAVR(E, expect F—T—FRFES [ not_expect F—T—FDWLWFhhé, FoyIH HEDLLEIZKY FIkT
SNFET 1L DDOF VIR THEBDIAVTSATUR TAN AT EFERT HILIETEEE A

expect

not_expect

ZDF—T—FIZkY, regex ¥F—T—FICE>T—HITSERIEEZEERTEEFT, F1=.
regex ¥—J—RHMMERAINTULVELME S BREED D expect XFIINREREINET,

regex [T&->THRHESh-#RAITHA expect XEFE—HLTLWRIES. FIvIEEHK
[CHYET, £2l1E regex NEBREINTULVELMEE (X, expect XFFINEHEMNOEEE
NEEEDHAERICIHEYET,

151 -
regex: "floppy ([Xx]|[0-9]+)\\.present :"
expect: floppy ([Xx]|[0-9]+)\\.present : false"
=1=lFE:

expect: floppy ([Xx]|[0-9]+)\\.present : false"

LEDHITIE., expect F—T—KI(E, ZAVE— RSATNEELTWVEWIEEFFvIL
TWFET,

COF—T—FRIZKY  BREAICEENTIILGLLEVVERIEEZRRTEET,

INlE expect DRI DEIEIZAHY E T, regex ITE>THRHEINFZBERHITH
not_expect XFH|E—HLLGWMES. FIVIIEERBIZLGYET, -, regex F—T—F
MEERESNTULVELMEE L. #HC not_expect XFIIMNRHINLZTNIEEETT,

151 -

regex: floppy ([Xx]|[0-9]+)\\.present : "
not expect: floppy ([Xx] | [0-9]+)\\.present : false"
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EIES

not expect: floppy ([Xx]|[0-9]1+)\\.present : false"

LEDOHITIL, expec F—T—F(&, 7AVYE— FSATHREFELELTWVEWNIEEFIVIL
TWETD,

BINAE

FIVIIZEETBHE COTSTAUIE R —IZ—HT BT RTH VM ZLR—kLET, Tenable [CEH>TRMHSN BEEIL.
VM & EA—SYRD IP Dl AZLR—RLET, =1L . VM D IP PRL X[, VMware W— LA Ah—)LEaNTWEITFHIEL
R—brEhFEH A,

RIZ, LR—rDBFIERLET,

Test VM 2, poweredOff (toolsNotInstalled) - vmsafe.enable : NOT found
Test VM Audit (172.26.23.123) - vmsafe.enable : NOT found

ESX/ESXi & vCenter Dl AZRILRL —TRF Y TEET , 1z1ZL. ESX/ESXi RRAMIXLTEITENS vCenter Frvy
FRFYTENFET,

172.26.22.47

SKIPPED "yCenter : Ensure that vpxuser padsword meeta length policy -
"eonfig.vpxd.hostPasswordlength = 32'" @ [SKIPPED]

Test defined for "VMware vCenter' whereas we are running "VMware ESXi
5.0.0 build-469512°

R
Tenable Tl. Nessus DA RAb—)L, B, . 1 ——18E. BEMETAMIDWTEHERLIZFF1AUMNEZHAELT
WEJ,

e Nessus 52 AVARAF—=ILEIVERHTAR - AV A= ILELVERDFELLFIE

e Nessus 5.2 A—H— HAR - Nessus 1—H— /U271 —ADEEB L VIREAE

e Unix & Windows T® Nessus BBEEF Y% - Nessus fESIERF v T2 EHALTRIAR YN T —Y AX Y2 ETT
5%

e Nessus AYFSAFUR Fxv% - Nessus & SecurityCenter ZFH3 20 TSATUR FyIIZDNWTEBLTE
TIB5E=HDNALN)L HAR

e Nessus v2 File Format — Nessus 3.2 & NessusClient 3.2 TEAENT- .nessus F7MJL TA—VvrDIEEIZD
WTERBAL TULVET,

e Nessus 5.0 REST Protocol Specification = Nessus @ REST Z7ARI/LEA AT —RIZDWNWTEHRBALTWET,
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Nessus 5 and Antivirus - L\ODMDELRLEEX1UT4 YIRDITT /183947 —UH Nessus EEFEEITHMZDUNT
BEZFHAL,. LX) T DEEFPLHREBERF YU DIELFBLIELGL KYBWHRFERREIZT 5O DE MOfER
HiEHERLET,

Nessus 5 and Mobile Device Scanning - Nessus A% Microsoft Active Directory 8 &UE/NAIL TN/ R EEH—
N—ERBSNT, FYRT—I L THEAINTVBZENAIL TNAARERET SHEICOVTHALTLET,

Nessus 5.0 and Scanning Virtual Machines - Tenable Network Security @ Nessus Hfi55E X ¥+ F#E AL TR
RISV I+ —LDOBHEE LV ZITEITINTWSY I I TEEE T A HEICOVTHRALTLET,

Strategic Anti-malware Monitoring with Nessus, PVS, and LCE - Tenable ® USM FS5Yh 74— LAEEDH
BEFESFELRYILIITERAML. IV T7EREL. TOREHEREZHE T HAEICOVTHALTLET,

Patch Management Integration — Nessus & SecurityCenter A%, IBM TEM. Microsoft WSUS & SCCM. VMware
Go. & U Red Hat Network Satellite 7\ F &S R T L LD EHKIE#HRZERAL T, Nessus ¥ v+ TEEIFEHRAF|
RATELVARESENH IV AT LLETAYFEEREEITTHIHAEICOVTHALTLET,

Real-Time Compliance Monitoring - SEIFE24A T OBAFREICHBIRGIEE T 57612, Tenable DV
=23V EDKIIFERATESMNERBALTLET,

Tenable Products Plugin Families - Nessus. Log Correlation Engine. Passive Vulnerability Scanner D754
A2 I7I—DHRBAEY T —DEINTLET,

SecurityCenter Administration Guide

ZOMDA LS4 ))—RIEFUTDEESYTY,

Nessus T4 RAHvi 3> T4—7 L hitps://discussions.nessus.org/

Tenable 7 8% : http://www.tenable.com/blog

Tenable Ry K3+ X k: http://www.tenable.com/podcast

{FAFIOE T4 : http://www.youtube.com/user/tenablesecurity

Tenable Twitter R—< : http://twitter.com/tenablesecurity

support@tenable.com F7-I& sales@tenable.com EFTHIBICEBLEHELEEL, £=IE Tenable D HxT H A+

http://www.tenable.com/ ZZSBLFEELY,
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f18% A:Unix AV FTSATUR T71ILDOHI

FE:RDT7A)L tenable unix compliance template.audit (&, Tenable H7/R—k 7R—%JL (hitps:/support.tenable.com/)

MEEHUA—RTEET, COT7AILIZIE. Tenable @ Unix V7547V R B a— )LEFEHALTETTEHIEIE4H44
TO Unix AV TS5AT7UR FIvINEENTOET . EEOT7MILIZIE, CTISERBENTOENWEHFNEENSAREMEN
HYET,

#

# (C) 2008-2010 Tenable Network Security, Inc.

#

# This script is released under the Tenable Subscription License and
# may not be used from within scripts released under another license
# without authorization from Tenable Network Security, Inc.

#

# See the following licenses for details:

#

# http://cgi.tenablesecurity.com/Nessus 3 SLA and Subscription Agreement.pdf
# http://cgi.tenablesecurity.com/Subscription Agreement.pdf

#

# @PROFESSIONALFEED@E

#

# SRevision: 1.11 $

# SDate: 2010/11/04 15:54:36 S

#

# NAME : Cert UNIX Security Checklist v2.0

#

#

# Description : This file is used to demonstrate the wide range of
# checks that can be performed using Tenable's Unix

# compliance module. It consists of all the currently

# implemented built-in checks along with examples of all
# the other Customizable checks. See:

# https://plugins-customers.nessus.org/support-
center/nessus_compliance checks.pdf

# For more information.

#

#

EE AR R R AR R RS S EEEE &R A

# #

# File permission related checks #

# #

EE R AR R R AR AR RS S E & AR A A

<check type:"Unix">

# Example 1.
# File check example with owner and group
# fields set and mode field set in Numeric
# format
<custom item>
#system : "Linux"
type : FILE CHECK
description : "Permission and ownership check /etc/inetd.conf"
info : "Checking that /etc/inetd.conf has owner/group of root and is mode

'600'"
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file "/etc/inetd.conf"
owner "root"
group "root"
mode "e00"

</custom_ item>

# Example 2.
# File check example with
# and mode set.

<custom_item>

just owner field set

#system "Linux"

type FILE CHECK

description : "Permission and ownership check /etc/hosts.equiv"

info "Checking that /etc/hosts.equiv is owned by root and mode '500'"
file "/etc/hosts.equiv"

owner "root"

mode "—r-x-——-—--- "

</custom_ item>

# Example 3.
# File check example with just file field set
# starting with "~". This check will search
# and audit the file ".rhosts" in home directories
# of all accounts listed in /etc/passwd.
<custom_item>
#system "Linux"
type FILE CHECK
description "Permission and ownership check ~/.rhosts"
info "Checking that .rhosts in home directories have the specified
ownership/mode"
file "~/.rhosts"
owner "root"
mode "600"

</custom item>

Example 4.

File check example with mode field having
sticky bit set. Notice the first integer in
the mode field 1 indicates that sticky bit is

#

#

#

#

# set. The first integer can be modified to check
# for SUID and SGUID fields. Use the table below
# to determine the first integer field.

#

# 0 000 setuid, setgid, sticky bits are cleared
# 1 001 sticky bit is set

# 2 010 setgid bit is set

# 3 011 setgid and sticky bits are set

# 4 100 setuid bit is set

# 5 101 setuid and sticky bits are set

# 6 110 setuid and setgid bits are set

# 7 111 setuid, setgid, sticky bits are set

<custom item>
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#system : "Linux"

type : FILE CHECK

description : "Permission and ownership check /var/tmp"

info : "Checking that /var/tmp is owned by root and mode '1777'"
file : "/var/tmp"

owner : "root"

mode c "1T7T7I"

</custom_ item>
# Example 5.
# File check example with mode field having

# sticky bit set in textual form and is owned by root.

<custom item>

#system : "Linux"

type : FILE CHECK

description : "Permission and ownership check /tmp"

info : "Checking that the /tmp mode has the sticky bit set in textual
and is owned by root"

file : "/tmp"

owner : "root"

mode : "-rwxrwxrwt"

</custom item>

iggddssddsssaddddasaadad i aaaaandddidd

# #
# Service/Process related checks #
# #

HHEHF AR
# Example 6.
# Process check to audit if fingerd is turned

# OFF on a given host.

<custom item>

#system : "Linux"

type : PROCESS CHECK

description : "Check fingerd process status"

info : "This check looks for the finger daemon to be 'OFF'"
name : "fingerd"

status : OFF

</custom item>
# Example 7.
# Process check to audit if sshd is turned

# ON on a given host.

<custom item>

#system : "Linux"

type : PROCESS CHECK

description : "Check sshd process status”

info : "This check looks for the ssh daemon to be 'ON'"
name : "sshad"

status : ON

</custom_ item>

HHEHFHHEF AR FE AR F AR

form
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# i
# File Content related checks #
# i
HhHdthd At At A

# Example 8
# File content check to audit if file /etc/host.conf
# contains the string described in the regex field.

#
<custom_item>

#System : "Linux"

type : FILE CONTENT CHECK

description : "This check reports a problem if the order is not 'order hosts,bind’
in /etc/host.conf"

file : "/etc/host.conf"

search locations : "/etc"

regex : "order hosts,bind"”

expect : "order hosts,bind"

</custom_ item>

# Example 9
# This is a better example of a file content check. It first looks
# for the string ".*LogLevel=.*" and if it matches it checks whether
# it matches .*LoglLevel=9. For example, if the file was to have LogLevel=8
# this check will fail since the expected value is set to 9.
#
<custom item>
#System : "Linux"
type : FILE CONTENT CHECK
description : "This check reports a problem when the log level setting
in the sendmail.cf file is less than the value set in your security policy."
file : "sendmail.cf"
search locations : "/etc:/etc/mail:/usr/local/etc/mail"
regex : ".*LogLevel=.*"
expect : ".*LogLevel=9"

</custom item>

# Example 10
# With compliance checks you can cause the shell to execute a command
# and parse the result to determine compliance. The check below determines
# whether the version of FreeBSD on the remote system is compliant with
# corporate standards. Note that since we determine the system type using
# the "system" tag, the check will skip if the remote OS doesn't match
# the one specified.
<custom item>
system : "FreeBSD"
type : CMD EXEC
description : "Make sure that we are running FreeBSD 4.9 or higher"
cmd : "uname —a"
expect : "FreeBSD (4\.(9][1-91[0-91)[5-9]1\.)"

</custom_ item>

HHEFEHHE AR HE
# #
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#

# #

FHAEH SRS

# Checks that are not customizable are built

# into the Unix compliance check module. Given below
# are the list of all the checks are the performed
# using the builtin functions. Please refer to the
# the Unix compliance checks documentation for more
# details about each check.

#

<item>

name: "minimum password length"

description : "Minimum password length"

value : "14..MAX"

</item>

<item>

name: "max password age"

description : "Maximum password age"

value: "1..90"

</item>

<item>

name: "min password age"

description : "Minimum password age"

value: "6..21"

</item>

<item>

name: "accounts bad home permissions”

description : "Account with bad home permissions”
</item>

<item>

name: "accounts without home dir"

description : "Accounts without home directory"
</item>

<item>

name: "invalid login shells"

description: "Accounts with invalid login shells"
</item>

<item>

name: "login shells with suid"

description : "Accounts with suid login shells"
</item>

<item>

name: "login shells writeable"

description : "Accounts with writeable shells"
</item>

<item>

Builtin Checks #
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name: "login shells bad owner"

description : "Shells with bad owner"

</item>

<item>

name: "passwd file consistency"

description : "Check passwd file consistency"

</item>

<item>

name: "passwd zero uid"

description : "Check zero UID account in /etc/passwd"
</item>

<item>

name : "passwd duplicate uid"

description : "Check duplicate accounts in /etc/passwd"
</item>

<item>

name : "passwd duplicate gid"

description : "Check duplicate gid in /etc/passwd"
</item>

<item>

name : "passwd duplicate username"

description : "Check duplicate username in /etc/passwd"
</item>

<item>

name : "passwd duplicate home"

description : "Check duplicate home in /etc/passwd"
</item>

<item>

name : "passwd shadowed"

description : "Check every passwd is shadowed in /etc/passwd"
</item>

<item>

name: "passwd invalid gid"

description : "Check every GID in /etc/passwd resides in /etc/group"
</item>

<item>

name : "group file consistency"

description : "Check /etc/group file consistency"
</item>

<item>

name: "group zero gid"

description : "Check zero GUID in /etc/group"

</item>

<item>

name: "group duplicate name"

description : "Check duplicate group names in /etc/group"
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</item>

<item>

name: "group duplicate gid"

description : "Check duplicate gid in /etc/group"
</item>

<item>

name : "group duplicate members"

description : "Check duplicate members in /etc/group"
</item>

<item>

name: "group nonexistant users"

description : "Check for nonexistent users in /etc/group"
</item>

</check_ type>
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{18 B:Windows aA>YFSA 7R 771 ILDOHI
E:ROT7AILIE, Tenable H7R—bk 7R—%)JL (https://support.tenable.com/) MEA D O—RTEET , EED I7MILIZIE.

CCICERBRENTWVEVWERAEENSAIEEEAHYET . CORYT4E(L financial microsoft windows_user_
audit_guideline v2.audit T.1—HY—EERADO—RMLERIETAFICEDVTVET, CORYD—IE FEIE/R
D—k RUS—FThIob OvIT7 I RUL—ZREKL. AT 12 ARV Windows /AU k OFIZEREFSNTNSEEHE

ALFET,

without authorization from
See the following licenses

http://cgi.tenablesecurity.
http://cgi.tenablesecurity.

@PROFESSIONALFEED@

SRevision: 1.2 $
SDate: 2008/10/07 15:48:17

S oo e S S S o e e SR SR SR o e e o S o o o

(C) 2008 Tenable Network Security

This script is released under the Tenable Subscription License and
may not be used from within scripts released under another license

Tenable Network Security Inc.
for details:

com/Nessus_3 SLA and Subscription Agreement.pdf
com/Subscription Agreement.pdf

$

Synopsis: This file will be read by compliance check.nbin
to check compliance of a Windows host to
typical financial institution audit policy

<check type:"Windows" version:"2">
<group policy:"User audit guideline">

<item>

name: "Enforce password history"

value: 24
</item>

<item>

name: "Maximum password age"

value: 90
</item>

<item>

name: "Minimum password age"

value: 1
</item>

<item>

name: "Minimum password length"

value: [12..14]
</item>

<item>

name: "Account lockout
value: [15..30]
</item>

duration"
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<item>

</grou
</chec

<item>

name: "Account lockout threshold"
value: [3..5]

</item>

<item>
name: "Reset lockout account counter after"
value: [15..30]

</item>
<item>
name: "Audit account logon events"
value: "Success, Failure"
</item>
name: "Audit logon events"
value: "Success, Failure"
</item>
p_policy>
k type>
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{18% C:XSLT I=&5 .audit T

AVTSATUR Fxvh TS5TA40DHIZIE., Palo Alto, VMware, & Unix AV TSAT VR FruiaE XML a>TFY
DEEBICIKFETDILONHYFET . CNoDEEEZIELLFIAT HICTIE XSLT DERKICENTNSIEN AR TT . HEITLD
TIX.XSLT DBEE, AENMILTHBIENBETT , COTORRITENF-ECAT, ROATYTELT .audit ~DEHE
FTVWETH, CNITERBRMGEETEHBYERE A, COMEETIX, HRAZL XSLT OEELFIA. BELY .audit T7MILAD
EHIZDWTIELWAEERHRLET,

BEHODEEFYY (AUDIT XML, AUDIT_VCENTER, AUDIT_ESX #%¢&) [JERDEFEETIT A, ACEBRODCYIEFRALE
o XML OERFEEZEBITHILICEY . NSO FvI%E XML ZRRATEIMD TSIV I+ —LICEEREBRTELLSITR
YEJ,

dA—4H—I[& xsltproc 1—TA)TA4ZERALT RD 7 DORXATYFIZHITEITKY XML AV TUOVRADHRA L .audit 7
FAIVEERTEET,

ATy 1:xsltproc #AA—=ILT B
xsltproc MY RFLITAVRR—LENTVBNESIHHERL, 1V RF—LENTOEMESE, 1V RF—ILLES , 1V R
—ILEFNMEIREEFTERR T AKX, KDY R EAALET,

[tater@pearl ~]1# xsltproc
Usage: xsltproc [options] stylesheet file [file ...]
Options:
--version or -V: show the version of libxml and libxslt used
--verbose or -v: show logs of what's happening

AT 2:FHT B XML I7MILE#AT S
FRATE XML I7MILERELET , T7MILDIBFTE. SR XML ATV THAIIEEERLET &AL RO ELY T,

[tater@pearl ~]# ls top-applications.xml

-rw-r--r—-- 1 tater gpigs 3857 2011-09-08 21:20 top-applications.xml

[tater@pearl ~]# head top-applications.xml

<?xml version="1.0"7?>

<report reportname="top-applications" logtype="appstat">

<result name="Top applications" logtype="appstat" start="2013/01/29 00:00:00" start-
epoch="1359446400" end="2013/01/29 23:59:59" end-epoch="1359532799" generated-
at="2013/01/30 02:02:09" generated-at-epoch="1359540129" range="Tuesday,
January 29, 2013">

<entry>

[..]

ATvT 3:XSLT & XPath [ZDUL\TEfET S
ZOTAERIZIE, XSLT & XPath DEARMWLGEBADETT , TNENHEMITIUTESHBLTIESLY,

e w3schools.com - XSLT - Transformation

e w3schools.com - XPath Introduction

ATvT 4:XSLT #EfT 5

RDATYTTIEXSLT ZFERALT XML 77/ LD BEET—2%MBLET ., 9 (X XSLT #ERLET, Chld, 77/,
SEET—A2EMETADITHETY , 1=EZIE XML A5 "name” BREZMHETILEAHDIELET, RO XSLT [2&Y., b
ELEREHELET,
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<?xml version="1.0" encoding="UTF-8"?>
<xsl:stylesheet version="1.0" xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform">
<xsl:output method="text"/>

<xsl:template match="result">
<xsl:for-each select="entry">

+ <xsl:value-of select="name"/>
</xsl:for-each>

</xsl:template>
</xsl:stylesheet>

XSLT #ERLT=5. RDRATYT TTRAREITSIDICHELIZIGFRICRELE T COYUTIL I7()IE pa.xsl ELTRELET,

audit ROAHRAL XSLT 2FERT2HE. ZUD 3 TERED 2 TIIERLET  ZEMNLEINSDITIE Nessus T35 1>
nbin [CEOTEBMENFT , COBFITIE. 5 ~ 8 17AY AUDIT xML EHEFF=(F AUDIT REPORTS IEB THASNAHITIZHYET,

BHRFEIEFHLWNT I VORI T S XSLT 2#EHE I 5. XT7v7 5 OTAL F7O€RLEETEFET, XSLT IZELLGM-
=Y. EHLETHEETIBES. COTOERIEEHICHERTT,

ATYT 5:XSLT OEMEERELIT 5
xsltproc T XSLT DEMEERIELFET . —MERILTA—TYMIRDEBYTT,

/usr/bin/xsltproc {XSLT file} {Source XML}

FRORTFYTTHUTIL T7ANBIZTSTA0TRE . ROT—ENRINET , COTFT—RIZEY . XSLT AELL, BEYLED
A=V THY ., PET—EMBEESN TSI EERETEET,

[tater@pearl ~]# xsltproc pa.xsl top-applications.xml

insufficient-data
ping

snmp

dns

1pd

ntp

time

icmp
netbios-ns
radius
source-engine
stun

rip

tftp

echo
portmapper
teredo

slp

ssdp

dhcp
mssgl-mon
pcanywhere
apple-airport

B e i o S S S S S e T T T e
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ike
citrix
xdmcp
12tp

+ + + +

ATYF 6:XSLT # .audit [2aB—3 3%
XSLT OEEICRIEMNE N EEFERTERH, BRID XSLT 1T (COHID 5 ~ 8 4T) & .audit Fryy(CaE—LFET,

xsl stmt:
xsl stmt:
xsl stmt:
xsl stmt:

"<xsl:template match=\"result\">"
"<xsl:for-each select=\"entry\">"
"+ <xsl:value-of select=\"name\"/>"
"</xsl:for-each>"

HRZLXSLT DEATIE. ZESIARTHENHRED xs1_stmt ERANICEETILELNHYET . xslt_stmt BERHZ
ESIAMEFERALT <xs1> XEAT LT HOT, TOMERT I _E5IAFIE. TR 7—TIHLELAHYET . ZE5IH
FOIRT—TREETT, COEZETOTVENE, FovIRTH, I7— 1 RETIRIRENHYET

/usr/bin/xsltproc {XSLT file} {Source XML}

RDATYTT,

BUIZIR 7 —TEN=ZE5AFOHENONMBNALETS

ATvS 7 BEEEKTT
NETOD 6 DDRATYINTET LD, EBZEETIE-OITHELTRTHART ELYET,

<custom item>
type: AUDIT REPORTS
description: "Palo Alto Reports - Top Applications"

request:

xsl stmt:
xsl stmt:
xsl stmt:
xsl stmt:
</custom

"sreporttype=predefinedé&reportname=top-applications"
"<xsl:template match=\"result\">"

"<xsl:for-each select=\"entry\">"

"+ <xsl:value-of select=\"name\"/>"
"</xsl:for-each>"
item>
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Tenable Network Security (&, #Ff=ICECSHHBME. BB, 3> TSA TV ABERDAVIZERICHIGT B2, XEFHRE
LR BLIUZHOEREBERBOLELHBFAEILILOHET S 24,000 U LDOMBICEEIA, FIASATOWET, B D
Nessus & & U SecurityCenter Y'a—2av(d, EHEDEFE. KEOHLE. BLUZHORHEHA~ADILTIATURITH

T AEELZRTELEITET , 5EMIZ DL TIL., www.tenable.com ZZ S BBLFEELY,

Jo—LERtt
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