CO>TENABLE

Network Security®

Nessus Credential Checks for

Unix and Windows
June 15, 2011

(Revision 25)

Tenable Network Security, Inc. A 7063 Columbi a Gat esales@teablé.coreA VBwi .ttee nMakol,




ZO>STENABLE Network Security®

Table of Contents

TN (o To [ To3 4o o N 4
Standards and CONVENTIONS .......coeiii it e e e et ea e e e e e e e e eaate e e s e eeeaeeeesennaaaaeaeeeeannes 4
Overview of Nessus Credential ChecCKsS ..o 4

P U DO S et e e e e 4
ACCESS LBV ..ottt e e e e e e e ettt e e e e e e e ettt e e aaeaeaanes 5
TECNNOIOGIES USEA ... .. 5
L 1D Y £S) (=] 1 1SR 6
WINAOWS SYSEEIMIS ....eueiiiiiei ittt e e e e s s et e e e e e s s et e et e e e e s sa st e e e eeeeeeesasstaaaeeeeeesesasnteseeeeeeesaanntennneeaes 6

Credential Checks on UnixX PlatfOrmMs ... e e e 8

=T C=T0 TN IS (=SSR 8
Configuration Requirements fOr SSH ..........uuiiiiiiiiiiiii e 8
USEI PIIVIIEOES ...ttt 8
Configuration Requirements for KErberoS.........cooiiviiiiiiii e 8

Enabling SSH Local Security Checks 0N UNiX.........ccoiiiiiiiiiii it 8
Generating SSH Public and Private KEYS ............uuuuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiisiieeninieeieeeeeeneenees 8
Creating a User Account and Setting up the SSH KeY........ccoiviiiiiiiiiiiecciee e, 9
= 10 4] 0] LT 10

Configuring Nessus for SSH Host-Based Checks ... 10
N LSTE S L W Lo cT g [ (=T o = o = U 10
NeSSUS UNIX COMIMANT LINE .....uuuuiiiiiiiiiiiiiiiiiietieueeeeeteeseeeesssssessesssssesssnsssnsssssssssssssnssssssssmnnne 13

USING .NESSUS FilES ... 13
USING .NESSUSIC FIlES .ttt s bbb e e sttt e e s bt e e e e s nnneeas 14

Using SSH Credentials with the Tenable SecurityCenter ... 14

Credential Checks on Windows PlatfOrms ..o, 15

=TT o [ (=2 PSP P PP PPPPPPPPPP 15

USEE PIIVIIEOES ...ttt e e e e et e e e e e e e e e e et e e e e e e e eeaaraannas 15
Enabling Windows Logins for Local and Remote AUdItS.............oooviiiiiiiiieiiiieicee e, 15
CoNfIQUING @ LOCAI ACCOUNT ......uuuiiiiiiiiiiiiiiiitiiiit s seennnes 16
Configuring a Domain Account for LOCal AUITS ............uuuuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieieeeeeeees 16
Configuring WINdows XP and 2003 .........ouuiiiiiiiiiiieiiee e e et e e e e e e eaaaaaas 16
Configuring Windows 2008, VISta QN0 7 ...........uuuuuummmimiiiiiiiiiiiiiiiiiinieiinesseneeeesesseenneeeenneeeenneee 17
Configuring Nessus fOor WINAOWS LOGINS ..o 17
N LSS U O LYo gl ] 1= 1 = Lo T 17
NeSSUS UNIX COMMANT LINE ......uuuiiiiiiiiieiiiiieeiuetieeeeeeieaeseeeeeeesessesssssesssesssnssssssssssssnssssssssnsnnnns 19
USING cNESSUS FIIES ...ttt e bbbt e e s bbbt e e s bbb e e e s nneeeas 19

USING .NESSUSIC FIlES .ottt bbbt e ettt e e s bt e e e e s nnnee s 19

Detecting when Credentials Fail..........ooouuiiii e 19

TroUBIESNOOTING oo 20

SECUTING YOUT SCANNET ..o 21
Why Should | SECUIE MY SCANNEI? ...t et e e e e e e ettt a e e e e e e e eeaneenanns 21
What does it mean to loCK dOWN @ SCANNEI? .......cii i e et e e e e e 21
Secure Implementation of UniX SSH AUITS .......cooiiiiiiieeeeee e 22

Copyright © 2002-2011 Tenable Network Security, Inc.




> TENABLE Network Security®

SECUINE WINUOWS AUITS ...eeeieeiei ettt ettt e e e e et e e e et e et e e e et e et e e e et e s e et re s reareareanns 22
FOr FUMTN I INFOTMATTON ©ienieiee ettt ettt e e e et e e e e et e e e e e e e e e e e rerreenns 22
About Tenable NEtWOTIK SECUIILY ....cceiiiiiiiiei e e e e e e 24

Copyright © 2002-2011 Tenable Network Security, Inc.




ZO>STENABLE Network Security®

INTRODUCTION

This paper describes how to perform authenticated network scans with Tenable Network

S e ¢ u r iNesgus svulnerability scanner. Authenticated network scans allow a remote

network audit t®acktddi "lafimostuch as missing patches and
settings. Please share your comments and suggestions with us by emailing them to

support@tenable.com.

Nessus leverages the ability to log into remote Unix hosts via Secure Shell (SSH). For
Windows hosts, Nessus leverages a variety of Microsoft authentication technologies.

Note that Nessus also uses the Simple Network Management Protocol (SNMP) to make

version and information queries to routers and switche:
checkso, it i s not covered in this document.
This document also makes extensiveref er ences t o ANessusoO, but Isohe basi

true for TenabCerddrs Security

STANDARDS AND CONVENTIONS

Throughout the documentation, filenames, daemons and executables are indicated with a
courier bold font such as setup.exe

Command line options and keywords are also printed with the courier bold font.
Command line options may or may not include the command line prompt and output text
from the results of the command. Often, the executed command will be boldfaced to
indicate what the user typed. Below is an example running of the Unix pwd command:

# pwd
/home/test/
#

Important notes and considerations are highlighted with this symbol and grey text
boxes.

(N Tips, examples and best practices are highlighted with this symbol and white on
= blue text.

OVERVIEW OF NESSUS CREDENTIAL CHECKS

Tenabl eds Nessus scanner is a very effective network v
comprehensive database of plugins that check for a large variety of vulnerabilities that could

be remotely exploited. In addition to remote scanning, the Nessus scanner can also be used

to scan for local exposures.

Purpose

External network vulnerability scanning is useful to obtain a snapshot in time of the network
services offered and the vulnerabilities they may contain. However, it is only an external
perspective. It is important to determine what local services are running and to identify
security exposures from local attacks or configuration settings that could expose the system
to external attacks that may not be detected from an external scan.

Copyright © 2002-2011 Tenable Network Security, Inc.
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In a typical network vulnerability assessment, a remote scan is performed against the
external points of presence and an onsite scan is performed from within the network.
Neither of these scans can determine local exposures on the target system. Some of the
information gained relies on the banner information displayed, which may be inconclusive or
incorrect. By using secured credentials, the Nessus scanner can be granted local access to
scan the target system without requiring an agent. This can facilitate scanning of a very
large network to determine local exposures or compliance violations.

The most common security problem in an organization is that security patches are not
applied in a timely manner. A Nessus credentialed scan can quickly determine which
systems are out of date on patch installation. This is especially important when a new
vulnerability is made public and executive management wants a quick answer regarding the
impact to the organization.

Another major concern for organizations is to determine compliance with site policy,
industry standards (such as the Center for Internet Security (CIS) benchmarks) or
legislation (such as Sarbanes-Oxley (SOX), Gramm-Leach-Bliley (GLBA) or HIPAA).
Organizations that accept credit card information must demonstrate compliance with the
Payment Card Industry Data Security Standards (PCI DSS). There have been quite a few
well-publicized cases where the credit card information for millions of customers was
breached. This represents a significant financial loss to the banks responsible for covering
the payments and heavy fines or loss of credit card acceptance capabilities by the breached
merchant or processor.

Access Level

Credentialed scans can perform any operation that a local user can perform. The level of
scanning is dependant on the privileges granted to the user account that Nessus is
configured to use.

Non-privileged users with local access on Unix systems can determine basic security issues,
such as patch levels or entries in the /e tc/passwd file. For more comprehensive
information, such as system configuration data or file permissions across the entire system,
an account with Arooto privileges is required.

Credentialed scans on Windows systems require that an administrator level account be

used. Several bulletins and software updates by Microsoft have made reading the registry to

determine software patch level unreliable without administrator privileges. Administrative

access is required to perform direct reading of the file system. This allows Nessus to attach

to a computer and perform direct file analysis to determine the true patch level of the

systems being evaluated. On Windows XP Pro, this file access will only work with a local

administrator account if the fiNetwork access: Sharing and security model for local

accountsopol i cy i s cQ@Qlassigieldoctaol Auser s aut henticate as themse

Technologies Used

The challenge in running a credentialed scan is to automatically provide the privileged
credentials to the scanner in a secure manner. It would certainly defeat the purpose of
scanning for security exposures if doing so would open an even greater exposure! Nessus
supports the use of several secure methods to solve this problem on both Unix and Windows
platforms.
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Unix Systems

On Unix systems, Nessus uses Secure Shell (SSH) protocol version 2 based programs (e.g.,
OpenSSH, Solaris SSH, etc.) for host-based checks. This mechanism encrypts the data in
transit to protect it from being viewed by sniffer programs. Nessus supports three types of
authentication methods for use with SSH: username and password, public/private keys and
Kerberos.

Username and Password

Although supported, Tenable does not recommend using a username and password for
authentication with SSH. Static passwords ar e subject to fiman in the midd
force attacks when they have been in use over a long period of time.

Public/Private Keys

Public Key Encryption, also referred to as asymmetric key encryption, provides a more
secure authentication mechanism by the use of a public and private key pair. In asymmetric
cryptography, the public key is used to encrypt data and the private key is used to decrypt
it. The use of public and private keys is a more secure and flexible method for SSH
authentication. Nessus supports both DSA and RSA key formats.

Kerberos

Kerberos, developed by MITés Project Athena, is a clie
symmetric key encryption protocol. In symmetric encryption, the key used to encrypt the

data is the same as the key used to decrypt the data. Organizations deploy a KDC (Key

Distribution Center) that contains all users and services that require Kerberos

authentication. Users authenticate to Kerberos by requesting a TGT (Ticket Granting Ticket).

Once a user is granted a TGT, it can be used to request service tickets from the KDC to be

able to utilize other Kerberos based services. Kerberos uses the CBC (Cipher Block Chain)

DES encryption protocol to encrypt all communications.

The Nessus implementation of Kerberos authenti cati on f or SSHaes«whcpandt s t he A
flaes-ctro encryption algorithms. An overview of how Nessus
follows:

End-user gives the IP of the KDC

nessusd asks sshd if it supports Kerberos authentication

sshd says yes

nessusd requests a Kerberos TGT, along with login and password
Kerberos sends a ticket back to nessusd

nessusd gives the ticket to sshd

nessusd is logged in

Windows Systems

Nessus supports several different types of authentication methods for Windows-based
systems. Each of these methods takes a username, password and domain name (sometimes
optional for authentication).

LANMAN

The Lanman authentication method was prevalent on Windows NT and early Windows 2000
server deployments. It is not really used on newer Windows deployments, but is retained for
backwards compatibility.
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NTLM and NTLMv2

The NTLM authentication method, introduced with Windows NT, provided improved security
over Lanman authentication. However, the enhanced version, NTLMv2, is cryptographically
more secure than NTLM and is the default authentication method chosen by Nessus when
attempting to log into a Windows server.

SMB Signing

SMB signing is a cryptographic checksum applied to all SMB traffic to and from a Windows
server. Many system administrators enable this feature on their servers to ensure that
remote users are 100% authenticated and part of a domain. It is automatically used by
Nessus if it is required by the remote Windows server.

SPNEGO
The SPNEGO (Simple and Protected Negotiate) protocol provides Single Sign On (SSO)
capability from a Windows client to a variety of prote:q

login credentials. Nessus supports use of SPNEGO with either NTLMSSP with LMv2
authentication or Kerberos and RC4 encryption.

Kerberos

Nessus also supports the use of Kerberos authentication in a Windows domain. To configure
this, the IP address of the Kerberos Domain Controller (actually, the IP address of the
Windows Active Directory Server) must be provided.

NTLMSSP (NT Lan Manager Security Support Provider) and LMv2

If an extended security scheme (such as Kerberos or SPNEGO) is not supported or fails,
Nessus will attempt to log in via NTLMSSP/LMv2 authentication. If that fails, Nessus will
then attempt to log in using NTLM authentication.

Windows Usernames, Passwords and Domains

The SMB domain field is optional and Nessus will be able to log on with domain credentials

without this field. The username, password and optional domain refer to an account that the

target machineisawareof . For exampl e, given a username of f@Ajoes
fimy4x4mpl3 o0 , a Windows server first | ooks for this username
users, and then determines if it is part of a domain in there.

The actual domain name is only required if an account name is different on the domain from

that on the computer. 1t is entirely possible to have
Windows server and within the domain. In this case, to log onto the local server, the

username of f Adimused with the passwird of that account. To log onto the

domain, the AAdmini stratoro username would also be use:
and the name of the domain.

Regardless of credentials used, Nessus always attempts to log into a Windows server with
the following combinations:

flAdministratoro without a password
A random username and password to test Guest accounts
No username or password to test null sessions
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CREDENTIAL CHECKS ON UNIX PLATFORMS

The process described in this section enables you to perform local security checks on Unix
based systems. The SSH daemon used in this example is OpenSSH. If you have a
commercial variant of SSH, your procedure may be slightly different.

To enable local security checks, there are two basic methods that can be used:

1. Use of a SSH private/public key pair
2. User credentials and sudo access or credentials for su access

PREREQUISITES

Configuration Requirements for SSH
Nessus 4.x supports the blowfish-cbc, aesXXX-cbc (aes128, aes192 and aes256), 3des-cbc
and aes-ctr algorithms.

Some commercial variants of SSH do not have support for the blowfish algorithm, possibly
for export reasons. It is also possible to configure an SSH server to only accept certain
types of encryption. Check your SSH server to ensure the correct algorithm is supported.

User Privileges

For maximum effectiveness, the SSH user must have the ability to run any command on the

system. On Uni x systemsgot d hpisi visl agesxn Wi lie it i s pos:c
some checks (such as patch levels) with non-privileged access, full compliance checks that

audit system configuration and file permissions require root access. For this reason, it is

strongly recommended that SSH keys be used instead of credentials when possible.

Configuration Requirements for Kerberos

If Kerberos is used, sshd must be configured with Kerberos support to verify the ticket with
the KDC. Reverse DNS lookups must be properly configured for this to work. The Kerberos
interaction method must be gssapi - with - mic .

ENABLING SSH LoCAL SECURITY CHECKS ON UNIX

This section is intended to provide a high-level procedure for enabling SSH between the
systems involved in the Nessus credential checks. It is not intended to be an in-depth
tutorial on SSH. It is assumed the reader has the prerequisite knowledge of Unix system
commands.

Generating SSH Public and Private Keys

The first step is to generate a private/public key pair for the Nessus scanner to use. This
key pair can be generated from any of your Unix systems, using any user account.
However, it is important that the keys be owned by the defined Nessus user.

To generate the key pair, use ssh - keygen and save the key in a safe place. In the following
example the keys are generated on a Red Hat ES 3 installation.

# ssh-keygen -td sa

Generating public/private dsa key pair.

Enter file in which to save the key (/Users/test/.ssh/id_dsa):
/home/test/Nessus/ssh_key
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Enter passphrase (empty for no passphrase):
Enter same passphrase again:

Your identification has been saved in
/homef/test/Ne  ssus/ssh_key.

Your public key has been saved in
/home/test/Nessus/ssh_key.pub.

The key fingerprint is:
06:4a:fd:76:ee:0f:d4:€6:4b:74:84:9a:99:€6:12:ea
#

Do not transfer the private key to any system other than the one running the Nessus
server. When ssh - keygen asks you for a passphrase, enter a strong passphrase or hit the

fi Rturnd k twce (i.e., do not set any passphrase). If a passphrase is specified, it must be
specified in the Policies -> Credentials -> SSH settings options in order for Nessus to use
key-based authentication.

Nessus Windows users may wish to copy both keys to the main Nessus application directory
on the system running Nessus (C:\ Program Files \ Tenable \ Nessus by default), and then
copy the public key to the target systems as needed. This makes it easier to manage the
public and private key files.

Creating a User Account and Setting up the SSH Key

On every target system to be scanned using local security checks, create a new user
account dedicated to Nessus. This user account must have exactly the same name on all
systems. For this document, we will call the user fi n e s s, bt you can use any name.

Once the account is created for the user, make sure that the account has no valid password
set. On Linux systems, new user accounts are locked by default, unless an initial password
was explicitly set. If you are using an account where a password had been set, use the
fipasswd 71 6 command to lock the account.

You must also create the directory under thhes new acco
public key. For this exercise, the directory will be /home/nessus/.ssh . An example for Linux

systems is provided below:

# passwd T nessus
# cd /home/nessus
# mkdir .ssh

#

For Solaris 10 systems, $asswd(h)atscommand to distthguish e f

between locked and non-login accounts. This is to ensure that a user account that has been

locked may not be used to execute commands (e.g., cron jobs). Non-login accounts are

used only to execute commands and do not support an interactive login session. These

accounts have the ANPO t ok enletdshadowh e Topsatasewelogin f i el d of
account and create the SSH public key directory in Solaris 10, run the following commands:

# passwd 1 N nessus

# grep nessus /etc/shadow

Copyright © 2002-2011 Tenable Network Security, Inc.
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nessus:NP:13579::::::

# cd /export/home/nessus
# mkdir .ssh

#

Now that the user account is created, you must transfer the key to the system, place it in
the appropriate directory and set the correct permissions.

Example

From the system containing the keys, secure copy the public key to system that will be
scanned for host checks as shown below. 192.1.1.44 is an example remote system that will
be tested with the host-based checks.

# scp ssh_hey.pub root@192.1.1.44:/home/nessus/.ssh/authorized_keys
#

You can also copy the file from the system on which Nessus is installed using the secure FTP
c o mma n dftp ofiNote that the file on the target system must be named
faut hori zed_ _keyso.

Return to the System Housing the Public Key

Set the permissions on both the /home/nessus/.ssh directory, as well as the
authorized_keys file.

# chown - R nessus:nessus ~nessus/.ssh/
# chmod 0600 ~nessus/.ssh/authorized_keys
# chmod 0700 ~nessus/.ssh/

#

Repeat this process on all systems that will be tested for SSH checks ( st ar t iQretingta i
User Account and Setting up the SSHKeyd abave)

Test to make sure that the accounts and networks are configured correctly. Using the

simple Unix @WommédmedmiAthe Nessus scanner, run the follo
# ssh -i/homel/test/nessus/ssh_key nessus@192. 1.1.44id
uid=252(nessus) gid=250(tns) groups=250(tns)
#

If it successfully returns information about the nessus user, the key exchange was
successful.

CONFIGURING NESSUSFOR SSH HOST-BASED CHECKS

Nessus User Interface
If you have not already done so, secure copy the private and public key files to the system
that you will use to access the Nessus scanner.

Copyright © 2002-2011 Tenable Network Security, Inc.
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¥)) Nessus - Mozilla Firefox ! ﬂ

File Edit View History Bookmarks Tools Help

~  Reload Home New Tab mhttpszmﬂ.o.u.l:a%ﬁ 1t gk

Nessus’

°3- J2 adblockPlus  ~

Login

Brought to you by Tenable Network Security

Open a web browser and connect to the Nessus scanner user interface as seen above and

click on the fAPoliciesd tab. e&istmgtpaicyaancthselectthel i cy or ed]
ACredential so tab on the left. Select ASSH settingso f
shown below:

@® Add Policy

I

Credential Type [REE seftings

SSH username : NG
General :
SSH password (unsafe!) :

Credentials SSH public key to use :
Plugins 5SH private key to use
Prefarences Passphrase for SSH key :
Elevate privileges with :

su/sudo password :

S5H known_hosts file :

Preferred SSH port :

P
%]

For t he SS$SHusannameo , enter t he acteun thatfis dedicated to
Nessus on each of the scan targetsy st e ms . I't is set to Arootodo by def e
I f you are using a password for SSH, enter it in the

Copyright © 2002-2011 Tenable Network Security, Inc.
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I f you are using SSH keys instead of a password (recc
button next to t I$8H public kely &iobuedo e @ foilate the public key file on
the local system.

For t heSSHpevatetkeytoused0 cl i ck on the fASelecto button and
key file (that is associated with the public key above) on the local system.

If you are using a passphrase for the SSH key (optional), enter it in the box labeled
AfPassphrase for SSH keyo.

Nessus and SecurityCent er users can adduot iosudoedl Iwi tihn vtchkee AFE| e v a

privileges witho field and a separate password.
If an SSH known_hosts file is available and provided as part of the scan policy in the
ASSH known_ _hosts filedo field, Nessus wil/| only attemg

can ensure that the same username and password you are using to audit your known
SSH servers is not used to attempt a log into a system that may not be under your
control.

The most effective credentialed scans are those when t|
privileges. Since many sites do not permit a remote login as root, Nessus users can invoke
fisu0 osudod wi th raatseepppassword for an account t hsad dcras bee

fisudoo privileges.

An exampl e screen csugaourien ofony suinrcg ifon with SSH keys fo
example, the user account is fAaudi tetd/sudoerb i cfleohthe been a:i

system to be scanned. The password provided is the pas:
the root password. The SSH keys correspond with keys g

@ Edit Policy

I

Credential Type EERTEEENTIG

SSHusername :  [Jeleld

General
SSH password (unsafel) :
Credentials SSH publickey to use :  RIVEER) Browse... Clear

Plugins SSH private key to use : . Clear
Preferences Passphrase for SSH key :
Elevate privileges with :  [RTTTs]

su/sudo password :

S5H known_hosts file :

Preferred SSH port :

(=]
(=]

(IR OpenSSH 5.0

If you are using Kerberos, you must configure a Nessus scanner to authenticate to a KDC.
Select AKerberos conf i gudoar menan as showo belowhe dr op
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ZOSTENABLE Network Security®

L Crodentel Type

Kerberos Key Distribution Center (KDC) :

General
Kerberos KDC Port: [l

Credentials Kerberos KDC Transport :

Plugins Kerberos Realm (SSH only) :

Preferences

and the default transport

The default KDC port is 880
t he Ke ssotthe SDCReadquired.a me and |

transport is fAitcpod. Last

Note that you must already have a Kerberos environment established to use this
method of authentication.

At t his poi nSubmitcol iactk tohne ibott om of the window and the ¢
complete. The new scan policy will be added to the list of managed scan policies.

Nessus Unix Command Line

Nessus support for host-based checks is available in Nessus 2.2.0 and later and requires

that SSL support be conegsusd eidd i mammaimd tthee vieri fy that vyo
the correct version and SSL libraries as follows:

# nessusd -d
This is Nessus 4.4.1. [build M15078] for Linux 2.6.13 -15-smp

compiled with gcc version 4.0.2 20050901 (prerelease) (SUSE Linux)
Current setup :

flavor . suselo. 0- x86
nasl :4.4.1

libnessus 1441

SSL support : enabled

SSL is used for client / server communication

Running as euid :0

Magic hash : 49edd1433ffad7b87b446a4201faeedf -
OpenSSL: OpenSSL 0.9.7g 11 Apr 2005
Include these infos in your bug reports

Using .nessus Files
Nessus has the ability to save configured scan policies, network targets and reports as a

.nessus file. The above section fiNessus User I nterf ace.oesslie sfiler i bes c¢cr e
that contains SSH credentials. For instructions on running a command line scan using the
.nessus f i | e, refer to the fiNessus User Guideodo avail abl e a

http://www.tenable.com/products/nessus/documentation
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Using .nessusrc Files

I f you ar e manuanksbugrc cor efaitliensy, fit here are several paramet
configured to specify SSH authentication. An example of an unpopulated listing is shown
below:

Use SSH to perform local security checks[entry]:SSH user name : =

Use SSH to perform local security checks[file]:SSH public key to use : =
Use SSH to perform local security checks[file]:SSH private key to use : =
Use SSH to perfo rm local security checks[password]:Passphrase for SSH key

SSH settings[entry]:SSH user name : =

SSH settings[password]:SSH password (unsafe!) : =
SSH settings[file]:SSH public key to use : = no

SSH settings[file]:SSH private key to use : =

SSH settings  [password]:Passphrase for SSH key : =

If you are using Kerberos, you must configure a Nessus scanner to authenticate to a KDC by
entering the following information in the scanner nessusrc file:

Kerberos KDC port : 88

Kerberos KDC Transport : udp

Kerbero s Realm (SSH Only) : myrealm

Kerberos Key Distribution Center (KDC): 192.168.20.66

and the default transport

The default KDC port is fi880
the Kerberos Reeadqured.ame and |

transport is fitcpd. Last,

Note that you must already have a Kerberos environment established to use this
method of authentication.

USING SSH CREDEN TIALSWITHTHE TENABLE SECURITY CENTER

To use SSH credentials with SecurityCenter, upload the generated SSH public and private
keys to the SecurityCenter console. Do not install them on the Nessus scanners directly
since SecurityCenter downloads these credentials to the Nessus scanner when the scan is
initiated.

The following is an exampl e ofOpa ipoonrstdoi osnc roefe nt hweh efnE deidti t.
options of a policy. The last three fields are used to specify an account and specific public

and private SSH keys to be used with testing. The SSH public key must be placed on every

Unix host that will be tested for thesefi|l oc al checkso.
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© ssH

S5H Usemame oot |
S5H Password T |
SSH Public Key, | | Browse.. |
SSH Private Key: | | Browse.. |

Fassphrase for S5H Key | |

SecurityCenter ships with several pre-definedvul nerabi |l ity policies that hav
checksodo enabled for each individual OS. However, these
have a specific SSH public/private key pair as well as a specific user account added so they

can be used operationally.

The SSH public/private key pairs are managed by SecurityCenter and will be passed to each
managed Nessus scanner.

& Once these SSH public keys are installed on the desired Unix hosts and the private
keys are installed under SecurityCenter, a trust relationship is created such that a
user can log into each of the Unix hosts from the Nessus scanners. If the security
of the Nessus scanners is compromised, new SSH public/private key pairs must be
produced.

CREDENTIAL CHECKS ON WINDOWS PLATFORMS

PREREQUISITES

User Privileges
A very common mistake is to create a local account that does not have enough privileges to
log on remotely and do anything useful. By default, Windows will assigh new local accounts

AGuesto privileges if they are |l ogged into remotely. T
from succeeding. Another common mistake is to increase the amount of access that the
AfGuesto users obtain. This reduewsserverhe security of you

ENABLING WINDOWS LOGINSFOR LOCALAND REMOTE AUDITS

The most important aspect about Windows credentials is that the account used to perform
the checks should have privileges to access all required files and registry entries, and in
many cases this means administrative privileges. If Nessus is not provided the credentials
for an administrative account, at best it can be used to perform registry checks for the
patches. While this is still a valid method to determine if a patch is installed, it is
incompatible with some third party patch management tools that may neglect to set the key
in the policy. If Nessus has administrative privileges, then it will actually check the version
of the dynamic-link library (.dll ) on the remote host, which is considerably more accurate.
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Configuring a Local Account
To configure a stand-alone Windows server with credentials to be used that is not part of a
domain, simply create a unique account as the administrator.

Make sure that the configuration of this accountisnot set with a typical def aul
only: Il ocal users authenticate as guestoo. I nstead, swi:
authenticate as themsel veso.

Configuring a Domain Account for Local Audits

To create a domain account for remote host-based auditing of a Windows server, the server
must first be Windows Vista, Windows XP Pro, Windows 2003, Windows 2008 or Windows 7
and be part of a domain.

To configure the server to allow |l ogins from a domain
should be invoked. To do this, follow these steps:

1. Open AGroup Policydstdyt @l Ruak tyfegigpedit.nfisco and then
cli OKoi

2. Select Computer Configuration -> Windows Settings -> Security Settings -> Local
Policies -> Security Options.

3. Fromthelist of policies open ANetwork access: Sharing
account so.
4. In this dialog,ilset¢a@lctusi€d assutchenti cate as themsel

to save this.

This will cause users local to the domain to authenticate as themselves, even though they

are actually not really physically fAlocal 6 on the part.
remote users, even real users in the domain, wil/l act u.
likely not have enough credentials to perform a remote audit.

Configuring Windows XP and 2003
When performing authenticated scans against Windows XP or 2003 systems, there are
several configuration options that must be enabled:

The WMI service must be enabled on the target.

The Remote Registry service must be enabled on the target.

File & Printer Sharing must be enabled in the target& network configuration.
Ports 139 and 445 must be open between the Nessus scanner and the target.
An SMB account must be used that has local administrator rights on the target.

ahwNE

You may be required to change the Windows local security policies or they could block
access or inherent permissions. A common policy that will affect credentialed scans is found
under:

Administrative Tools -> Local Security Policy -> Security Settings -> Local Policies ->
Security Options -> Network access: Sharing and security model for local accounts.

If this local security policy is set to something other than fiClassic - local users authenticate
as themselveso, a compliance scan will not run successfully.
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Configuring Windows 2008, Vista and 7
When performing authenticated scans against Windows 2008, Vista or 7 systems, there are
several configuration options that must be enabled:

1. Under Windows Firewall -> Wi ndows Firewaldan®GePtiimger, $SHkadingo
must be enabled.

2. Using the gpeditmsc t ool (via the ARun. .o prompt), invoke t
Editor. Navigate to Local Computer Policy -> Administrative Templates -> Network -
> Network Connections - > Windows Firewall -> Standard Profile -> Windows
Firewall : Allow inbound file and printer exception, and enable it.

3. While in the Group Policy Object Editor, Local Computer Policy -> Administrative
Templates -> Network -> Network Connections -> Prohibit use of Internet
connection firewal I on your DNS domain must be set to eitheé
Configuredo.

4. Windows User Account Control (UAC) must be disabled, or a specific registry setting
must be changed to allow Nessus audits. To turn off UAC completely, open the
Control Panel,select fAUser Accountso and then set ATurn Use
off. Alternatively, you can add a new registry key named
ALocal Account TokenFilterPolicyo and set its value t

the registry at the following location:
HKLM SOFWAREMicrosoft \ Windows\ CurrentVersion \ Policies \ system \ LocalAcc

ountTokenFilterPolicy . For more information on this registry setting, consult the
MSDN 766945 KB.

5. The Remote Registry service must be enabled (it is disabled by default). It can be
enabled for a one-time audit, or left enabled permanently if frequent audits are
performed.

& Nessus has the ability to enable and disable the Remote Registry service. For this
towork,t he target must have the Remote Registr
AiDi sabl edo.

CONFIGURING NESSUS FOR WINDOWS LOGINS

Nessus User Interface

Copyright © 2002-2011 Tenable Network Security, Inc.



http://blogs.msdn.com/vistacompatteam/archive/2006/09/22/766945.aspx

ZOSTENABLE Network Security®

¥)) Nessus - Mozilla Firefox ! H
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Reload top Home  New Tab mh&ps:mz7.o.o.1:ssa4j 57 gltad
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- J° AdblockPlus  ~
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Login

Brought to you by Tenable Network Security

Open a web browser and connect to the Nessus scanner user interface as seen above and

click t hees ofiPtoadbi.ciCreate a new policy or edit an existin
ACredential so tab on the | eft. Select AWindows credent
top as shown below:

admin | Help | About | Log out

Policies

® AIPOIY oy

SMB account :

General
SMB password :

Credentials SMB domain (optional) :

Plugins SMB password type:  [iEEESIG]

Additional SMB account (1) :

Additional SMB password (1) :

Additional SMB domain (optional) (1) :

Additiona SMB account (2) :

Additional SMB password (2) :

Additional SMB domain (optional) (2) :

Additional SMB account (3) :

Additional SMB password (3) :

Additional SMB domain (optional) (3) :

Cancel Back

Specify the SMB account name, password and optional domain.
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Atthispoi nt, c ISubmk comtfithe bottom of the window and confi
complete. The new scan policy will be added to the list of managed scan policies.

Nessus Unix Command Line

Using .nessus Files
Nessus has the ability to save configured scan policies, network targets and reports as a

.nessus f i |l e. The above section ANessus Us emesslsn filer f aceo de
that contains Windows credentials. For instructions on running a command line scan using
the .nessus f i | e, refer usoUtskee MENesd®0o avail able at:

http://www.tenable.com/products/nessus/documentation

Using .nessusrc Files
I f you are manualnessusio wi Ifdilreg & hfere are thfoetheentri es t
configuration of the username, password and optional domain as shown below:

Login configurations[entry]:SMB account i=
Login configurations[password]:SMB password : =
Login configurations[entry]:SMB domain (optional) : =

DETECTING WHEN CREDE  NT IALS FAIL

If you are using Nessus to perform credentialed audits of Unix or Windows systems,
analyzing the results to determine if you had the correct passwords and SSH keys can be
difficult. Nessus users can now easily detect if their credentials are not working. Tenable has
added Nessus plugin #21745t o t he ASettingsodo plugins family.

This plugin detects if either SSH or Windows credentials did not allow the scan to log into
the remote host. When a login is successful, this plugin does not produce a result. The
following is an example report that was produced from trying to log into a remote machine
with the incorrect username or password with Nessus:

Reports

Report Info Linux Boxes 192.168.0.100 0/tcp List m Detail 5 results

Host o - -
058 Plugin ID: 21745 Port/ Service: generalftcp

Ports / Protocols Plugin Name: Authentication Failure - Local Checks Not Run

BA Synopsis
0/tcp The local security checks are disabled.

0/udp Description
2/ 1cp The credentials provided for the scan did not allow us to log into the

22/ top remote host, or the remote operating system is not supported

5353/ udp Solution
nfa

Plugin Output
- It was not possible to log into the remote host via ssh
Download Report

Show Filters

Reset Filters

Active Filters
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TROUBLESHOOTING

Q. How do we know if the local scan is working?

A. Unless you have a 100% patched server, any local scan will likely return some sort of
patch information. Depending on the operating system, it will also return a variety of
information audits.

It may also be useful to take fANessusoOo out of the equaf
accounts and networks are configured correctly. Using the simple Unix command id , from
the Nessus scanner, run the following command:

# ssh -i/home/test/nessus/ssh_key nessus@192.1.1.44 id
#

Make sure to use the IP address of the system that the trust relationship is configured with
as well as the user account (in this case user fAnessus:
see the results of the id command as if it were run on your remote system.

On Unix audits the ssh_get_info.nasl script will report if the authentication was
successful . I f SSH | ogins are notrepoctrvkrbasityd getut cag bhcl
your Nessus scan to AVerboseodo. This will show any err ol

particular script is running.

For Windows audits, the smb_login.nasl and smb_registry_access.nasl scripts indicate if
the login and password provided during the scan worked and if it was possible to read the
remote registry. The smb_registry full_access.nasl warns only if it was not possible to
fully read the registry. Looking at the results of host-based checks for audits of a Windows
server will show how the credentials worked.

In addition, the hostlevel_check_failed.nasl script detects if either SSH or Windows
credentials did not allow the scan to log into the remote host.

Q. How do we know if the local scan is not working?

A. On Windows systems, login failure events will be generated at the server. If a domain
controller is in use, the login failure events will be located there as well.

On Unix systems, login failures will be present in the system logs (such as
/var/log/messages ) unless a remote Kerberos controller is in use.

In addition, the hostlevel_check failed.nasl script detects if either SSH or Windows
credentials did not allow the scan to log into the remote host.

Q. What else can go wrong with my host checks?

A. There are many things that can block access. Some to consider include:

Network firewalls that filter port 22 for SSH on Unix or port 445 for Windows
Host-based firewalls that block connections to the mentioned ports
On Unix systems, administrators that move SSH to ports other than 22
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Some host and network intrusion prevention systems prevent remote access

The machine you are scanning is not a Unix or Windows server and could be a printer,
router, fax machine or video display device

Q. I am testing SSH connections from the shell prompt of scan target hosts to the
Nessus system to ensure proper connectivity. | find it experience s adelay as it
connects, why?

A. This is most likely because the system is performing a DNS lookup when DNS is
misconfigured. If your site uses DNS, contact your DNS administrator to address
configuration issues. Some issues that could cause problems include missing reverse lookup
zones. To test DNS lookups, perform the following:

# host IP_ADRR_OF NESSUS_SERVER

If you have fidigo installed, you can also check with:

# dig -xIP_ADRR_OF NESSUS_SERVER

If your site does not use DNS, the following steps will bypass the attempt to perform DNS
lookups.

1. Edit the / etc/nsswitch.conf file so that the fAhosts: o0 | ines rea
Note: This may not be applicable to all OpenSSH releases.

2. Add the IP/name of theserver runni ng Nes s uss/¢tahostsh e fils.y st e mo

3. Configure the remote OpenSSH server to not perform DNS lookups on a host by
setting both:

> fiUs e DNS n o &shd _config h éile (for release 3.8), the default value is yes
> fVeri fyReverseMapping noo

SECURING YOUR SCANNE R

WHY SHOULD | SECURE MY SCANNER  ?

If you configure a Nessus scanner to use credentials to log into a Unix or Windows server,
your system will have credentials that could be leveraged by a malicious user. To prevent
this, you must not only practice good security for the operating system your scanner is
running on, but you must also be aware how an adversary can trick the scanner into
disclosing security information.

WHAT DOES IT MEAN TO LOCK DOWN A SCANNER  ?

The ideal Nessus scanner would be driven entirely from a system console and not accept
any network connections from any remote host. Such a system will be physically secured
such that only authorized people are allowed access to it. This server could further be
restricted with an external firewall or switch that only allows it to scan specific networks. Do
not install personal firewall software directly on the Nessus scanner system. Remember that
Nessus can be configured to only scan specific networks.
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This type of scanner is not that useful. Consider allowing remote network access to the
server. Nessus supports HTTP connections to port 8834 by default. A system firewall can be
configured to only accept connections on port 8834 from valid Nessus clients.

If the box is to be administrated or operated remotely, secure remote access can also be
used. On Unix, the Secure Shell (SSH) protocol can be used. Keep the SSH daemon up to
date, use strong passwords and/or use stronger authentication techniques. On Windows
servers, remote Terminal Services can be used to provide command and control over the
services for Nessus Windows. In both cases, keep the system up to date and do not run
unneeded network services. Please refer to the Center for Internet Security (CIS) benchmarks
for guidance on hardening systems.

SECURE |IMPLEMENTATION OF UNIX SSH AUDITS

Never use SSH passwords to perform remote scans. If you are scanning a network, then all
an adversary or malicious user would need to do is run a modified SSH daemon and record
the attempted username and password. Even if you are using a unigue username and
password combination for each host, the use of static passwords is still vulnerable to
exploitation.

If you are auditing one server with a known username and password for logging in over
SSH, there is less chance that an adversary can use this against you. However, be sure to
secure the configuration of the scan, because the username and password will be stored
there in cleartext.

SECURE WINDOWS AUDITS

I f the option AOnly use NTLlsMhedretically passitdeatd triekdNessushen it
into attempting to log into a Windows server with domain credentials via the NTLM version 1

protocol. This provides the remote attacker with the al
Nessus. This fAhashodo can be potenti alripgsswordaktknayd t o r eve.
also be used to directly log into other servers. Force Nessus to use NTLMv2 by enabling the

AOnly use NTLMv20d setting at scan time. This prevents

NTLM and receiving a fAhasho.

NTLMv2 can mak#MBusSegoEm@§®dre t hat ASMB Signingodo is en
Wi ndows servers to prevent any server that obtains a
In addition, make sure you enforce a policy that mandates the use of strong passwords that

cannot be easily broken via dictionary attacks from tools like John the Ripper and

LOphtCrack.

a

>t T

Note that there have been many different types of attacks against Windows security to illicit
Afhashesod from cowrpwet drns aftaracrke ng serversalayeii 8MB Si gni ng
security to prevent these man-in-the-middle attacks.

FOR FURTHER INFORMAT ION

Tenable has produced a variety of other documents det ali
configuration, user operation and overall testing. These are listed here:

Nessus Installation Guide i step by step walk through of installation
Nessus User Guide i how to configure and operate the Nessus User Interface
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Nessus Compliance Checks i high-level guide to understanding and running

compliance checks using Nessus and SecurityCenter

Nessus Compliance Checks Reference 1 comprehensive guide to Nessus Compliance

Check syntax

Nessus v2 File Format I describes the structure for the .nessus file format, which

was introduced with Nessus 3.2 and NessusClient 3.2

Nessus XML - RPC Protocol Specification i describes the XML-RPC protocol and

interface in Nessus

Real - Time Compliance Monitoring foutlines how Tenabl ebés solutions

assist in meeting many different types of government and financial regulations

Please feel free to contact us at support@tenable.com, sales@tenable.com or visit our web site
at http://www.tenable.com/.
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ABOUT TENABLE NETWO  RK SECURITY

Tenable Network Security, the leader in Unified Security Monitoring, is the source of the
Nessus vulnerability scanner and the creator of enterprise-class, agentless solutions for the
continuous monitoring of vulnerabilities, configuration weaknesses, data leakage, log
management and compromise detection to help ensure network security and FDCC, FISMA,
SANSCAG and PCIl compl isawarcdwinning pradutte dre utilized by many
Global 2000 organizations and Government agencies to proactively minimize network risk.
For more information, please visit http://www.tenable.com.

Tenable Network Security, Inc.
7063 Columbia Gateway Drive
Suite 100

Columbia, MD 21046
410.872.0555
www.tenable.com
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