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Hosts Summary (Executive)



192.168.150.131

Medium Low Info Total

Summary
Critical High
2 21
Details
Severity

Critical (10.0)
Critical (10.0)
High (9.3)
High (9.3)
High (9.3)
High (9.3)
High (7.9)
High (7.8)
High (7.8)
High (7.6)
High (7.5)
High (7.5)
High (7.5)
High (7.5)
High (7.5)
High (7.5)

High (7.2)

High (7.2)
High (7.2)
High (7.2)
High (7.2)

High (7.1)

High
Medium (6.9)

Medium (6.9)

Plugin Id
49805
50044
47778
48261
48361
50491
51453
46810
52476
50649
46731
49306
53372
55067
55086
55087

48381

49283
50318
50843
51501

48253

51436
47679

55071

3 23 80

Name

USN-1003-1 : openssl vulnerabilities

USN-1000-1 : linux, linux-ec2, linux-source-2.6.15 vulnerabilities
USN-963-1 : freetype vulnerabilities

USN-968-1 : base-files vulnerability

USN-972-1 : freetype vulnerabilities

USN-1013-1 : freetype vulnerabilities

USN-1041-1 : linux, linux-ec2 vulnerabilities
USN-947-1 : linux, linux-source-2.6.15 vulnerabilities
USN-1073-1 : linux, linux-ec2 vulnerabilities
USN-1018-1 : openssl vulnerability

USN-944-1 : glibc, eglibc vulnerabilities

USN-989-1 : php5 vulnerabilities

USN-1108-1 : dhcp3 vulnerability

USN-1108-2 : dhcp3 vulnerability

USN-1126-1 : php5 vulnerabilities

USN-1126-2 : php5 regressions

USN-974-1 : linux, linux-{ec2,fsl-imx51,mvl-dove,source-2.6.15,ti-omap}
vulnerabilities

USN-988-1 : linux, linux-source-2.6.15 vulnerabilities
USN-1009-1 : glibc, eglibc vulnerabilities

USN-1023-1 : linux, linux-{ec2,source-2.6.15} vulnerabilities
USN-1009-2 : eglibc, glibc vulnerability

USN-966-1 : linux, linux-{source-2.6.15,ec2,mvl-dove,ti-omap}
vulnerabilities

USN-1039-1 : apparmor update
USN-959-1 : pam vulnerability

USN-1113-1 : postfix vulnerabilities



http://www.nessus.org/plugins/index.php?view=single&id=49805
http://www.nessus.org/plugins/index.php?view=single&id=50044
http://www.nessus.org/plugins/index.php?view=single&id=47778
http://www.nessus.org/plugins/index.php?view=single&id=48261
http://www.nessus.org/plugins/index.php?view=single&id=48361
http://www.nessus.org/plugins/index.php?view=single&id=50491
http://www.nessus.org/plugins/index.php?view=single&id=51453
http://www.nessus.org/plugins/index.php?view=single&id=46810
http://www.nessus.org/plugins/index.php?view=single&id=52476
http://www.nessus.org/plugins/index.php?view=single&id=50649
http://www.nessus.org/plugins/index.php?view=single&id=46731
http://www.nessus.org/plugins/index.php?view=single&id=49306
http://www.nessus.org/plugins/index.php?view=single&id=53372
http://www.nessus.org/plugins/index.php?view=single&id=55067
http://www.nessus.org/plugins/index.php?view=single&id=55086
http://www.nessus.org/plugins/index.php?view=single&id=55087
http://www.nessus.org/plugins/index.php?view=single&id=48381
http://www.nessus.org/plugins/index.php?view=single&id=49283
http://www.nessus.org/plugins/index.php?view=single&id=50318
http://www.nessus.org/plugins/index.php?view=single&id=50843
http://www.nessus.org/plugins/index.php?view=single&id=51501
http://www.nessus.org/plugins/index.php?view=single&id=48253
http://www.nessus.org/plugins/index.php?view=single&id=51436
http://www.nessus.org/plugins/index.php?view=single&id=47679
http://www.nessus.org/plugins/index.php?view=single&id=55071

Medium (6.8)
Medium (6.8)
Medium (6.8)
Medium (6.8)
Medium (6.8)
Medium (6.8)
Medium (6.8)
Medium (6.8)
Medium (6.5)
Medium (6.4)
Medium (6.4)
Medium (6.2)
Medium (6.2)
Medium (5.8)
Medium (5.8)
Medium (5.1)
Medium (5.1)
Medium (5.1)
Medium (5.0)
Medium (5.0)
Medium (5.0)
Medium (5.0)
Medium (5.0)
Medium (4.9)
Medium (4.4)
Medium (4.4)
Medium (4.3)
Medium (4.3)
Medium (4.3)
Low (3.3)

Low (2.1)

48262

48283

49066

49102

51435

51502

51846

53257

46855

49643

49644

47575

49140

51583

51584

49303

49305

55084

48282

50573

50823

50824

51525

52739

51643

55085

50560

51076

53220

52479

33851

USN-969-1 : pcsc-lite vulnerability

USN-967-1 : w3m vulnerability

USN-981-1 : libwww-perl vulnerability

USN-982-1 : wget vulnerability

USN-1038-1 : dpkg vulnerability

USN-1042-1 : php5 vulnerabilities

USN-1053-1 : subversion vulnerabilities

USN-1100-1 : openldap, openldap2.3 vulnerabilities
USN-950-1 : mysql-dfsg-5.0, mysql-dfsg-5.1 vulnerabilities
USN-990-1 : openssl| vulnerability

USN-990-2 : apache?2 vulnerability

USN-956-1 : sudo vulnerability

USN-983-1 : sudo vulnerability

USN-1045-1 : fuse vulnerability

USN-1045-2 : util-linux update

USN-986-1 : bzip2 vulnerability

USN-986-3 : dpkg vulnerability

USN-1124-1 : rsync vulnerability

USN-965-1 : openldap, openldap2.2, openldap2.3 vulnerabilities
USN-1017-1 : mysql-5.1, mysql-dfsg-5.0, mysql-dfsg-5.1 vulnerabilities
USN-1021-1 : apache2 vulnerabilities

USN-1022-1 : apr-util vulnerability

USN-1042-2 : php5 regression

USN-1089-1 : linux, linux-ec2 vulnerabilities

USN-1046-1 : sudo vulnerability

USN-1125-1 : pcsc-lite vulnerability

USN-1016-1 : libxmlI2 vulnerability

USN-1029-1 : openssl vulnerabilities

USN-1096-1 : subversion vulnerability

USN-1077-1 : fuse vulnerabilities

Network daemons not managed by the package system



http://www.nessus.org/plugins/index.php?view=single&id=48262
http://www.nessus.org/plugins/index.php?view=single&id=48283
http://www.nessus.org/plugins/index.php?view=single&id=49066
http://www.nessus.org/plugins/index.php?view=single&id=49102
http://www.nessus.org/plugins/index.php?view=single&id=51435
http://www.nessus.org/plugins/index.php?view=single&id=51502
http://www.nessus.org/plugins/index.php?view=single&id=51846
http://www.nessus.org/plugins/index.php?view=single&id=53257
http://www.nessus.org/plugins/index.php?view=single&id=46855
http://www.nessus.org/plugins/index.php?view=single&id=49643
http://www.nessus.org/plugins/index.php?view=single&id=49644
http://www.nessus.org/plugins/index.php?view=single&id=47575
http://www.nessus.org/plugins/index.php?view=single&id=49140
http://www.nessus.org/plugins/index.php?view=single&id=51583
http://www.nessus.org/plugins/index.php?view=single&id=51584
http://www.nessus.org/plugins/index.php?view=single&id=49303
http://www.nessus.org/plugins/index.php?view=single&id=49305
http://www.nessus.org/plugins/index.php?view=single&id=55084
http://www.nessus.org/plugins/index.php?view=single&id=48282
http://www.nessus.org/plugins/index.php?view=single&id=50573
http://www.nessus.org/plugins/index.php?view=single&id=50823
http://www.nessus.org/plugins/index.php?view=single&id=50824
http://www.nessus.org/plugins/index.php?view=single&id=51525
http://www.nessus.org/plugins/index.php?view=single&id=52739
http://www.nessus.org/plugins/index.php?view=single&id=51643
http://www.nessus.org/plugins/index.php?view=single&id=55085
http://www.nessus.org/plugins/index.php?view=single&id=50560
http://www.nessus.org/plugins/index.php?view=single&id=51076
http://www.nessus.org/plugins/index.php?view=single&id=53220
http://www.nessus.org/plugins/index.php?view=single&id=52479
http://www.nessus.org/plugins/index.php?view=single&id=33851

Low (2.1) 51572 USN-1044-1 : dbus vulnerability

Info 10092 FTP Server Detection

Info 10107 HTTP Server Type and Version

Info 10267 SSH Server Type and Version Information
Info 10281 Telnet Server Detection

Info 10719 MySQL Server Detection

Info 11153 Service Detection (HELP Request)

Info 11936 OS Identification

Info 12634 Authenticated Check: OS Name and Installed Package Enumeration
Info 14272 netstat portscanner (SSH)

Info 18261 Apache Banner Linux Distribution Disclosure
Info 20094 VMware Virtual Machine Detection

Info 22964 Service Detection

Info 25202 Enumerate IPv6 Interfaces via SSH

Info 25203 Enumerate IPv4 Interfaces via SSH

Info 25221 Remote listeners enumeration

Info 33276 Enumerate MAC Addresses via SSH

Info 34098 BIOS version (SSH)

Info 35351 System Information Enumeration (via DMI)
Info 45432 Processor Information (via DMI)

Info 45433 Memory Information (via DMI)

Info 45590 Common Platform Enumeration (CPE)
Info 55472 Device Hostname

Info 56468 Time of Last System Startup



http://www.nessus.org/plugins/index.php?view=single&id=51572
http://www.nessus.org/plugins/index.php?view=single&id=10092
http://www.nessus.org/plugins/index.php?view=single&id=10107
http://www.nessus.org/plugins/index.php?view=single&id=10267
http://www.nessus.org/plugins/index.php?view=single&id=10281
http://www.nessus.org/plugins/index.php?view=single&id=10719
http://www.nessus.org/plugins/index.php?view=single&id=11153
http://www.nessus.org/plugins/index.php?view=single&id=11936
http://www.nessus.org/plugins/index.php?view=single&id=12634
http://www.nessus.org/plugins/index.php?view=single&id=14272
http://www.nessus.org/plugins/index.php?view=single&id=18261
http://www.nessus.org/plugins/index.php?view=single&id=20094
http://www.nessus.org/plugins/index.php?view=single&id=22964
http://www.nessus.org/plugins/index.php?view=single&id=25202
http://www.nessus.org/plugins/index.php?view=single&id=25203
http://www.nessus.org/plugins/index.php?view=single&id=25221
http://www.nessus.org/plugins/index.php?view=single&id=33276
http://www.nessus.org/plugins/index.php?view=single&id=34098
http://www.nessus.org/plugins/index.php?view=single&id=35351
http://www.nessus.org/plugins/index.php?view=single&id=45432
http://www.nessus.org/plugins/index.php?view=single&id=45433
http://www.nessus.org/plugins/index.php?view=single&id=45590
http://www.nessus.org/plugins/index.php?view=single&id=55472
http://www.nessus.org/plugins/index.php?view=single&id=56468
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