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Adobe AIR

Adobe AIR Host Detection

IP Address NetBIOS Name DNS Name MAC Address

10.20.0.50 ITSDEPT\DT1032 dt1032.itsdept.com 08:00:27:20:13:14

10.20.0.61 ITSDEPT\DT1035 dt1035.itsdept.com 08:00:27:1b:f3:00

10.20.0.66 ITSDEPT\DT1052 dt1052.itsdept.com 08:00:27:1c:a7:52

192.168.4.22

192.168.4.26

Vulnerability Summary - CVSS >= 4

Plugin Total Severity Plugin Name Family

5256 5 High

Adobe AIR <
1.5.3 Multiple
Vulnerabilities
(APSB09-19)

Web Clients

5109 3 High

Adobe AIR <
1.5.2 Multiple
Vulnerabilities
(APSB09-10)

Web Clients

4760 3 High

Adobe AIR
APSB08-23 /
APSB08-22 /
APSB08-20 /
APSB08-18 Multiple
Vulnerabilities

Web Clients

CVE Summary

CVE Total Severity

CVE-2007-4324 3 High

CVE-2007-6243 3 High

CVE-2008-3873 3 High

CVE-2008-4401 3 High

CVE-2008-4818 3 High

CVE-2008-4819 3 High

CVE-2008-4820 3 High

CVE-2008-4821 3 High

CVE-2008-4822 3 High

CVE-2008-4823 3 High
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CVE Total Severity

CVE-2008-4824 3 High

CVE-2008-5108 3 High

CVE-2009-1862 3 High

CVE-2009-1863 3 High

CVE-2009-1864 3 High

CVE-2009-1865 3 High

CVE-2009-1866 3 High

CVE-2009-1867 3 High

CVE-2009-1868 3 High

CVE-2009-1869 3 High

CVE-2009-1870 3 High

CVE-2009-3794 5 High

CVE-2009-3796 5 High

CVE-2009-3797 5 High

CVE-2009-3798 5 High

CVE-2009-3799 5 High

CVE-2009-3800 5 High

CVE-2009-3951 5 High

Vulnerabilities by Location - CVSS >= 4

Asset Total

HQ 2nd Floor 9

Wireless-Guest 2

Wireless-3 0

Wireless-2 0

HQ 4th Floor 0

HQ 3rd Floor 0

HQ 1st Floor 0

Wireless-1 0

Vulnerabilities by Subnet - CVSS >= 4

IP Address Total

10.20.0.0/24 9

192.168.4.0/24 2
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Adobe Flash Player

Adobe Flash Player Host Detection

IP Address NetBIOS Name DNS Name MAC Address

10.20.0.15 ITSDEPT\DT1002 dt1002.itsdept.com 08:00:27:41:10:e7

10.20.0.21 ITSDEPT\DT1003 dt1003.itsdept.com 08:00:27:23:12:32

10.20.0.30 ITSDEPT\DT1007 dt1007.itsdept.com 08:00:27:41:2b:1f

10.20.0.50 ITSDEPT\DT1032 dt1032.itsdept.com 08:00:27:20:13:14

10.20.0.61 ITSDEPT\DT1035 dt1035.itsdept.com 08:00:27:1b:f3:00

10.20.0.66 ITSDEPT\DT1052 dt1052.itsdept.com 08:00:27:1c:a7:52

192.168.1.113 ITSDEPT\LT2447 lt2447.itsdept.com 00:25:D3:41:2b:1f

192.168.2.12 ITSDEPT\MA5005 ma5005.itsdept.com 60:c5:47:22:a2:1b

192.168.4.22

192.168.4.26

Vulnerability Summary - CVSS >= 4

Plugin Total Severity Plugin Name Family

6097 5 High

Flash Player <
10.3.183.11 /
11.1.102.55 Multiple
Vulnerabilities
(APSB11-26)

Web Clients

6025 5 High

Flash Player <
10.3.183.10 Multiple
Vulnerabilities
(APSB11-26)

Web Clients

6001 4 High

Flash Player <
10.3.183.5 Multiple
Vulnerabilities
(APSB11-21)

Web Clients

5967 3 High

Flash Player
< 10.3.181.26
Code Execution
Vulnerability
(APSB11-18)

Web Clients

5941 3 Medium

Flash Player <
10.3.181.22 Cross-
Site Scripting
(APSB11-13)

Web Clients

5916 3 High

Flash Player <
10.3.181.14 Multiple
Vulnerabilities
(APSB11-12)

Web Clients
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Plugin Total Severity Plugin Name Family

5892 3 High

Flash Player
< 10.2.159.1
Unspecified
Memory Corruption
(APSB11-07)

Web Clients

5827 3 High

Flash Player
< 10.2.152.33
Unspecified
Memory Corruption
(APSB11-05)

Web Clients

5781 3 High

Flash Player <
10.2.152.26 Multiple
Vulnerabilities
(APSB11-02)

Web Clients

5699 3 High

Flash Player
Multiple
Vulnerabilities
(APSB10-26)

Web Clients

5670 3 High

Flash Player
Unspecified
Code Execution
(APSB10-22)

Web Clients

5625 3 High

Flash Player
Multiple
Vulnerabilities
(APSB10-16)

Web Clients

5569 3 High

Flash Player
Multiple
Vulnerabilities
(APSB10-14)

Web Clients

CVE Summary

CVE Total Severity

CVE-2008-4546 3 High

CVE-2009-3793 3 High

CVE-2010-0209 3 High

CVE-2010-1297 3 High

CVE-2010-2160 3 High

CVE-2010-2161 3 High

CVE-2010-2162 3 High

CVE-2010-2163 3 High

CVE-2010-2164 3 High

CVE-2010-2165 3 High

CVE-2010-2166 3 High

CVE-2010-2167 3 High

CVE-2010-2169 3 High

CVE-2010-2170 3 High

CVE-2010-2171 3 High
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CVE Total Severity

CVE-2010-2172 3 High

CVE-2010-2173 3 High

CVE-2010-2174 3 High

CVE-2010-2175 3 High

CVE-2010-2176 3 High

CVE-2010-2177 3 High

CVE-2010-2178 3 High

CVE-2010-2179 3 High

CVE-2010-2180 3 High

CVE-2010-2181 3 High

CVE-2010-2182 3 High

CVE-2010-2183 3 High

CVE-2010-2184 3 High

CVE-2010-2185 3 High

CVE-2010-2186 3 High

CVE-2010-2187 3 High

CVE-2010-2188 6 High

CVE-2010-2189 3 High

CVE-2010-2213 3 High

CVE-2010-2214 3 High

CVE-2010-2215 3 High

CVE-2010-2216 3 High

CVE-2010-3636 3 High

CVE-2010-3637 3 High

CVE-2010-3638 3 High

CVE-2010-3639 3 High

CVE-2010-3640 3 High

CVE-2010-3641 3 High

CVE-2010-3642 3 High

CVE-2010-3643 3 High

CVE-2010-3644 3 High

CVE-2010-3645 3 High

CVE-2010-3646 3 High

CVE-2010-3647 3 High

CVE-2010-3648 3 High

CVE-2010-3649 3 High

CVE-2010-3650 3 High

CVE-2010-3652 3 High

CVE-2010-3654 3 High

CVE-2010-3976 3 High

CVE-2011-0558 3 High

CVE-2011-0559 3 High

CVE-2011-0560 3 High
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CVE Total Severity

CVE-2011-0561 3 High

CVE-2011-0571 3 High

CVE-2011-0572 3 High

CVE-2011-0573 3 High

CVE-2011-0574 3 High

CVE-2011-0575 3 High

CVE-2011-0577 3 High

CVE-2011-0578 3 High

CVE-2011-0589 3 High

CVE-2011-0607 3 High

CVE-2011-0608 3 High

CVE-2011-0618 3 High

CVE-2011-0619 3 High

CVE-2011-0620 3 High

CVE-2011-0621 3 High

CVE-2011-0622 3 High

CVE-2011-0623 3 High

CVE-2011-0624 3 High

CVE-2011-0625 3 High

CVE-2011-0626 3 High

CVE-2011-0627 3 High

CVE-2011-0628 3 High

CVE-2011-2130 4 High

CVE-2011-2134 4 High

CVE-2011-2135 4 High

CVE-2011-2136 4 High

CVE-2011-2137 4 High

CVE-2011-2138 4 High

CVE-2011-2139 4 High

CVE-2011-2140 4 High

CVE-2011-2414 4 High

CVE-2011-2415 4 High

CVE-2011-2416 4 High

CVE-2011-2417 4 High

CVE-2011-2425 4 High

CVE-2011-2426 5 High

CVE-2011-2427 5 High

CVE-2011-2428 5 High

CVE-2011-2429 5 High

CVE-2011-2430 5 High

CVE-2011-2444 5 High

CVE-2011-2445 5 High

CVE-2011-2450 5 High
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CVE Total Severity

CVE-2011-2451 5 High

CVE-2011-2452 5 High

CVE-2011-2453 5 High

CVE-2011-2454 5 High

CVE-2011-2455 5 High

CVE-2011-2456 5 High

CVE-2011-2457 5 High

CVE-2011-2458 5 High

CVE-2011-2459 5 High

CVE-2011-2460 5 High

Vulnerabilities by Location - CVSS >= 4

Asset Total

HQ 2nd Floor 39

Wireless-1 3

Wireless-2 2

Wireless-Guest 0

Wireless-3 0

HQ 4th Floor 0

HQ 3rd Floor 0

HQ 1st Floor 0

Vulnerabilities by Subnet - CVSS >= 4

IP Address Total

10.20.0.0/24 39

192.168.1.0/24 3

192.168.2.0/24 2
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5 Day Vulnerability Trend by CVSS Ranges
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Adobe Flash Media Server

Adobe Flash Media Server Host Detection

IP Address NetBIOS Name DNS Name MAC Address

10.10.0.5 ITSDEPT\HR-EDU1 hr-edu1.itsdept.com 00:26:18:12:61:2d

10.10.0.6 ITSDEPT\HR-EDU2 hr-edu2.itsdept.com 00:26:18:1d:3e:43

Vulnerability Summary - CVSS >= 4

Plugin Total Severity Plugin Name Family

6002 2 High

Adobe Flash Media
server < 3.5.7 /
4.0.3 Multiple
Vulnerabilities
(APSB11-20)

Web Servers

5283 4 High

Adobe Flash Media
Server < 3.0.5 /
3.5.3 Multiple
Vulnerabilities
(APSB09-018)
(RTMP over HTTP)

Web Servers

5011 4 High
Flash Media <
3.0.4/3.5.2 Privilege
Escalation

Web Servers

CVE Summary

CVE Total Severity

CVE-2009-3791 4 High

CVE-2009-3792 4 High

Vulnerabilities by Location - CVSS >= 4

Asset Total

HQ 1st Floor 10

Wireless-3 0

Wireless-Guest 0

Wireless-2 0

HQ 4th Floor 0

HQ 2nd Floor 0
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Asset Total

HQ 3rd Floor 0

Wireless-1 0

Vulnerabilities by Subnet - CVSS >= 4

IP Address Total

10.10.0.0/24 10

5 Day Vulnerability Trend by CVSS Ranges
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Adobe Related Vulnerabilities
with Known Exploits

5 Day Exploitable Vulnerability Trend - Medium, High & Critical Vulnerability
Severity
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Hosts with Exploitable Vulnerabilities - Medium, High & Critical Vulnerability Severity

IP Address NetBIOS Name DNS Name MAC Address Med. High Crit.

10.20.0.15 ITSDEPT\DT1002 dt1002.itsdept.com 08:00:27:41:10:e7 0 7 0

10.20.0.21 ITSDEPT\DT1003 dt1003.itsdept.com 08:00:27:23:12:32 0 7 0

10.20.0.30 ITSDEPT\DT1007 dt1007.itsdept.com 08:00:27:41:2b:1f 0 7 0

10.20.0.50 ITSDEPT\DT1032 dt1032.itsdept.com 08:00:27:20:13:14 0 1 0

10.20.0.61 ITSDEPT\DT1035 dt1035.itsdept.com 08:00:27:1b:f3:00 0 1 0

10.20.0.66 ITSDEPT\DT1052 dt1052.itsdept.com 08:00:27:1c:a7:52 0 1 0

192.168.1.113 ITSDEPT\LT2447 lt2447.itsdept.com 00:25:D3:41:2b:1f 0 1 0

Vulnerabilities with Known Exploits - Medium, High and Critical Vulnerability Severity

Plugin Total Severity Plugin Name Family

6001 4 High

Flash Player <
10.3.183.5 Multiple
Vulnerabilities
(APSB11-21)

Web Clients

5967 3 High

Flash Player
< 10.3.181.26
Code Execution
Vulnerability
(APSB11-18)

Web Clients

5892 3 High

Flash Player
< 10.2.159.1
Unspecified
Memory Corruption
(APSB11-07)

Web Clients

5827 3 High

Flash Player
< 10.2.152.33
Unspecified
Memory Corruption
(APSB11-05)

Web Clients

5699 3 High

Flash Player
Multiple
Vulnerabilities
(APSB10-26)

Web Clients

5670 3 High

Flash Player
Unspecified
Code Execution
(APSB10-22)

Web Clients

5569 3 High

Flash Player
Multiple
Vulnerabilities
(APSB10-14)

Web Clients

5109 3 High

Adobe AIR <
1.5.2 Multiple
Vulnerabilities
(APSB09-10)

Web Clients


