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Summary

5 Day Vulnerability Trending - Total Vulnerabilities Including Info Severity
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Apple Safari, QuickTime and iTunes Secu rityCenter 4
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iTunes Vulnerability Summary by Plugin Family

Windows 465 55 5 0 5 45 0
Peer-To-Peer File Sharing 401 52 7 0 7 38 0
MacOS X Local Security 189 33 5 0 13 15 0
Checks

Safari Vulnerability Summary by Plugin Family

Windows 490 54 5 0 0 49 0
MacOS X Local Security 460 26 0 0 0 46 0
Checks

QuickTime Vulnerability Summary by Plugin Family

Windows 540 59 5 0 0 54 0
MacOS X Local Security 240 2 0 0 0 24 0
Checks

Summary
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Apple Safari, QuickTime and iTunes Secu rityCenter 4
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Apple Safari (Windows)

Apple Safari Host Detection

IP Address NetBIOS Name DNS Name MAC Address
10.100.50.10 ITSDEPT\DT1002 dt1002.itsdept.com 08:00:27:43:89:f2
10.100.50.15 ITSDEPT\DT1006 dt1006.itsdept.com 08:00:27:51:1b:11
10.100.50.22 ITSDEPT\DT1010 dt1010.itsdept.com 08:00:27:01:05:2b
10.100.50.36 ITSDEPT\DT1033 dt1033.itsdept.com 08:00:27:42:88:f1
10.100.50.101 ITSDEPT\DT1047 dt1047.itsdept.com 08:00:27:7f:5f:22

Vulnerability Severity Counts

Severity Count

Critical 0
High 49
Medium 0
Low 0
Info 5

Vulnerability Summary - Info Severity Excluded

Plugin Total Severity Plugin Name Family

Safari <
49144 5 High 5.0.2 Multiple Windows
Vulnerabilities

Safari <
50654 5 High 5.0.3 Multiple Windows
Vulnerabilities

Safari <

52613 5 High 5.0.4 Multiple Windows
Vulnerabilities
Safari <

53411 5 High 5.0.5 Multiple Windows
Vulnerabilities

Safari < 5.1 Multiple

55639 5 High Vulnerabilities Windows
Safari <

56483 5 High 5.1.1 Multiple Windows
Vulnerabilities
Safari <

58323 5 High 5.1.4 Multiple Windows

Vulnerabilities

Apple Safari (Windows)
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Apple Safari, QuickTime and iTunes Secu rityCenter 4
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Plugin Total Severity Plugin Name Family

Safari <

59069 5 High 5.1.7 Multiple Windows
Vulnerabilities
Safari <

45045 3 High 4.0.5 Multiple Windows
Vulnerabilities

46838 3 High S SO IS oo
Vulnerabilities
Safari <

47888 3 High 5.0.1 Multiple Windows

Vulnerabilities

5 Day Vulnerability Trend - Info Severity Excluded

B Apple Safari - Low B Apple Safari - Med. B Apple Safari - High B Apple Safari - Crit.
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Apple Safari (Windows)
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Apple Safari, QuickTime and iTunes Secu rityCenter 4
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Apple Safari (Mac OS X)

Vulnerability Severity Counts

Severity

Critical 0
High 46
Medium
Low

Info

Vulnerability Summary - Info Severity Excluded

Plugin Total Severity Plugin Name Family

46837 5 High g/lgc/ 22 X: Safari < MacOS X Local Security Checks
47887 5 High Mac OS X : SAfaN< Macos X Local Security Checks
49143 5 High ggg(?i)l(.éSafari < MacOS X Local Security Checks
50653 5 High gg%(?i)l(.éSafari < MacOS X Local Security Checks
55638 5 High pac 0 X Safar < Macos X Local Security Checks
39338 3 High Z’fgc OS X: Safari < ;.08 X Local Security Checks
39768 3 High ng:zos X Safari < MacOS X Local Security Checks
40553 3 High /ac 08 X SARM < \1acos X Local Security Checks
42477 3 High Z/fgilos X Satfari < MacOS X Local Security Checks
45044 3 High XS.CSOS 288 SEIE < MacOS X Local Security Checks
52612 3 High Mac OS X: Safari < pacos X Local Security Checks
53410 3 High 243205 X: Safari < \1..08 X Local Security Checks

Apple Safari (Mac OS X)
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Apple Safari, QuickTime and iTunes Secu rityCenter 4
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5 Day Vulnerability Trend - Info Severity Excluded

B Apple Safari - Low B Apple Safari - Med. B Apple Safari - High B Apple Safari - Crit.

16 17 18 19 20

May 15, 2012 20:47:47 - May 20, 2012 20:47:47

Apple Safari (Mac OS X)
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Apple Safari, QuickTime and iTunes Secu rityCenter 4
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Apple QuickTime (Windows)

Apple QuickTime Host Detection

IP Address NetBIOS Name DNS Name MAC Address
10.100.50.10 ITSDEPT\DT1002 dt1002.itsdept.com 08:00:27:43:89:f2
10.100.50.15 ITSDEPT\DT1006 dt1006.itsdept.com 08:00:27:51:1b:11
10.100.50.22 ITSDEPT\DT1010 dt1010.itsdept.com 08:00:27:01:05:2b
10.100.50.36 ITSDEPT\DT1033 dt1033.itsdept.com 08:00:27:42:88:f1
10.100.50.101 ITSDEPT\DT1047 dt1047.itsdept.com 08:00:27:7f:5f:22

Vulnerability Severity Counts

Severity Count

Critical 0
High 54
Medium 0
Low 0
Info 5

Vulnerability Summary - Info Severity Excluded

Plugin Total Severity Plugin Name Family

QuickTime <
7.6.6 Multiple
Vulnerabilities
(Windows)

QuickTime < 7.6.7
QuickTimeStreaming

48323 5 High SMIL File Debug Windows
Logging Overflow
(Windows)

QuickTime <
7.6.8 Multiple
Vulnerabilities
(Windows)

QuickTime <
7.6.9 Multiple
Vulnerabilities
(Windows)

QuickTime <
7.7 Multiple

45388 5 High Windows

49260 5 High Windows

51062 5 High Windows

55764 5 High Windows

Apple QuickTime (Windows)
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Apple Safari, QuickTime and iTunes Secu rityCenter 4
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Severity Plugin Name

Vulnerabilities
(Windows)

QuickTime <
7.7.1 Multiple
Vulnerabilities
(Windows)

QuickTime <
7.4 Multiple
Vulnerabilities
(Windows)

QuickTime <
7.4.1 RTSP
Response Long
30204 3 High Reason-Phrase Windows
Arbitrary Remote
Code Execution
(Windows)

QuickTime <
7.4.5 Multiple
Vulnerabilities
(Windows)

QuickTime <
7.5 Multiple
Vulnerabilities
(Windows)

QuickTime <
7.5.5 Multiple
Vulnerabilities
(Windows)

QuickTime <
7.6 Multiple
Vulnerabilities
(Windows)

QuickTime <
7.6.2 Multiple
Vulnerabilities
(Windows)

QuickTime <
7.6.4 Multiple
Vulnerabilities
(Windows)

56667 5 High Windows

29982 3 High Windows

31735 3 High Windows

33130 8 High Windows
34119 3 High Windows
35437 & High Windows
Windows

38988 3 High

40929 3 High Windows

Apple QuickTime (Windows)
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Apple Safari, QuickTime and iTunes

5 Day Vulnerability Trend - Info Severity Excluded

SecurityCenter 4

TENABLE NETWORK SECURITY INC., COPYRIGHT © 2012
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Apple Safari, QuickTime and iTunes Secu rityCenter 4
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Apple QuickTime (Mac OS X)

Vulnerability Severity Counts

Severity
Critical 0
High 24
Medium

Low

Info

Vulnerability Summary - Info Severity Excluded

Plugin Total Severity Plugin Name Family

QuickTime <

7.7 Multiple
Vulnerabilities (Mac
0S X)

QuickTime <

7.6.9 Multiple
Vulnerabilities (Mac
OS X)

QuickTime <

7.6.6 Multiple
Vulnerabilities (Mac
0OS X)

QuickTime <

7.6.4 Multiple
Vulnerabilities (Mac
0OS X)

QuickTime <

7.6.2 Multiple
Vulnerabilities (Mac
OS X)

QuickTime <

7.6 Multiple
Vulnerabilities (Mac
OS X)

55763 5 High MacOS X Local Security Checks

51061 5 High MacOS X Local Security Checks
45387 5 High MacOS X Local Security Checks
40928 3 High MacOS X Local Security Checks
38989 3 High

MacOS X Local Security Checks

35436 3 High MacOS X Local Security Checks

Apple QuickTime (Mac OS X)
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Apple Safari, QuickTime and iTunes Secu rityCenter 4
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5 Day Vulnerability Trend - Info Severity Excluded
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Apple QuickTime (Mac OS X)
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Apple Safari, QuickTime and iTunes Secu rityCenter 4
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Apple iTunes (Windows)

Apple iTunes Host Detection

IP Address NetBIOS Name DNS Name MAC Address
10.100.50.10 ITSDEPT\DT1002 dt1002.itsdept.com 08:00:27:43:89:f2
10.100.50.15 ITSDEPT\DT1006 dt1006.itsdept.com 08:00:27:51:1b:11
10.100.50.22 ITSDEPT\DT1010 dt1010.itsdept.com 08:00:27:01:05:2b
10.100.50.36 ITSDEPT\DT1033 dt1033.itsdept.com 08:00:27:42:88:f1
10.100.50.101 ITSDEPT\DT1047 dt1047.itsdept.com 08:00:27:7f:5f:22

Vulnerability Severity Counts

Severity Count

Critical 0
High 45
Medium 5
Low 0
Info 5

Vulnerability Summary - Info Severity Excluded

Plugin Total Severity Plugin Name Family

iTunes <9.0.1 PLS
41060 5 High File Buffer Overflow Windows
(credentialed check)

iTunes <

9.1 Multiple
Vulnerabilities
(credentialed check)

45390 5 High Windows

iTunes <

9.2 Multiple
Vulnerabilities
(credentialed check)

47037 5 High Windows

iTunes < 9.2.1 'itpc:'
47762 5 High Buffer Overflow Windows
(credentialed check)

iTunes <
49086 5 High 10.0 Multiple Windows
(credentialed check)
. iTunes < .
52534 5 High 10.2 Multiple Windows

Apple iTunes (Windows)
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Apple Safari, QuickTime and iTunes Secu rityCenter 4

TENABLE NETWORK SECURITY INC., COPYRIGHT © 2012

Plugin Total Severity Plugin Name Family

Vulnerabilities
(credentialed check)

iTunes <
53488 5 High 10.2.2 Multiple Windows
(credentialed check)

iTunes <

10.5 Multiple
Vulnerabilities
(credentialed check)

56469 5 High Windows

iTunes <

10.6 Multiple
Vulnerabilities
(credentialed check)

iTunes < 10.5.1
Update Authenticity
56872 5 Medium Verification Windows
Weakness
(credentialed check)

58319 5 High Windows

5 Day Vulnerability Trend - Info Severity Excluded

240 HApple iTunes - Low M@ Apple iTunes - Med. B Apple iTunes - High ®Apple iTunes - Crit.
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Apple iTunes (Windows)
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Apple Safari, QuickTime and iTunes

SecurityCenter 4

TENABLE NETWORK SECURITY INC., COPYRIGHT © 2012

Apple iTunes (Mac OS X)

Apple iTunes Host Detection

IP Address

NetBIOS Name

DNS Name

MAC Address

10.200.10.15 ITSDEPT\MM1010 mm21010.itsdept.com 00:11:24:¢8:69:54
10.200.10.19 ITSDEPT\MM1012 mm1012.itsdept.com 00:11:24:¢c7:69:10
10.200.10.20 ITSDEPT\MM1013 mm1013.itsdept.com 00:11:24:1e:61:1f
10.200.10.34 ITSDEPT\MM1017 mm1017.itsdept.com 00:11:24:4b:5a:01
10.200.10.50 ITSDEPT\MM1025 mm1025.itsdept.com 00:11:24:00:11:6a

Vulnerability Severity Counts

Severity Count

Critical 0
High 15
Medium 13
Low 0
Info 5

Vulnerability Summary - Info Severity Excluded

Plugin Total Severity Plugin Name Family

iTunes < 8.2 itms:
38987 5 High URL Stack Overflow MacOS X Local Security Checks
(Mac OS X)

iTunes <9.0.1 PLS
41059 5 High File Buffer Overflow MacOS X Local Security Checks
(Mac OS X)

iTunes <9.2.1 'itpc:'
47764 5 High Buffer Overflow MacOS X Local Security Checks
(Mac OS X)

iTunes <

9.1 Multiple
Vulnerabilities (Mac
OS X)

iTunes <10.5.1
Update Authenticity
56871 5 Medium Verification MacOS X Local Security Checks
Weakness (Mac OS
X)
iTunes < 8.1

35915 3 Medium Malicious Podcast MacOS X Local Security Checks

45389 5 Medium MacOS X Local Security Checks

Apple iTunes (Mac OS X)
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Apple Safari, QuickTime and iTunes SecurityCenter 4

TENABLE NETWORK SECURITY INC., COPYRIGHT © 2012

Severity Plugin Name

Information
Disclosure (Mac OS
X)

5 Day Vulnerability Trend - Info Severity Excluded

B Apple iTunes - Low ®AppleiTunes - Med. BAppleiTunes - High B Apple iTunes - Crit.
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Apple iTunes (Mac OS X)
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Apple Safari, QuickTime and iTunes Secu rityCenter 4
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Apple iTunes (uncredentialed
checks)

Apple iTunes Music Sharing Enabled Host Detection

IP Address NetBIOS Name DNS Name MAC Address
10.100.50.36 ITSDEPT\DT1033 dt1033.itsdept.com 08:00:27:42:88:f1
10.100.50.101 ITSDEPT\DT1047 dt1047.itsdept.com 08:00:27:7f:5f:22
10.200.10.15 ITSDEPT\MM1010 mm1010.itsdept.com 00:11:24:c8:69:54
10.200.10.19 ITSDEPT\MM1012 mm1012.itsdept.com 00:11:24:c7:69:10
10.200.10.20 ITSDEPT\MM1013 mm1013.itsdept.com 00:11:24:1e:61:1f
10.200.10.34 ITSDEPT\MM1017 mm1017.itsdept.com 00:11:24:4b:5a:01
10.200.10.50 ITSDEPT\MM1025 mm1025.itsdept.com 00:11:24:00:11:6a

Vulnerability Severity Counts

Severity

Critical 0
High 38
Medium
Low

Info

Vulnerability Summary - Info Severity Excluded

Plugin Total Severity Plugin Name Family

iTunes <
10.6 Multiple
58320 2 High Vulnerabilities Peer-To-Peer File Sharing
(uncredentialed
check)

iTunes <10.5.1
Update Authenticity
56873 7 Medium WIS Peer-To-Peer File Sharing
Weakness
(uncredentialed

check)

iTunes <
56470 2 High 10.5 Multiple Peer-To-Peer File Sharing
Vulnerabilities

Apple iTunes (uncredentialed checks)
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Apple Safari, QuickTime and iTunes Secu rityCenter 4

TENABLE NETWORK SECURITY INC., COPYRIGHT © 2012

Plugin Total Severity Plugin Name Family

(uncredentialed
check)

iTunes <
10.2.2 Multiple
53489 2 High Vulnerabilities Peer-To-Peer File Sharing
(uncredentialed
check)

iTunes <
10.2 Multiple
52535 2 High Vulnerabilities Peer-To-Peer File Sharing
(uncredentialed
check)

iTunes <
10.0 Multiple
49087 2 High Vulnerabilities Peer-To-Peer File Sharing
(uncredentialed
check)

iTunes <9.2.1 'itpc:'
Buffer Overflow
(uncredentialed
check)

iTunes <
9.2 Multiple
47038 2 High Vulnerabilities Peer-To-Peer File Sharing
(uncredentialed
check)

iTunes <
9.1 Multiple
45391 7 High Vulnerabilities Peer-To-Peer File Sharing
(uncredentialed
check)

iTunes < 9.0.1 PLS
File Buffer Overflow
(uncredentialed
check)

iTunes < 8.2
itms: URI
38986 5 High Handling Overflow  Peer-To-Peer File Sharing
(uncredentialed
check)

47763 7 High Peer-To-Peer File Sharing

41061 7 High Peer-To-Peer File Sharing

Apple iTunes (uncredentialed checks)
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Apple Safari, QuickTime and iTunes

5 Day Vulnerability Trend - Info Severity Excluded

SecurityCenter 4

TENABLE NETWORK SECURITY INC., COPYRIGHT © 2012
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Apple Safari, QuickTime and iTunes SecurityCenter 4

Apple Safari, QuickTime and
ITunes Vulnerabilities with
Known Exploits Summary

5 Day Exploitable Vulnerability Trend
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Apple Safari, QuickTime and iTunes Vulnerabilities with Known Exploits Summary

Tenable Network Security

19

BSTENABLE

Network Security®




Apple Safari, QuickTime and iTunes Secu rityCenter 4
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iTunes Exploitable Vulnerability Summary by Plugin Family

Peer-To-Peer File Sharing 271 32 0 0 7 25 0
Windows 265 30 0 0 5 25 0
MacOS X Local Security 115 15 0 0 5 10 0
Checks

Safari Exploitable Vulnerability Summary by Plugin Family

Windows 360 36 0 0 0 36 0
MacOS X Local Security 320 32 0 0 0 32 0
Checks

QuickTime Exploitable Vulnerability Summary by Plugin Family

Windows 270 27 0 0 0 27 0
MacOS X Local Security 160 16 0 0 0 16 0
Checks

Apple Safari, QuickTime and iTunes Vulnerabilities with Known Exploits Summary

Tenable Network Security 20

BSTENABLE

Network Security®



