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Configuration Audit Summary

Compliance Checks. Info = Pass, Medium = Couldn't Execute, High = Fail

IP Address DNS Name
10.0.4.200 fws.itsdept.com 96 0 5
10.0.3.200 fw4.itsdept.com 92 0 9
10.0.2.200 fw3.itsdept.com 95 0 6
10.0.1.200 fw2.itsdept.com 5 0 6
10.0.0.200 fwl.itsdept.com 97 0 4

Configuration Audit Summary
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Cisco Plugins Summary

Cisco Plugins. CVSS Ranges; Low = 0.1 - 3.9, Medium =4.0 - 6.9, High = 7.0 - 9.9, Critical =10

IP Address DNS Name
10.0.4.200 fwb.itsdept.com 0 0 0 3 0
10.0.3.200 fw4.itsdept.com 0 0 0 3 0
10.0.2.200 fw3.itsdept.com 0 0 0 3 0
10.0.1.200 fw2.itsdept.com 0 0 0 S 0
10.0.0.200 fwl.itsdept.com 0 0 0 3 0

Cisco Plugins Summary
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Configuration Audit Detalls -
Fails and Couldn't Execute

10.0.4.200

DNS Name: fw5.itsdept.com
Last Scan: Feb 10, 2012 @ 10:36AM

Configuration Audit Details. Medium = Couldn't Execute, High = Fail

Severity Plugin Name

High 1.1.1.1 Require AAA Authentication for Enable Mode

. 1.1.2.3 Require SSHv2 for Remote Management Access (ssh
High : .
ip_address subnet_mask interface)

High 1.1.2.3 Require SSHv2 for Remote Management Access (ssh

version 2)
High 1.1.2.4 Require Timeout for Login Sessions (ssh timeout)
High 1.2.1.3 Require Summer Time Clock When Using Local Time

Zone (clock timezone)

Configuration Audit Details - Fails and Couldn't Execute
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10.0.3.200

DNS Name: fw4.itsdept.com
Last Scan: Feb 10, 2012 @ 10:36AM

Configuration Audit Details. Medium = Couldn't Execute, High = Fail

Severity Plugin Name

High 1.1.2.5 Require SSH Access Control
High 1.1.3.1 Require EXEC Banner
High 1.1.3.2 Require Login Banner
High 1.1.3.3 Require MOTD Banner
High 1.1.3.4 Require ASDM Banner
Hiah 1.1.5.3 Require SNMP Trap Server When SNMP is Used
9 (snmp-server host)
Hiah 1.1.5.4 Require Authorized Read SNMP Community Strings and
9 Access Control (snmp-server community)
. 1.1.5.4 Require Authorized Read SNMP Community Strings and
High
Access Control (snmp-server host)
High 1.2.2.2 Forbid ASDM Service If Not Used

Configuration Audit Details - Fails and Couldn't Execute
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10.0.2.200

DNS Name: fw3.itsdept.com
Last Scan: Feb 10, 2012 @ 10:36AM

Configuration Audit Details. Medium = Couldn't Execute, High = Fail

Severity Plugin Name

High 1.2.4.1 Require Primary NTP Server

High 1.2.4.2 Require NTP Authentication (ntp authentication-key)
High 1.2.4.2 Require NTP Authentication (ntp authenticate)

High 1.2.4.2 Require NTP Authentication (ntp trusted-key)

High 1.2.4.2 Require NTP Authentication (ntp server)

High 1.3.1.3 Require TranslationSlot Timeout

Configuration Audit Details - Fails and Couldn't Execute

Tenable Network Security 5

BSTENABLE

Network Security®



CIS Cisco Firewall Auditing SecurityCenter 4

TENABLE NETWORK SECURITY INC., COPYRIGHT © 2012

10.0.1.200

DNS Name: fw2.itsdept.com
Last Scan: Feb 10, 2012 @ 10:36AM

Configuration Audit Details. Medium = Couldn't Execute, High = Fail

Severity Plugin Name

High 1.2.3.5 Require Logging to Syslog Server

Hiah 1.2.3.6 Require logging Trap Severity Level (6/information or 7/
9 debugging)

High 1.2.3.7 Require System Logging

High 1.2.3.8 Require Timestamp in Log Messages

Hiah 1.2.3.9 Require NetFlow Secure Event Logging (flow-export
9 event-type)

High 1.3.1.2 Require Connection Timeout

Configuration Audit Details - Fails and Couldn't Execute
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10.0.0.200

DNS Name: fwl.itsdept.com
Last Scan: Feb 10, 2012 @ 10:36AM

Configuration Audit Details. Medium = Couldn't Execute, High = Fail

Severity Plugin Name

Hiah 1.3.1.4 Require Intrusion Detection Actions (ip audit attack
9 action)
Hi 1.3.1.8 Require Object Groups to Simplify Access Control
igh ) .
Entries (port-object)
Hiah 1.3.2.1 Forbid External Source Addresses on Outbound Traffic
9 (access-list)
High 1.3.2.1 Forbid External Source Addresses on Outbound Traffic
9 (access-group)

Configuration Audit Details - Fails and Couldn't Execute
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Cisco Plugin Detalls - Info
Severity Excluded

10.0.4.200

DNS Name: fw5.itsdept.com
Last Scan: Feb 10, 2012 @ 10:36AM

Cisco Plugin Details. CVSS Ranges; Low = 0.1 - 3.9, Medium = 4.0 - 6.9, High = 7.0 - 9.9, Critical = 10

Plugin Plugin Name Severity Port Exploit?

Cisco ASA 5500 Series
52586 Multiple Vulnerabilities High 0 Yes
(cisco-sa-20110223-asa)

Plugin Plugin Name Severity Port Exploit?
Cisco ASA 5500
Series Multiple DoS .
56045 Vulnerabilities (cisco- High 0 ves
sa-20100804-asa)
Plugin Plugin Name Severity Port Exploit?
Cisco ASA 5500 Series
56631 Multiple Vulnerabilities High 0 Yes

(cisco-sa-20111005-asa)

Cisco Plugin Details - Info Severity Excluded
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10.0.3.200

DNS Name: fw4.itsdept.com
Last Scan: Feb 10, 2012 @ 10:36AM

Cisco Plugin Details. CVSS Ranges; Low =0.1 - 3.9, Medium = 4.0 - 6.9, High = 7.0 - 9.9, Critical = 10

Plugin Plugin Name Severity Port Exploit?
Cisco ASA 5500 Series
52586 Multiple Vulnerabilities High 0 Yes
(cisco-sa-20110223-asa)
Plugin Plugin Name Severity Port Exploit?
Cisco ASA 5500
Series Multiple DoS .
56045 Vulnerabilities (cisco- High 0 ves
sa-20100804-asa)
Plugin Plugin Name Severity Port Exploit?
Cisco ASA 5500 Series
56631 Multiple Vulnerabilities High 0 Yes

(cisco-sa-20111005-asa)

Cisco Plugin Details - Info Severity Excluded
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10.0.2.200

DNS Name: fw3.itsdept.com
Last Scan: Feb 10, 2012 @ 10:36AM

Cisco Plugin Details. CVSS Ranges; Low =0.1 - 3.9, Medium = 4.0 - 6.9, High = 7.0 - 9.9, Critical = 10

Plugin Plugin Name Severity Port Exploit?
Cisco ASA 5500 Series
52586 Multiple Vulnerabilities High 0 Yes
(cisco-sa-20110223-asa)
Plugin Plugin Name Severity Port Exploit?
Cisco ASA 5500
Series Multiple DoS .
56045 Vulnerabilities (cisco- High 0 ves
sa-20100804-asa)
Plugin Plugin Name Severity Port Exploit?
Cisco ASA 5500 Series
56631 Multiple Vulnerabilities High 0 Yes

(cisco-sa-20111005-asa)

Cisco Plugin Details - Info Severity Excluded
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10.0.1.200

DNS Name: fw2.itsdept.com
Last Scan: Feb 10, 2012 @ 10:36AM

Cisco Plugin Details. CVSS Ranges; Low =0.1 - 3.9, Medium = 4.0 - 6.9, High = 7.0 - 9.9, Critical = 10

Plugin Plugin Name Severity Port Exploit?
Cisco ASA 5500 Series
52586 Multiple Vulnerabilities High 0 Yes
(cisco-sa-20110223-asa)
Plugin Plugin Name Severity Port Exploit?
Cisco ASA 5500
Series Multiple DoS .
56045 Vulnerabilities (cisco- High 0 ves
sa-20100804-asa)
Plugin Plugin Name Severity Port Exploit?
Cisco ASA 5500 Series
56631 Multiple Vulnerabilities High 0 Yes

(cisco-sa-20111005-asa)

Cisco Plugin Details - Info Severity Excluded
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10.0.0.200

DNS Name: fwl.itsdept.com
Last Scan: Feb 10, 2012 @ 10:36AM

Cisco Plugin Details. CVSS Ranges; Low =0.1 - 3.9, Medium = 4.0 - 6.9, High = 7.0 - 9.9, Critical = 10

Plugin Plugin Name Severity Port Exploit?
Cisco ASA 5500 Series
52586 Multiple Vulnerabilities High 0 Yes
(cisco-sa-20110223-asa)
Plugin Plugin Name Severity Port Exploit?
Cisco ASA 5500
Series Multiple DoS .
56045 Vulnerabilities (cisco- High 0 ves
sa-20100804-asa)
Plugin Plugin Name Severity Port Exploit?
Cisco ASA 5500 Series
56631 Multiple Vulnerabilities High 0 Yes

(cisco-sa-20111005-asa)

Cisco Plugin Details - Info Severity Excluded
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