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Configuration Audit Summary

Compliance Checks. Info = Pass, Medium = Couldn't Execute, High = Fail

IP Address NetBIOS Name
10.200.0.2 ITSDEPT\SQLDEV 118 1 2
10.101.0.2 ITSDEPT\SQLQA 116 1 4
10.100.0.2 ITSDEPT\SQLPROD 114 2 5

Configuration Audit Summary
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Patch Audit Summary

Microsoft Bulletins. CVSS Ranges; Low = 0.1 - 3.9, Medium = 4.0 - 6.9, High = 7.0 - 9.9, Critical =10

IP Address NetBIOS Name
10.200.0.2 ITSDEPT\SQLDEV 0 0 0 2 0
10.101.0.2 ITSDEPT\SQLQA 0 0 0 2 0
10.100.0.2 ITSDEPT\SQLPROD 0 0 0 2 0
Patch Audit Summary
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Configuration Audit Detalls -
Fails and Couldn't Execute

10.100.0.2

NetBIOS Name: ITSDEPT\SQLPROD
Last Scan: Feb 16, 2012 @ 9:18PM

Configuration Audit Details. Medium = Couldn't Execute, High = Fail

Severity Plugin Name

High 3.165 DM1715: Unauthorized object permission grants (master)
Medium 3.155 DM1709: Guest user (distribution)
Medium 3._154fr DM0630: Application object owner account disabling

(distribution)

High 3.131 DM0500: SYSADMIN fixed server role membership

High 3.24 DM6161: xp_cmdshell option

High 3.17 DM6010: Rename sa account

High 3.9 DG0125: DBMS account password expiration

Configuration Audit Details - Fails and Couldn't Execute
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10.101.0.2

NetBIOS Name: ITSDEPT\SQLQA
Last Scan: Feb 16, 2012 @ 9:18PM

Configuration Audit Details. Medium = Couldn't Execute, High = Fail

Severity Plugin Name
Medium 3.147 DM6123: clr enabled option
High 3.139 DM2142: Remote access option
High 3.138 DM2133: Replication use and security
High 3.136 DM2095: OLE Automation Procedures (option)
High 3.134 DM1761: Scan for startup procs option (value_in_use)

Configuration Audit Details - Fails and Couldn't Execute
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10.200.0.2

NetBIOS Name: ITSDEPT\SQLDEV
Last Scan: Feb 16, 2012 @ 9:18PM

Configuration Audit Details. Medium = Couldn't Execute, High = Fail

Severity Plugin Name

. 3.129 DG0120: Application user access to external objects
Medium

(distribution)
High 3.27 DM6199: SMO and DMO XPs option
High 3.17 DM6010: Rename sa account

Configuration Audit Details - Fails and Couldn't Execute
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Patch Audit Detalils - All
Microsoft Bulletins

10.100.0.2

NetBIOS Name: ITSDEPT\SQLPROD
Last Scan: Feb 16, 2012 @ 9:18PM

Patch Audit Details. CVSS Ranges; Low = 0.1 - 3.9, Medium =4.0 - 6.9, High = 7.0 - 9.9, Critical =10

Severity Plugin Name
MS12-008: Vulnerabilities in Windows
57942 High Kernel-Mode Drivers Could Allow Remote

Code Execution (2660465)

MS12-009: Vulnerabilities in Ancillary
57943 High Function Driver Could Allow Elevation of
Privilege (2645640)

Patch Audit Details - All Microsoft Bulletins

Tenable Network Security 6

BSTENABLE

Network Security®



DISA SQL Server Auditing SecurityCenter 4

TENABLE NETWORK SECURITY INC., COPYRIGHT © 2012

10.101.0.2

NetBIOS Name: ITSDEPT\SQLQA
Last Scan: Feb 16, 2012 @ 9:18PM

Patch Audit Details. CVSS Ranges; Low = 0.1 - 3.9, Medium =4.0 - 6.9, High = 7.0 - 9.9, Critical =10

Severity Plugin Name
MS12-008: Vulnerabilities in Windows
57942 High Kernel-Mode Drivers Could Allow Remote

Code Execution (2660465)

MS12-009: Vulnerabilities in Ancillary
57943 High Function Driver Could Allow Elevation of
Privilege (2645640)

Patch Audit Details - All Microsoft Bulletins
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10.200.0.2

NetBIOS Name: ITSDEPT\SQLDEV
Last Scan: Feb 16, 2012 @ 9:18PM

Patch Audit Details. CVSS Ranges; Low = 0.1 - 3.9, Medium =4.0 - 6.9, High = 7.0 - 9.9, Critical =10

Severity Plugin Name
MS12-008: Vulnerabilities in Windows
57942 High Kernel-Mode Drivers Could Allow Remote

Code Execution (2660465)

MS12-009: Vulnerabilities in Ancillary
57943 High Function Driver Could Allow Elevation of
Privilege (2645640)

Patch Audit Details - All Microsoft Bulletins
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