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Adobe Reader Unsupported Version

Host Summary

IP Address NetBIOS Name DNS Name MAC Address

10.0.0.13 ITSDEPT\SVR1008 svr1008.itsdept.com 08:00:27:35:70:98

10.0.0.14 ITSDEPT\SVR1009 svr1009.itsdept.com 08:00:27:5c:c5:4e

10.0.0.17 ITSDEPT\SVR1011 svr1011.itsdept.com 08:00:27:19:94:81
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10.0.0.13

NetBIOS Name: ITSDEPT\SVR1008

Vulnerabilities: Critical: 8, High: 32, Medium: 13, Low: 5, Info: 94

MAC Address: 08:00:27:35:70:98

DNS Name: svr1008.itsdept.com

Last Scan: Jul 25, 2012 @ 4:17PM

Unsupported Version Details

Plugin Plugin Name Severity Family

56213
Adobe Reader Unsupported
Version Detection

Critical Windows

Synopsis: The remote host contains an unsupported version of Adobe Reader.

Description: According to its version, the installation of Adobe Reader on the remote Windows host is no longer supported. As a result, it is likely to contain security vulnerabilities.

Solution: Upgrade to a version of Adobe Reader that is currently supported.

See Also: http://www.adobe.com/support/programs/policies/supported.html

Risk Factor: Critical

CVSS Base Score: 10.0

CVSS Vector: CVSS2#AV:N/AC:L/Au:N/C:C/I:C/A:C

Plugin Output:
Path : C:\Program Files\Adobe\Reader 8.0\Reader
Installed version : 8.0.0
End of support date : November 3, 2011
Announcement : http://blogs.adobe.com/adobereader/2011/09/adobe-reader-and-acrobat-version-8-end-of-support.html
Supported versions : 10.x / 9.x
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CPE: cpe:/a:adobe:reader

Plugin Publication Date: 2011/09/15

Plugin Modification Date: 2011/11/04

Plugin Type: local

Source File: adobe_reader_unsupported.nasl

First Discovered: Jul 19, 2012 15:51:02 CDT

Last Observed: Jul 25, 2012 16:17:25 CDT

New Process Events (Last 7 Days)
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New Process Event Details (Maximum of 10)

Time Event Type Sensor Message

Jul 20, 2012 13:10:10 CDT process SVR1008

Security,07/20/2012,13:09:28 PM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created: New
Process ID: 3708 Image File Name: C:\Program Files\Adobe\Reader
8.0\Reader\AcroRd32.exe Creator Process ID: 3884 User Name: pallan
Domain: SVR1008 Logon ID: (0x0,0x9CB832)

Jul 21, 2012 09:50:39 CDT process SVR1008

Security,07/21/2012,09:49:39 AM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created: New
Process ID: 3744 Image File Name: C:\Program Files\Adobe\Reader
8.0\Reader\AcroRd32.exe Creator Process ID: 3884 User Name: pallan
Domain: SVR1008 Logon ID: (0x0,0x9CB832)

Jul 21, 2012 11:38:09 CDT process SVR1008

Security,07/21/2012,11:37:40 AM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created: New
Process ID: 4052 Image File Name: C:\Program Files\Adobe\Reader
8.0\Reader\AcroRd32.exe Creator Process ID: 3884 User Name: pallan
Domain: SVR1008 Logon ID: (0x0,0x9CB832)
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10.0.0.14

NetBIOS Name: ITSDEPT\SVR1009

Vulnerabilities: Critical: 9, High: 30, Medium: 13, Low: 5, Info: 91

MAC Address: 08:00:27:5c:c5:4e

DNS Name: svr1009.itsdept.com

Last Scan: Jul 25, 2012 @ 4:17PM

Unsupported Version Details

Plugin Plugin Name Severity Family

56213
Adobe Reader Unsupported
Version Detection

Critical Windows

Synopsis: The remote host contains an unsupported version of Adobe Reader.

Description: According to its version, the installation of Adobe Reader on the remote Windows host is no longer supported. As a result, it is likely to contain security vulnerabilities.

Solution: Upgrade to a version of Adobe Reader that is currently supported.

See Also: http://www.adobe.com/support/programs/policies/supported.html

Risk Factor: Critical

CVSS Base Score: 10.0

CVSS Vector: CVSS2#AV:N/AC:L/Au:N/C:C/I:C/A:C

Plugin Output:
Path : C:\Program Files\Adobe\Reader 8.0\Reader
Installed version : 8.0.0
End of support date : November 3, 2011
Announcement : http://blogs.adobe.com/adobereader/2011/09/adobe-reader-and-acrobat-version-8-end-of-support.html
Supported versions : 10.x / 9.x
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CPE: cpe:/a:adobe:reader

Plugin Publication Date: 2011/09/15

Plugin Modification Date: 2011/11/04

Plugin Type: local

Source File: adobe_reader_unsupported.nasl

First Discovered: Jul 17, 2012 19:01:24 CDT

Last Observed: Jul 25, 2012 16:17:25 CDT

New Process Events (Last 7 Days)
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New Process Event Details (Maximum of 10)

Time Event Type Sensor Message

Jul 20, 2012 13:02:35 CDT process SVR1009

Security,07/20/2012,13:02:23 PM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created: New
Process ID: 2932 Image File Name: C:\Program Files\Adobe\Reader
8.0\Reader\AcroRd32.exe Creator Process ID: 3188 User Name:
radams Domain: SVR1009 Logon ID: (0x0,0x71420F)

Jul 20, 2012 18:39:35 CDT process SVR1009

Security,07/20/2012,18:39:20 PM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created: New
Process ID: 3740 Image File Name: C:\Program Files\Adobe\Reader
8.0\Reader\AcroRd32.exe Creator Process ID: 3584 User Name:
radams Domain: SVR1009 Logon ID: (0x0,0x80D38D)

Jul 21, 2012 09:48:35 CDT process SVR1009

Security,07/21/2012,09:47:53 AM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created: New
Process ID: 1948 Image File Name: C:\Program Files\Adobe\Reader
8.0\Reader\AcroRd32.exe Creator Process ID: 3584 User Name:
radams Domain: SVR1009 Logon ID: (0x0,0x80D38D)

Jul 21, 2012 11:37:35 CDT process SVR1009

Security,07/21/2012,11:37:06 AM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created: New
Process ID: 3800 Image File Name: C:\Program Files\Adobe\Reader
8.0\Reader\AcroRd32.exe Creator Process ID: 3584 User Name:
radams Domain: SVR1009 Logon ID: (0x0,0x80D38D)

Jul 21, 2012 19:52:35 CDT process SVR1009

Security,07/21/2012,19:51:41 PM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created: New
Process ID: 228 Image File Name: C:\Program Files\Adobe\Reader
8.0\Reader\AcroRd32.exe Creator Process ID: 3584 User Name:
radams Domain: SVR1009 Logon ID: (0x0,0x80D38D)
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10.0.0.17

NetBIOS Name: ITSDEPT\SVR1011

Vulnerabilities: Critical: 1, High: 121, Medium: 18, Low: 6, Info: 78

MAC Address: 08:00:27:19:94:81

DNS Name: svr1011.itsdept.com

Last Scan: Jul 25, 2012 @ 4:17PM

Unsupported Version Details

Plugin Plugin Name Severity Family

56213
Adobe Reader Unsupported
Version Detection

Critical Windows

Synopsis: The remote host contains an unsupported version of Adobe Reader.

Description: According to its version, the installation of Adobe Reader on the remote Windows host is no longer supported. As a result, it is likely to contain security vulnerabilities.

Solution: Upgrade to a version of Adobe Reader that is currently supported.

See Also: http://www.adobe.com/support/programs/policies/supported.html

Risk Factor: Critical

CVSS Base Score: 10.0

CVSS Vector: CVSS2#AV:N/AC:L/Au:N/C:C/I:C/A:C

Plugin Output:
Path : C:\Program Files\Adobe\Reader 8.0\Reader
Installed version : 8.0.0
End of support date : November 3, 2011
Announcement : http://blogs.adobe.com/adobereader/2011/09/adobe-reader-and-acrobat-version-8-end-of-support.html
Supported versions : 10.x / 9.x



Unsupported Windows Software Startup Detection SecurityCenter 4
TENABLE NETWORK SECURITY INC., COPYRIGHT © 2012

Adobe Reader Unsupported Version

Tenable Network Security 9

CPE: cpe:/a:adobe:reader

Plugin Publication Date: 2011/09/15

Plugin Modification Date: 2011/11/04

Plugin Type: local

Source File: adobe_reader_unsupported.nasl

First Discovered: Jul 17, 2012 01:33:04 CDT

Last Observed: Jul 25, 2012 16:17:25 CDT

New Process Events (Last 7 Days)
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New Process Event Details (Maximum of 10)

Time Event Type Sensor Message

Jul 20, 2012 12:56:52 CDT process SVR1011

Security,07/20/2012,12:55:58 PM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 1416 Image File Name: C:\Program Files\Adobe\Reader
8.0\Reader\AcroRd32.exe Creator Process ID: 2532 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x801983)

Jul 20, 2012 18:40:21 CDT process SVR1011

Security,07/20/2012,18:39:28 PM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 3720 Image File Name: C:\Program Files\Adobe\Reader
8.0\Reader\AcroRd32.exe Creator Process ID: 1404 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x8747CA)

Jul 20, 2012 18:40:21 CDT process SVR1011

Security,07/20/2012,18:39:34 PM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 3068 Image File Name: C:\Program Files\Adobe\Reader
8.0\Reader\AcroRd32.exe Creator Process ID: 1404 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x8747CA)

Jul 21, 2012 09:45:21 CDT process SVR1011

Security,07/21/2012,09:45:07 AM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 2260 Image File Name: C:\Program Files\Adobe\Reader
8.0\Reader\AcroRd32.exe Creator Process ID: 1404 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x8747CA)

Jul 21, 2012 11:34:51 CDT process SVR1011

Security,07/21/2012,11:34:38 AM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 3464 Image File Name: C:\Program Files\Adobe\Reader
8.0\Reader\AcroRd32.exe Creator Process ID: 1404 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x8747CA)

Jul 21, 2012 11:36:51 CDT process SVR1011

Security,07/21/2012,11:36:25 AM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 3900 Image File Name: C:\Program Files\Adobe\Reader
8.0\Reader\AcroRd32.exe Creator Process ID: 1404 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x8747CA)
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Microsoft Office Unsupported Version

Host Summary

IP Address NetBIOS Name DNS Name MAC Address

10.0.0.17 ITSDEPT\SVR1011 svr1011.itsdept.com 08:00:27:19:94:81
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10.0.0.17

NetBIOS Name: ITSDEPT\SVR1011

Vulnerabilities: Critical: 1, High: 121, Medium: 18, Low: 6, Info: 78

MAC Address: 08:00:27:19:94:81

DNS Name: svr1011.itsdept.com

Last Scan: Jul 25, 2012 @ 4:17PM

Unsupported Version Details

Plugin Plugin Name Severity Family

56998
Microsoft Office Unsupported
Version Detection

High Windows

Synopsis: The remote host contains an unsupported version of Microsoft Office.

Description: According to its version, the installation of Microsoft Office on the remote Windows host is no longer supported. As a result, it is likely to contain security vulnerabilities.

Solution: Upgrade to a version of Microsoft Office that is currently supported.

See Also: http://support.microsoft.com/gp/lifeoffice

Risk Factor: High

CVSS Base Score: 9.3

CVSS Vector: CVSS2#AV:N/AC:M/Au:N/C:C/I:C/A:C

Plugin Output:
Installed product : Office XP
End of support date : July 12, 2011
Supported versions : Office 2003 / 2007 / 2010

CPE: cpe:/a:microsoft:office
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Plugin Publication Date: 2011/12/02

Plugin Modification Date: 2011/12/03

Plugin Type: local

Source File: microsoft_office_unsupported.nasl

First Discovered: Jul 17, 2012 12:08:10 CDT

Last Observed: Jul 25, 2012 16:17:25 CDT

New Process Events (Last 7 Days)
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New Process Event Details (Maximum of 10)

Time Event Type Sensor Message

Jul 20, 2012 12:56:52 CDT process SVR1011

Security,07/20/2012,12:56:49 PM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 3340 Image File Name: C:\Program Files\Microsoft Office
\Office10\WINWORD.EXE Creator Process ID: 2532 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x801983)

Jul 20, 2012 12:57:52 CDT process SVR1011

Security,07/20/2012,12:57:16 PM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 2664 Image File Name: C:\Program Files\Microsoft Office
\Office10\MSACCESS.EXE Creator Process ID: 2532 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x801983)

Jul 20, 2012 12:57:52 CDT process SVR1011

Security,07/20/2012,12:57:41 PM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 3888 Image File Name: C:\Program Files\Microsoft Office
\Office10\MSACCESS.EXE Creator Process ID: 2532 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x801983)

Jul 20, 2012 12:58:52 CDT process SVR1011

Security,07/20/2012,12:57:57 PM,Security,592,Success
Audit,None,N/A,SVR1011,IP:10.0.0.17,592,A new process
has been created: New Process ID: 2044 Image File Name: C:
\PROGRA~1\MICROS~3\Office10\OUTLOOK.EXE Creator Process
ID: 2532 User Name: dbreslin Domain: SVR1011 Logon ID:
(0x0,0x801983)

Jul 20, 2012 12:58:52 CDT process SVR1011

Security,07/20/2012,12:58:33 PM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 4080 Image File Name: C:\Program Files\Microsoft Office
\Office10\POWERPNT.EXE Creator Process ID: 2532 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x801983)

Jul 20, 2012 12:59:52 CDT process SVR1011

Security,07/20/2012,12:58:52 PM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 3416 Image File Name: C:\Program Files\Microsoft Office
\Office10\WINWORD.EXE Creator Process ID: 2532 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x801983)

Jul 20, 2012 18:38:21 CDT process SVR1011

Security,07/20/2012,18:38:07 PM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 3040 Image File Name: C:\Program Files\Microsoft Office
\Office10\WINWORD.EXE Creator Process ID: 1404 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x8747CA)

Jul 20, 2012 18:39:21 CDT process SVR1011
Security,07/20/2012,18:38:21 PM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
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Time Event Type Sensor Message
Process ID: 372 Image File Name: C:\Program Files\Microsoft Office
\Office10\EXCEL.EXE Creator Process ID: 1404 User Name: dbreslin
Domain: SVR1011 Logon ID: (0x0,0x8747CA)

Jul 20, 2012 18:39:21 CDT process SVR1011

Security,07/20/2012,18:38:35 PM,Security,592,Success
Audit,None,N/A,SVR1011,IP:10.0.0.17,592,A new process
has been created: New Process ID: 2792 Image File Name: C:
\PROGRA~1\MICROS~3\Office10\OUTLOOK.EXE Creator Process
ID: 1404 User Name: dbreslin Domain: SVR1011 Logon ID:
(0x0,0x8747CA)

Jul 20, 2012 18:39:21 CDT process SVR1011

Security,07/20/2012,18:38:36 PM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 236 Image File Name: C:\Program Files\Microsoft Office
\Office10\WINWORD.EXE Creator Process ID: 884 User Name:
SVR1011$ Domain: ITSDEPT Logon ID: (0x0,0x3E7)



Unsupported Windows Software Startup Detection SecurityCenter 4
TENABLE NETWORK SECURITY INC., COPYRIGHT © 2012

Sun Java JRE Unsupported Version

Tenable Network Security 16

Sun Java JRE Unsupported Version

Host Summary

IP Address NetBIOS Name DNS Name MAC Address

10.0.0.13 ITSDEPT\SVR1008 svr1008.itsdept.com 08:00:27:35:70:98

10.0.0.14 ITSDEPT\SVR1009 svr1009.itsdept.com 08:00:27:5c:c5:4e
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10.0.0.13

NetBIOS Name: ITSDEPT\SVR1008

Vulnerabilities: Critical: 8, High: 32, Medium: 13, Low: 5, Info: 94

MAC Address: 08:00:27:35:70:98

DNS Name: svr1008.itsdept.com

Last Scan: Jul 25, 2012 @ 4:17PM

Unsupported Version Details

Plugin Plugin Name Severity Family

55958
Sun Java JRE Unsupported
Version Detection

Critical Windows

Synopsis: The remote host contains one or more unsupported versions of the Sun Java JRE.

Description: According to its version, there is at least one unsupported Sun Java JRE installation on the remote host. The software is no longer actively maintained.

Lack of support implies that no new security patches will be released.

Note that Oracle does provide support contracts under the 'Oracle Lifetime Support' program. If the detected JRE is supported under this program, this may be a false positive.

Solution: Upgrade to an actively maintained version.

See Also: http://www.oracle.com/technetwork/java/eol-135779.html
http://www.oracle.com/us/support/lifetime-support-068561.html

Risk Factor: Critical

CVSS Base Score: 10.0

CVSS Vector: CVSS2#AV:N/AC:L/Au:N/C:C/I:C/A:C

Plugin Output:
The following Java JRE versions are below version 1.6.0_00 / 1.7.0_00



Unsupported Windows Software Startup Detection SecurityCenter 4
TENABLE NETWORK SECURITY INC., COPYRIGHT © 2012

Sun Java JRE Unsupported Version

Tenable Network Security 18

and are unsupported :

Path : C:\Program Files\Java\j2re1.4.2_14
Installed version : 1.4.2_14
Latest version : 1.6.0_27 / 1.7.0_00

CPE: cpe:/a:sun:jre

Plugin Publication Date: 2011/08/22

Plugin Modification Date: 2011/08/23

Plugin Type: local

Source File: oracle_java_jre_unsupported.nasl

First Discovered: Jul 19, 2012 15:51:02 CDT

Last Observed: Jul 25, 2012 16:17:25 CDT
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New Process Events (Last 7 Days)
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New Process Event Details (Maximum of 10)

Time Event Type Sensor Message

Jul 19, 2012 15:41:11 CDT process SVR1008

Security,07/19/2012,15:40:12 PM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created: New
Process ID: 1796 Image File Name: C:\WINDOWS\system32\java.exe
Creator Process ID: 556 User Name: SVR1008$ Domain: ITSDEPT
Logon ID: (0x0,0x3E7)

Jul 19, 2012 15:43:10 CDT process SVR1008

Security,07/19/2012,15:42:44 PM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created: New
Process ID: 472 Image File Name: C:\WINDOWS\system32\java.exe
Creator Process ID: 556 User Name: SVR1008$ Domain: ITSDEPT
Logon ID: (0x0,0x3E7)

Jul 20, 2012 13:07:11 CDT process SVR1008

Security,07/20/2012,13:07:06 PM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created:
New Process ID: 2804 Image File Name: C:\Program Files\Java
\j2re1.4.2_14\bin\javaw.exe Creator Process ID: 1448 User Name:
pallan Domain: SVR1008 Logon ID: (0x0,0x9CB832)

Jul 20, 2012 13:07:11 CDT process SVR1008

Security,07/20/2012,13:07:06 PM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created:
New Process ID: 3444 Image File Name: C:\Program Files\Java
\j2re1.4.2_14\bin\javaw.exe Creator Process ID: 1448 User Name:
pallan Domain: SVR1008 Logon ID: (0x0,0x9CB832)

Jul 20, 2012 13:10:10 CDT process SVR1008

Security,07/20/2012,13:09:11 PM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created: New
Process ID: 2712 Image File Name: C:\WINDOWS\system32\java.exe
Creator Process ID: 556 User Name: SVR1008$ Domain: ITSDEPT
Logon ID: (0x0,0x3E7)

Jul 20, 2012 18:40:39 CDT process SVR1008

Security,07/20/2012,18:40:02 PM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created:
New Process ID: 896 Image File Name: C:\Program Files\Java
\j2re1.4.2_14\bin\javaw.exe Creator Process ID: 480 User Name: pallan
Domain: SVR1008 Logon ID: (0x0,0x9CB832)

Jul 20, 2012 18:41:39 CDT process SVR1008

Security,07/20/2012,18:41:27 PM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created: New
Process ID: 3512 Image File Name: C:\WINDOWS\system32\java.exe
Creator Process ID: 556 User Name: SVR1008$ Domain: ITSDEPT
Logon ID: (0x0,0x3E7)

Jul 20, 2012 18:43:39 CDT process SVR1008
Security,07/20/2012,18:43:16 PM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created:
New Process ID: 2824 Image File Name: C:\Program Files\Java
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Time Event Type Sensor Message
\j2re1.4.2_14\bin\java.exe Creator Process ID: 3752 User Name: pallan
Domain: SVR1008 Logon ID: (0x0,0x9CB832)

Jul 20, 2012 18:43:39 CDT process SVR1008

Security,07/20/2012,18:43:20 PM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created:
New Process ID: 408 Image File Name: C:\Program Files\Java
\j2re1.4.2_14\bin\java.exe Creator Process ID: 3752 User Name: pallan
Domain: SVR1008 Logon ID: (0x0,0x9CB832)

Jul 20, 2012 18:44:39 CDT process SVR1008

Security,07/20/2012,18:43:40 PM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created:
New Process ID: 2076 Image File Name: C:\Program Files\Java
\j2re1.4.2_14\bin\java.exe Creator Process ID: 3752 User Name: pallan
Domain: SVR1008 Logon ID: (0x0,0x9CB832)
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10.0.0.14

NetBIOS Name: ITSDEPT\SVR1009

Vulnerabilities: Critical: 9, High: 30, Medium: 13, Low: 5, Info: 91

MAC Address: 08:00:27:5c:c5:4e

DNS Name: svr1009.itsdept.com

Last Scan: Jul 25, 2012 @ 4:17PM

Unsupported Version Details

Plugin Plugin Name Severity Family

55958
Sun Java JRE Unsupported
Version Detection

Critical Windows

Synopsis: The remote host contains one or more unsupported versions of the Sun Java JRE.

Description: According to its version, there is at least one unsupported Sun Java JRE installation on the remote host. The software is no longer actively maintained.

Lack of support implies that no new security patches will be released.

Note that Oracle does provide support contracts under the 'Oracle Lifetime Support' program. If the detected JRE is supported under this program, this may be a false positive.

Solution: Upgrade to an actively maintained version.

See Also: http://www.oracle.com/technetwork/java/eol-135779.html
http://www.oracle.com/us/support/lifetime-support-068561.html

Risk Factor: Critical

CVSS Base Score: 10.0

CVSS Vector: CVSS2#AV:N/AC:L/Au:N/C:C/I:C/A:C

Plugin Output:
The following Java JRE versions are below version 1.6.0_00 / 1.7.0_00
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and are unsupported :

Path : C:\Program Files\Java\j2re1.4.2_14
Installed version : 1.4.2_14
Latest version : 1.6.0_27 / 1.7.0_00

CPE: cpe:/a:sun:jre

Plugin Publication Date: 2011/08/22

Plugin Modification Date: 2011/08/23

Plugin Type: local

Source File: oracle_java_jre_unsupported.nasl

First Discovered: Jul 17, 2012 19:01:24 CDT

Last Observed: Jul 25, 2012 16:17:25 CDT
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New Process Events (Last 7 Days)
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New Process Event Details (Maximum of 10)

Time Event Type Sensor Message

Jul 19, 2012 15:23:34 CDT process SVR1009

Security,07/19/2012,12:26:07 PM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created: New
Process ID: 1780 Image File Name: C:\WINDOWS\system32\java.exe
Creator Process ID: 596 User Name: SVR1009$ Domain: ITSDEPT
Logon ID: (0x0,0x3E7)

Jul 19, 2012 15:23:34 CDT process SVR1009

Security,07/19/2012,12:28:54 PM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created: New
Process ID: 448 Image File Name: C:\WINDOWS\system32\java.exe
Creator Process ID: 596 User Name: SVR1009$ Domain: ITSDEPT
Logon ID: (0x0,0x3E7)

Jul 19, 2012 15:23:35 CDT process SVR1009

Security,07/19/2012,12:29:29 PM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created:
New Process ID: 2392 Image File Name: C:\Program Files\Java
\j2re1.4.2_14\bin\java.exe Creator Process ID: 1288 User Name: me
Domain: SVR1009 Logon ID: (0x0,0x1D17B)

Jul 19, 2012 15:41:06 CDT process SVR1009

Security,07/19/2012,15:40:07 PM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created: New
Process ID: 1804 Image File Name: C:\WINDOWS\system32\java.exe
Creator Process ID: 576 User Name: SVR1009$ Domain: ITSDEPT
Logon ID: (0x0,0x3E7)

Jul 19, 2012 15:43:06 CDT process SVR1009

Security,07/19/2012,15:42:40 PM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created: New
Process ID: 440 Image File Name: C:\WINDOWS\system32\java.exe
Creator Process ID: 576 User Name: SVR1009$ Domain: ITSDEPT
Logon ID: (0x0,0x3E7)

Jul 20, 2012 12:48:36 CDT process SVR1009

Security,07/20/2012,12:46:52 PM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created:
New Process ID: 1024 Image File Name: C:\Program Files\Java
\j2re1.4.2_14\bin\java.exe Creator Process ID: 2476 User Name: me
Domain: SVR1009 Logon ID: (0x0,0x6CD038)

Jul 20, 2012 13:01:36 CDT process SVR1009

Security,07/20/2012,13:00:49 PM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created:
New Process ID: 1632 Image File Name: C:\Program Files\Java
\j2re1.4.2_14\bin\java.exe Creator Process ID: 4004 User Name:
radams Domain: SVR1009 Logon ID: (0x0,0x71420F)

Jul 20, 2012 13:01:36 CDT process SVR1009
Security,07/20/2012,13:00:59 PM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created:
New Process ID: 3728 Image File Name: C:\Program Files\Java
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Time Event Type Sensor Message
\j2re1.4.2_14\bin\javaw.exe Creator Process ID: 1532 User Name:
radams Domain: SVR1009 Logon ID: (0x0,0x71420F)

Jul 20, 2012 13:01:36 CDT process SVR1009

Security,07/20/2012,13:00:59 PM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created:
New Process ID: 3008 Image File Name: C:\Program Files\Java
\j2re1.4.2_14\bin\javaw.exe Creator Process ID: 1532 User Name:
radams Domain: SVR1009 Logon ID: (0x0,0x71420F)

Jul 20, 2012 13:34:36 CDT process SVR1009

Security,07/20/2012,13:33:37 PM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created:
New Process ID: 4028 Image File Name: C:\Program Files\Java
\j2re1.4.2_14\bin\java.exe Creator Process ID: 1940 User Name:
radams Domain: SVR1009 Logon ID: (0x0,0x80D38D)
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Mozilla Foundation Unsupported Application
Version (Firefox)

Host Summary

IP Address NetBIOS Name DNS Name MAC Address

10.0.0.13 ITSDEPT\SVR1008 svr1008.itsdept.com 08:00:27:35:70:98

10.0.0.14 ITSDEPT\SVR1009 svr1009.itsdept.com 08:00:27:5c:c5:4e

10.0.0.17 ITSDEPT\SVR1011 svr1011.itsdept.com 08:00:27:19:94:81
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10.0.0.13

NetBIOS Name: ITSDEPT\SVR1008

Vulnerabilities: Critical: 8, High: 32, Medium: 13, Low: 5, Info: 94

MAC Address: 08:00:27:35:70:98

DNS Name: svr1008.itsdept.com

Last Scan: Jul 25, 2012 @ 4:17PM

Unsupported Version Details

Plugin Plugin Name Severity Family

40362
Mozilla Foundation Unsupported
Application Detection

High Windows

Synopsis: The remote host contains one or more unsupported applications from the Mozilla Foundation.

Description: According to its version, there is at least one unsupported Mozilla application (Firefox, Thunderbird, and/or SeaMonkey) installed on the remote host. This version of the
software is no longer actively maintained.

Lack of support implies that no new security patches will be released.

Solution: Upgrade to an actively maintained version.

See Also: http://www.mozilla.org/security/known-vulnerabilities/
http://www.mozilla.com/en-US/firefox/upgrade.html
http://www.mozillamessaging.com/en-US/thunderbird/
http://www.seamonkey-project.org/releases/

Risk Factor: High

CVSS Base Score: 9.3

CVSS Vector: CVSS2#AV:N/AC:M/Au:N/C:C/I:C/A:C

Plugin Output:
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Product : Firefox
Path : C:\Program Files\Mozilla Firefox
Installed version : 4.0
Latest version : 14.0
For more information, see : http://mozilla.github.com/process-releases/draft/development_overview/

Plugin Publication Date: 2009/07/24

Plugin Modification Date: 2012/07/19

Plugin Type: local

Source File: mozilla_org_unsupported.nasl

First Discovered: Jul 19, 2012 19:04:33 CDT

Last Observed: Jul 25, 2012 16:17:25 CDT
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New Process Events (Last 7 Days)



Unsupported Windows Software Startup Detection SecurityCenter 4
TENABLE NETWORK SECURITY INC., COPYRIGHT © 2012

Mozilla Foundation Unsupported Application Version (Firefox)

Tenable Network Security 31

New Process Event Details (Maximum of 10)

Time Event Type Sensor Message

Jul 19, 2012 18:58:10 CDT process SVR1008

Security,07/19/2012,18:57:29 PM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created:
New Process ID: 1244 Image File Name: C:\Program Files\Mozilla
Firefox\firefox.exe Creator Process ID: 3392 User Name: me Domain:
SVR1008 Logon ID: (0x0,0x1559F0)

Jul 19, 2012 18:58:10 CDT process SVR1008

Security,07/19/2012,18:57:29 PM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created:
New Process ID: 144 Image File Name: C:\Program Files\Mozilla
Firefox\firefox.exe Creator Process ID: 1244 User Name: me Domain:
SVR1008 Logon ID: (0x0,0x1559F0)

Jul 19, 2012 19:53:10 CDT process SVR1008

Security,07/19/2012,19:52:10 PM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created:
New Process ID: 3168 Image File Name: C:\Program Files\Mozilla
Firefox\firefox.exe Creator Process ID: 2480 User Name: me Domain:
SVR1008 Logon ID: (0x0,0x1559F0)

Jul 19, 2012 19:53:10 CDT process SVR1008

Security,07/19/2012,19:52:14 PM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created:
New Process ID: 2604 Image File Name: C:\Program Files\Mozilla
Firefox\firefox.exe Creator Process ID: 2480 User Name: me Domain:
SVR1008 Logon ID: (0x0,0x1559F0)

Jul 19, 2012 19:53:10 CDT process SVR1008

Security,07/19/2012,19:52:17 PM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created:
New Process ID: 3860 Image File Name: C:\Program Files\Mozilla
Firefox\firefox.exe Creator Process ID: 2480 User Name: me Domain:
SVR1008 Logon ID: (0x0,0x1559F0)

Jul 20, 2012 13:08:10 CDT process SVR1008

Security,07/20/2012,13:07:12 PM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created: New
Process ID: 2796 Image File Name: C:\Program Files\Mozilla Firefox
\firefox.exe Creator Process ID: 3884 User Name: pallan Domain:
SVR1008 Logon ID: (0x0,0x9CB832)

Jul 20, 2012 13:08:10 CDT process SVR1008

Security,07/20/2012,13:07:12 PM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created: New
Process ID: 1664 Image File Name: C:\Program Files\Mozilla Firefox
\firefox.exe Creator Process ID: 2796 User Name: pallan Domain:
SVR1008 Logon ID: (0x0,0x9CB832)

Jul 20, 2012 18:40:39 CDT process SVR1008
Security,07/20/2012,18:39:55 PM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created: New
Process ID: 1748 Image File Name: C:\Program Files\Mozilla Firefox
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Time Event Type Sensor Message
\firefox.exe Creator Process ID: 3884 User Name: pallan Domain:
SVR1008 Logon ID: (0x0,0x9CB832)

Jul 21, 2012 09:50:39 CDT process SVR1008

Security,07/21/2012,09:50:04 AM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created: New
Process ID: 1372 Image File Name: C:\Program Files\Mozilla Firefox
\firefox.exe Creator Process ID: 3884 User Name: pallan Domain:
SVR1008 Logon ID: (0x0,0x9CB832)

Jul 21, 2012 11:38:09 CDT process SVR1008

Security,07/21/2012,11:37:34 AM,Security,592,Success Audit,None,N/
A,SVR1008,IP:10.0.0.13,592,A new process has been created: New
Process ID: 2884 Image File Name: C:\Program Files\Mozilla Firefox
\firefox.exe Creator Process ID: 3884 User Name: pallan Domain:
SVR1008 Logon ID: (0x0,0x9CB832)
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Mozilla Foundation Unsupported Application
Version (SeaMonkey)

Host Summary

IP Address NetBIOS Name DNS Name MAC Address

10.0.0.17 ITSDEPT\SVR1011 svr1011.itsdept.com 08:00:27:19:94:81
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10.0.0.17

NetBIOS Name: ITSDEPT\SVR1011

IP Address: 10.0.0.17

Vulnerabilities: Critical: 1, High: 121, Medium: 18, Low: 6, Info: 78

MAC Address: 08:00:27:19:94:81

DNS Name: svr1011.itsdept.com

Last Scan: Jul 25, 2012 @ 4:17PM

Unsupported Version Details

Plugin Plugin Name Severity Family

40362
Mozilla Foundation Unsupported
Application Detection

High Windows

Synopsis: The remote host contains one or more unsupported applications from the Mozilla Foundation.

Description: According to its version, there is at least one unsupported Mozilla application (Firefox, Thunderbird, and/or SeaMonkey) installed on the remote host. This version of the
software is no longer actively maintained.

Lack of support implies that no new security patches will be released.

Solution: Upgrade to an actively maintained version.

See Also: http://www.mozilla.org/security/known-vulnerabilities/
http://www.mozilla.com/en-US/firefox/upgrade.html
http://www.mozillamessaging.com/en-US/thunderbird/
http://www.seamonkey-project.org/releases/

Risk Factor: High

CVSS Base Score: 9.3

CVSS Vector: CVSS2#AV:N/AC:M/Au:N/C:C/I:C/A:C
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Plugin Output:
Product : SeaMonkey
Path : C:\Program Files\mozilla.org\SeaMonkey
Installed version : 1.1.18
Latest version : 2.11
For more information, see : http://www.seamonkey-project.org/news#2010-03-16

Plugin Publication Date: 2009/07/24

Plugin Modification Date: 2012/07/19

Plugin Type: local

Source File: mozilla_org_unsupported.nasl

First Discovered: Jul 20, 2012 17:59:24 CDT

Last Observed: Jul 25, 2012 16:17:25 CDT
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New Process Events (Last 7 Days)
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New Process Event Details (Maximum of 10)

Time Event Type Sensor Message

Jul 20, 2012 13:36:52 CDT process SVR1011

Security,07/20/2012,13:36:40 PM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 3540 Image File Name: C:\Program Files\mozilla.org
\SeaMonkey\seamonkey.exe Creator Process ID: 248 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x8747CA)

Jul 20, 2012 13:37:52 CDT process SVR1011

Security,07/20/2012,13:37:00 PM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 472 Image File Name: C:\Program Files\mozilla.org
\SeaMonkey\seamonkey.exe Creator Process ID: 1404 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x8747CA)

Jul 20, 2012 13:37:52 CDT process SVR1011

Security,07/20/2012,13:37:12 PM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 1412 Image File Name: C:\Program Files\mozilla.org
\SeaMonkey\seamonkey.exe Creator Process ID: 1404 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x8747CA)

Jul 20, 2012 18:38:21 CDT process SVR1011

Security,07/20/2012,18:38:00 PM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 2096 Image File Name: C:\Program Files\mozilla.org
\SeaMonkey\seamonkey.exe Creator Process ID: 1404 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x8747CA)

Jul 20, 2012 18:39:21 CDT process SVR1011

Security,07/20/2012,18:38:44 PM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 2760 Image File Name: C:\Program Files\mozilla.org
\SeaMonkey\seamonkey.exe Creator Process ID: 1404 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x8747CA)

Jul 21, 2012 09:45:21 CDT process SVR1011

Security,07/21/2012,09:45:15 AM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 3884 Image File Name: C:\Program Files\mozilla.org
\SeaMonkey\seamonkey.exe Creator Process ID: 1404 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x8747CA)

Jul 21, 2012 11:34:51 CDT process SVR1011

Security,07/21/2012,11:34:33 AM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 3396 Image File Name: C:\Program Files\mozilla.org
\SeaMonkey\seamonkey.exe Creator Process ID: 1404 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x8747CA)

Jul 21, 2012 11:36:51 CDT process SVR1011
Security,07/21/2012,11:36:17 AM,Security,592,Success Audit,None,N/
A,SVR1011,IP:10.0.0.17,592,A new process has been created: New
Process ID: 3684 Image File Name: C:\Program Files\mozilla.org
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Time Event Type Sensor Message
\SeaMonkey\seamonkey.exe Creator Process ID: 1404 User Name:
dbreslin Domain: SVR1011 Logon ID: (0x0,0x8747CA)
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Mozilla Foundation Unsupported Application
Version (Thunderbird)

Host Summary

IP Address NetBIOS Name DNS Name MAC Address

10.0.0.14 ITSDEPT\SVR1009 svr1009.itsdept.com 08:00:27:5c:c5:4e
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10.0.0.14

NetBIOS Name: ITSDEPT\SVR1009

IP Address: 10.0.0.14

Vulnerabilities: Critical: 9, High: 30, Medium: 13, Low: 5, Info: 91

MAC Address: 08:00:27:5c:c5:4e

DNS Name: svr1009.itsdept.com

Last Scan: Jul 25, 2012 @ 4:17PM

Unsupported Version Details

Plugin Plugin Name Severity Family

40362
Mozilla Foundation Unsupported
Application Detection

High Windows

Synopsis: The remote host contains one or more unsupported applications from the Mozilla Foundation.

Description: According to its version, there is at least one unsupported Mozilla application (Firefox, Thunderbird, and/or SeaMonkey) installed on the remote host. This version of the
software is no longer actively maintained.

Lack of support implies that no new security patches will be released.

Solution: Upgrade to an actively maintained version.

See Also: http://www.mozilla.org/security/known-vulnerabilities/
http://www.mozilla.com/en-US/firefox/upgrade.html
http://www.mozillamessaging.com/en-US/thunderbird/
http://www.seamonkey-project.org/releases/

Risk Factor: High

CVSS Base Score: 9.3

CVSS Vector: CVSS2#AV:N/AC:M/Au:N/C:C/I:C/A:C



Unsupported Windows Software Startup Detection SecurityCenter 4
TENABLE NETWORK SECURITY INC., COPYRIGHT © 2012

Mozilla Foundation Unsupported Application Version (Thunderbird)

Tenable Network Security 41

Plugin Output:
Product : Thunderbird
Path : C:\Program Files\Mozilla Thunderbird
Installed version : 5.0
Latest version : 14.0
For more information, see : http://people.mozilla.org/~mbanner2/tbdevspecifics/

Plugin Publication Date: 2009/07/24

Plugin Modification Date: 2012/07/19

Plugin Type: local

Source File: mozilla_org_unsupported.nasl

MAC Address: 08:00:27:5c:c5:4e

DNS Name: svr1009.itsdept.com

NetBIOS Name: ITSDEPT\SVR1009

First Discovered: Jul 20, 2012 17:59:24 CDT

Last Observed: Jul 25, 2012 16:17:25 CDT
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New Process Event Details (Maximum of 10)

Time Event Type Sensor Message

Jul 20, 2012 13:35:35 CDT process SVR1009

Security,07/20/2012,13:34:40 PM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created:
New Process ID: 3128 Image File Name: C:\Program Files\Mozilla
Thunderbird\thunderbird.exe Creator Process ID: 2208 User Name:
radams Domain: SVR1009 Logon ID: (0x0,0x80D38D)

Jul 20, 2012 13:35:35 CDT process SVR1009

Security,07/20/2012,13:34:41 PM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created:
New Process ID: 3276 Image File Name: C:\Program Files\Mozilla
Thunderbird\thunderbird.exe Creator Process ID: 3128 User Name:
radams Domain: SVR1009 Logon ID: (0x0,0x80D38D)

Jul 20, 2012 18:39:35 CDT process SVR1009

Security,07/20/2012,18:39:12 PM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created:
New Process ID: 3444 Image File Name: C:\Program Files\Mozilla
Thunderbird\thunderbird.exe Creator Process ID: 3584 User Name:
radams Domain: SVR1009 Logon ID: (0x0,0x80D38D)

Jul 20, 2012 18:45:35 CDT process SVR1009

Security,07/20/2012,18:45:22 PM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created:
New Process ID: 788 Image File Name: C:\Program Files\Mozilla
Thunderbird\thunderbird.exe Creator Process ID: 3584 User Name:
radams Domain: SVR1009 Logon ID: (0x0,0x80D38D)

Jul 21, 2012 09:48:35 CDT process SVR1009

Security,07/21/2012,09:47:46 AM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created:
New Process ID: 3692 Image File Name: C:\Program Files\Mozilla
Thunderbird\thunderbird.exe Creator Process ID: 3584 User Name:
radams Domain: SVR1009 Logon ID: (0x0,0x80D38D)

Jul 21, 2012 11:37:35 CDT process SVR1009

Security,07/21/2012,11:36:48 AM,Security,592,Success Audit,None,N/
A,SVR1009,IP:10.0.0.14,592,A new process has been created:
New Process ID: 1796 Image File Name: C:\Program Files\Mozilla
Thunderbird\thunderbird.exe Creator Process ID: 3584 User Name:
radams Domain: SVR1009 Logon ID: (0x0,0x80D38D)


