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Introduction 
This document describes the Passive Vulnerability Scanner 4.0 (Patent 7,761,918 B2) architecture, installation, 
operation, integration with SecurityCenter, and export of data to third parties. Please email any comments and 
suggestions to support@tenable.com. 

The Passive Vulnerability Scanner 4.0 is available for the following platforms: 

¶ Red Hat Linux ES 5 / CentOS 5 32-bit and 64-bit 

¶ Red Hat Linux ES 6 / CentOS 6 32-bit and 64-bit 

¶ Mac OS X 10.8 and 10.9 64-bit 

¶ Microsoft Windows Vista, 7, 8, Server 2008, and Server 2012 

This document describes the Passive Vulnerability Scanner installation and operation on the Red Hat Linux, Mac OS X, 
and Microsoft Windows platforms and includes the theory and operational details related to the implementation. 

Standards and Conventions 
Throughout the documentation, filenames, daemons, and executables are indicated with a courier bold  font such as 

gunzip , httpd , and /etc/passwd . 

Command line options and keywords are also indicated with the courier bold  font. Command line examples may or 

may not include the command line prompt and output text from the results of the command. Command line examples will 
display the command being run in courier bold  to indicate what the user typed while the sample output generated by 

the system will be indicated in courier  (not bold). Following is an example running of the Unix pwd command: 

# pwd 

/ opt/pvs  

# 

 

Important notes and considerations are highlighted with this symbol and grey text boxes. 

 

 

Tips, examples, and best practices are highlighted with this symbol and white on blue text. 

 

Passive Vulnerability Scanner Background and Theory 
Passive vulnerability scanning is the process of monitoring network traffic at the packet layer to determine topology, 
clients, applications, and related security issues. Tenable has expanded the functionality of the Passive Vulnerable 
Scanner (PVS) to include traffic profiling and system compromise detection. The PVS can: 

¶ detect when systems are compromised based on application intrusion detection 

¶ highlight all interactive and encrypted network sessions 

¶ detect when new hosts are added to a network 

¶ track exactly which systems communicate with other systems and on what ports 

¶ detect what ports are served and what ports are browsed by each system 

¶ detect how many hops away each monitored host is 

This document provides directions for deploying, configuring, and operating the PVS. 

mailto:support@tenablesecurity.com
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Pre-Installation 
To ensure a streamlined installation process, it is important to ensure that the appropriate hardware, software, and 
licensing requirements are in place prior to installation. 

Hardware requirements 
Enterprise networks can vary in performance, capacity, protocols, and overall activity. Resource requirements to consider 
for PVS deployments include raw network speed, the size of the network being monitored, and the configuration of the 
PVS application. 

The following chart outlines some basic hardware requirements for operating PVS: 

Scenario Minimum Recommended Hardware 

Passive Vulnerability Scanner managing up to 
50,000 hosts * 

CPU: 1 dual-core 2 GHz CPU 
Memory: 2 GB RAM (4 GB RAM recommended) 

Passive Vulnerability Scanner managing in 
excess of 50,000 hosts 

CPU: 1 dual-core 3 GHz CPU (2 dual-core recommended) 
Memory: 4 GB RAM (8 GB RAM recommended) 

 

 

* Note: The ability to monitor a given number of hosts rests heavily on the bandwidth, memory, and processor 
power available to the system running PVS. 

 

 

Please research your VM software vendor for comparative recommendations as VMs typically see up to a 
30% loss in efficiency compared with dedicated servers. 

 
Processor requirements will increase with greater throughput and number of network interfaces. Memory requirements will 
increase for networks with more hosts. The requirements for both of these components are affected by options such as a 
long report-lifetime and enabling some or all of the PVS optional services in the configuration file. 

Disk space requirements for PVS will vary depending on usage based on the amount and length of time data is stored on 
the system. 

Software and Licensing 
Download or Obtain the Software 
To install the PVS, obtain the correct version for your desired operating system from the ñDownloadsò section of the 
Tenable Support Portal. Confirm the integrity of the installation package by comparing the download MD5 checksum with 
the one listed in the product release notes. 

 

It is important to ensure that the correct build for your operating environment is downloaded to ensure binary 
compatibility. 

 

PVS Subscription 
A PVS subscription Activation Code is available to enable PVS to operate in a stand-alone mode. This mode enables the 
PVS results to be viewed from a HTML interface enabled on the PVS server. 

SecurityCenter Continuous View 
Continuous View includes PVS as part of a bundled license package with SecurityCenter. This license allows an unlimited 
number of PVS deployments to monitor an unlimited number of networks. SecurityCenterôs IP view will be constrained by 
the license purchased with it. 

https://support.tenable.com/
http://static.tenable.com/prod_docs/upgrade_pvs.html
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Obtain a License Key for SecurityCenter 
When using a PVS with SecurityCenter, a license key may be purchased as an upgrade to an existing SecurityCenter 
installation. A license key is needed for each PVS installation attached to a SecurityCenter. 

¶ Host-Based ï A separate license is needed for each host where a PVS is deployed. 

¶ Network-Based ï This licensing method is based on the network that the PVS will monitor. Choose from either 
Class C (up to 255 contiguous hosts) or Class B (up to 65,535 contiguous hosts) options based on the size of the 

monitored network. 

As many PVS hosts as required can be deployed per licensed subnet and some or the entire targeted network 
can be monitored at any point. If an IP range greater than the license range is specified in the PVS configuration, 
it will be truncated to the licensed range. If a narrower range than the licensed range is specified, the narrower 
range will be used. For example, an organization with a license of 10.32.0.0/16 may deploy a PVS with that 
license with a network range of 10.32.66.0/24. Specifying a monitored range of 10.32.0.0/8 would not increase the 
IP base from the licensed base of 10.32.0.0/16. 

Evaluation License Key or Activation Code 
To obtain an evaluation Activation Code for PVS, contact sales@tenable.com. Evaluation Activation Codes are handled 
the same way by the PVS as a full Activation Code, except that an evaluation Activation Code will only allow monitoring 
for 30 days. During an evaluation of the PVS, all of the features are available. 

Upgrading 
This section describes the steps to upgrade an existing PVS installation on Linux and Windows platforms. During the 
upgrade process on both platforms, items that are commented out in the configuration file are not migrated. Review the 
configuration file for any information that may need to be preserved. 

Upgrading PVS on Linux 
 

 

Before upgrading, the PVS services must be stopped. Failure to do so may result in errors. Custom SSL 
certificates must be backed up before an upgrade. It is assumed that all commands are run with root privileges. 

 
If you have used a PVS RPM to install PVS previously, an upgrade retains configuration settings. 

Transfer the PVS RPM package to the system it is being installed on. Confirm the integrity of the installation package by 
comparing the download md5 checksum with the one listed in the product release notes. 

Before upgrading you will first need to stop the PVS service: 

# service pvs st op  

Copy the file /opt/pvs/var/pvs/tenable.key  to the machine that will be used to configure the PVS after the 

upgrade is complete. 

Install the PVS software with the following command. Note that the specific filename will vary, depending on your version: 

# rpm - Uvh pvs - 4.x.x - es6.x86_64.rpm  

Preparing...                ########################################### [100%]  

      1:pvs                    ########################################### [100%]  

 

[*] PVS installation completed.  

# 

 
Once the upgrade is complete, start the PVS service with the following command: 

mailto:sales@tenable.com
http://static.tenable.com/prod_docs/upgrade_pvs.html
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# service pvs start  

After starting PVS, navigate to https://<ipaddress  or hostname>:8835 , which will display the PVS web frontend 

to log in for the first time. Follow the directions described in the section Initial Configuration of the PVS Server to complete 
the initial login. 

 

Ensure that organizational firewall rules permit access to port 8835 on the PVS server. 

 

Upgrading PVS on Windows 
 

 

Before upgrading, the PVS services must be stopped. Failure to do so may result in errors. Custom SSL 
certificates must be backed up before an upgrade. All programs are run as a local administrator user. When 
UAC is enabled, right click on the installer program and select ñRun as Administratorò. 

 

 

Ensure that the latest version of the Microsoft Visual C++ 2010 Redistributable Package for your platform is 
installed prior to PVS software installation. 

 

 

Prior to upgrading PVS, ensure that any other programs on the system utilizing WinPcap are stopped. 

 
Stop the Tenable PVS Proxy Service from the Windows Services control panel. 

Copy the file C: \ ProgramData \ Tenable \ PVS\ pvs \ tenable.key  to the machine that will be used to configure the 

PVS after the upgrade is complete. 

Start the PVS software for Windows upgrade by double-clicking on the .exe  file downloaded from Tenable. Note that the 

specific filename will vary, depending on your platform and/or version: 
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This will start the upgrade process by launching the InstallShield Wizard: 

 

Clicking the ñNextò button will begin the automated upgrade process. If the version of WinPcap is not at the appropriate 
level during the upgrade process, an upgrade window will be displayed to begin the process of upgrading WinPcap. 
Failure to install the recommended version of WinPcap may result in error with PVS monitoring. 
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Once completed, an ñUpdate Completeò dialog will be displayed indicating that PVS has been updated to version 4.0. 
Select the ñFinishò button to close the window. 

After starting the PVS, navigate to https://<ipaddress  or hostname>:8835  to display the PVS web frontend to 

log in for the first time. Follow the directions described in the section Initial Configuration of the PVS Server to complete 
the initial login. 

 

Ensure that organizational firewall rules permit access to port 8835 on the PVS server. 
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Upgrading PVS on Mac OS X 
 

 

Before upgrading, the PVS services must be stopped. Failure to do so may result in errors. See the ñStarting 
and Stopping PVS for Mac OS Xò section for instructions. Custom SSL certificates must be backed up 
before an upgrade. All programs are run as a root user. 

 
Begin upgrading the PVS software for Mac OS X by double clicking on the . dmg file downloaded from the Tenable 

Support Portal to mount the disk image ñPVS Installò. Note that the specific filename will vary, depending on your version: 

 

Double click on the Install PVS.pkg file to launch the Installer: 

 

This will launch the Tenable PVS Installer, which will walk you through the upgrade process and any required 
configuration changes. At any point prior to completion, configuration options may be changed by clicking ñBackò to go to 
the previous step. Clicking ñCancelò will abort the upgrade process completely. 

https://support.tenable.com/support-center/
https://support.tenable.com/support-center/
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The next screen displays the End User License Agreement (EULA). The text of the agreement can be copied and pasted 
into a separate document file for reference, saved using the ñSaveéò button, or it can be printed directly from this 
interface using the ñPrintéò button. You must agree to the license to continue the upgrade process and use PVS. 
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Click ñInstallò to begin the upgrade: 

 

Next, the installation process will ask for authentication for permission to install the software. 

 

The installer will request permission to allow PVS to accept incoming network connections. If this option is denied, PVS 
will be installed but will have severely reduced functionality. 
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The installation will then be completed. 

 

Immediately after the successful upgrade of PVS, the Installer will automatically launch the Safari browser to allow 
configuration of PVS for the environment. When presented with the identity dialog box, click ñContinueò. 

 

Once the upgrade process is complete it is suggested to eject the PVS install volume. 
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