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Introduction

This document describes the Passive Vulnerability Scanner 4.0 (Patent 7,761,918 B2) architecture, installation,
operation, integration with SecurityCenter, and export of data to third parties. Please email any comments and
suggestions to support@tenable.com.

The Passive Vulnerability Scanner 4.0 is available for the following platforms:

I RedHat Linux ES 5/ CentOS 5 32-bit and 64-bit

I Red Hat Linux ES 6/ CentOS 6 32-bit and 64-bit

f Mac OS X 10.8 and 10.9 64-bit

T  Microsoft Windows Vista, 7, 8, Server 2008, and Server 2012

This document describes the Passive Vulnerability Scanner installation and operation on the Red Hat Linux, Mac OS X,
and Microsoft Windows platforms and includes the theory and operational details related to the implementation.

Standards and Conventions
Throughout the documentation, filenames, daemons, and executables are indicated with a courier bold font such as
gunzip , httpd , and /etc/passwd

Command line options and keywords are also indicated with the courier bold font. Command line examples may or
may not include the command line prompt and output text from the results of the command. Command line examples will
display the command being run in courier bold to indicate what the user typed while the sample output generated by
the system will be indicated in courier  (not bold). Following is an example running of the Unix pwd command:

# pwd

/ opt/pvs
#

,_'2 Important notes and considerations are highlighted with this symbol and grey text boxes.

Tips, examples, and best practices are highlighted with this symbol and white on blue text.

Passive Vulnerability Scanner Background and Theory
Passive vulnerability scanning is the process of monitoring network traffic at the packet layer to determine topology,
clients, applications, and related security issues. Tenable has expanded the functionality of the Passive Vulnerable
Scanner (PVS) to include traffic profiling and system compromise detection. The PVS can:

I detect when systems are compromised based on application intrusion detection
highlight all interactive and encrypted network sessions
detect when new hosts are added to a network

track exactly which systems communicate with other systems and on what ports

detect what ports are served and what ports are browsed by each system

=A = =2 =4 =4

detect how many hops away each monitored host is

This document provides directions for deploying, configuring, and operating the PVS.


mailto:support@tenablesecurity.com

Pre-Installation

To ensure a streamlined installation process, it is important to ensure that the appropriate hardware, software, and
licensing requirements are in place prior to installation.

Hardware requirements

Enterprise networks can vary in performance, capacity, protocols, and overall activity. Resource requirements to consider
for PVS deployments include raw network speed, the size of the network being monitored, and the configuration of the
PVS application.

The following chart outlines some basic hardware requirements for operating PVS:

Scenario Minimum Recommended Hardware

Passive Vulnerability Scanner managing up to ~ CPU: 1 dual-core 2 GHz CPU

50,000 hosts * Memory: 2 GB RAM (4 GB RAM recommended)
Passive Vulnerability Scanner managing in CPU: 1 dual-core 3 GHz CPU (2 dual-core recommended)
excess of 50,000 hosts Memory: 4 GB RAM (8 GB RAM recommended)

* Note: The ability to monitor a given number of hosts rests heavily on the bandwidth, memory, and processor
power available to the system running PVS.

Please research your VM software vendor for comparative recommendations as VMs typically see up to a
30% loss in efficiency compared with dedicated servers.

Processor requirements will increase with greater throughput and number of network interfaces. Memory requirements will
increase for networks with more hosts. The requirements for both of these components are affected by options such as a
long report-lifetime and enabling some or all of the PVS optional services in the configuration file.

Disk space requirements for PVS will vary depending on usage based on the amount and length of time data is stored on
the system.

Software and Licensing

Download or Obtain the Software

To install the PVS, obtain the correct version for your de
Tenable Support Portal. Confirm the integrity of the installation package by comparing the download MD5 checksum with

the one listed in the product release notes.

It is important to ensure that the correct build for your operating environment is downloaded to ensure binary
compatibility.

PVS Subscription
A PVS subscription Activation Code is available to enable PVS to operate in a stand-alone mode. This mode enables the
PVS results to be viewed from a HTML interface enabled on the PVS server.

SecurityCenter Continuous View

Continuous View includes PVS as part of a bundled license package with SecurityCenter. This license allows an unlimited
number of PVS deployments to monitor an unlimited number o
the license purchased with it.
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Obtain a License Key for SecurityCenter
When using a PVS with SecurityCenter, a license key may be purchased as an upgrade to an existing SecurityCenter
installation. A license key is needed for each PVS installation attached to a SecurityCenter.

1 Host-Based i A separate license is needed for each host where a PVS is deployed.

1 Network-Based i This licensing method is based on the network that the PVS will monitor. Choose from either
Class C (up to 255 contiguous hosts) or Class B (up to 65,535 contiguous hosts) options based on the size of the
monitored network.

As many PVS hosts as required can be deployed per licensed subnet and some or the entire targeted network
can be monitored at any point. If an IP range greater than the license range is specified in the PVS configuration,
it will be truncated to the licensed range. If a narrower range than the licensed range is specified, the narrower
range will be used. For example, an organization with a license of 10.32.0.0/16 may deploy a PVS with that
license with a network range of 10.32.66.0/24. Specifying a monitored range of 10.32.0.0/8 would not increase the
IP base from the licensed base of 10.32.0.0/16.

Evaluation License Key or Activation Code

To obtain an evaluation Activation Code for PVS, contact sales@tenable.com. Evaluation Activation Codes are handled
the same way by the PVS as a full Activation Code, except that an evaluation Activation Code will only allow monitoring
for 30 days. During an evaluation of the PVS, all of the features are available.

Upgrading

This section describes the steps to upgrade an existing PVS installation on Linux and Windows platforms. During the
upgrade process on both platforms, items that are commented out in the configuration file are not migrated. Review the
configuration file for any information that may need to be preserved.

Upgrading PVS on Linux

Before upgrading, the PVS services must be stopped. Failure to do so may result in errors. Custom SSL
certificates must be backed up before an upgrade. It is assumed that all commands are run with root privileges.

If you have used a PVS RPM to install PVS previously, an upgrade retains configuration settings.

Transfer the PVS RPM package to the system it is being installed on. Confirm the integrity of the installation package by
comparing the download md5 checksum with the one listed in the product release notes.

Before upgrading you will first need to stop the PVS service:

# service pvs st op

Copy the file /opt/pvs/var/pvs/tenable.key to the machine that will be used to configure the PVS after the
upgrade is complete.

Install the PVS software with the following command. Note that the specific filename will vary, depending on your version:

# rpm -Uvh pvs -4.x.x -es6.x86_64.rpm
Preparing... T A A A [100%]
l:pvs B R R R [100%]

[*] PVS installation completed.
#

Once the upgrade is complete, start the PVS service with the following command:


mailto:sales@tenable.com
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# service pvs start

After starting PVS, navigate to https://<ipaddress or hostname>:8835 , which will display the PVS web frontend

to log in for the first time. Follow the directions described in the section Initial Configuration of the PVS Server to complete
the initial login.

Ensure that organizational firewall rules permit access to port 8835 on the PVS server.

Upgrading PVS on Windows

Before upgrading, the PVS services must be stopped. Failure to do so may result in errors. Custom SSL
certificates must be backed up before an upgrade. All programs are run as a local administrator user. When
UAC i s enabl ed, right click onashd&ddmneai akthreat opoogr

Ensure that the latest version of the Microsoft Visual C++ 2010 Redistributable Package for your platform is
installed prior to PVS software installation.

iz Prior to upgrading PVS, ensure that any other programs on the system utilizing WinPcap are stopped.

Stop the Tenable PVS Proxy Service from the Windows Services control panel.

Copy the file C:\ ProgramData \ Tenable \ PVS pvs\ tenable.key  to the machine that will be used to configure the
PVS after the upgrade is complete.

Start the PVS software for Windows upgrade by double-clicking on the .exe file downloaded from Tenable. Note that the
specific filename will vary, depending on your platform and/or version:

pvs-4.0.2-x64

JJ )

u InstallScript Setup Launcher
Tenable Network Security, Inc.




This will start the upgrade process by launching the InstallShield Wizard:

Tenable Passive Yulnerability Scanner - InstallShield Wizard @

Welcome to the InstallShield Wizard for Tenable Passive Yulnerability Scanner

Cancel

Clicking the ANexto button wil!]l begin the @&udatneaappogriate pgr ad
level during the upgrade process, an upgrade window will be displayed to begin the process of upgrading WinPcap.
Failure to install the recommended version of WinPcap may result in error with PVS monitoring.



Tenable Passive Vulnerability Scanner - InstallShield Wizard

Update Complete

Theln hie

Cancel

Once completed,aniUpdat e Compl eteo dialog will be displayed i
Select the fiFinisho button to close the window.

After starting the PVS, navigate to https://<ipaddress or hosthname>:8835 to display the PVS web frontend to
log in for the first time. Follow the directions described in the section Initial Configuration of the PVS Server to complete

the initial login.

Ensure that organizational firewall rules permit access to port 8835 on the PVS server.

ndi
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Upgrading PVS on Mac OS X

Before upgrading, the PVS services must be stopped. Failure to do so may result in errors. S e e  Sthréng f
and Stopping PVS forMac OS X0 s ect i on f &uston 83 tertificatés imashbe backed up
before an upgrade. All programs are run as a root user.

Begin upgrading the PVS software for Mac OS X by double clicking on the . dmgfile downloaded from the Tenable
Support Portalt o mount t héVSlnstko .i nNaogtee it hat t he specific filename

pvs-4.0.2-
osx.dmg

Double click on the Install PVS.pkg file to launch the Installer:

800 |_| PVS Install |

-

Install PYS.pkg

This will launch the Tenable PVS Installer, which will walk you through the upgrade process and any required
configuration changes. At any point prior to completion, configuratio
the previous step. Clickin g A Canc el 0 upgratelprocssacampletelyh e

11
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w Install Tenable PVS & 1

& Introduction

® License

® Destination Select
@ Installation Type
@ Installation

@ Summary

(") tenable

‘\ # network security

Welcome to the Tenable PVS Installer

This installer will install Tenable Passive Vulnerability Scanner
in the following directories on your hard disk:
[/Applications/PVS/

[Library/PVS/

Co Back | | Continue |

The next screen displays the End User License Agreement (EULA). The text of the agreement can be copied and pasted

into a separate

document

interfacePuismihdgut henii You must agr ee upgeadetptoeessland ase R\Se

t o
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‘w Install Tenable PVS

Software License Agreement

& Introduction

& License

© Destination Select
© Installation Type
® Installation

@ Summary

TENABLE NETWORK SECURITY, INC.
PASSIVE VULNERABILITY SCANNER
SOFTWARE LICENSE AND SERVICES AGREEMENT

This is a legal agreement {“Agreement’™) between Tenable Metwork Security, Inc., a Delaware
corporation having offices at 7021 Columbia Gateway Drive, Suite 500, Columbia, MD
21046 ("Tenable™), and you, the party licensing Software andfor receiving Services (™You'™).
This Agreement covers Your permitted use of the Software, as well as other matters. BY
CLICKING BELOW ¥OU INDICATE YOUR ACCEPTANCE OF THIS AGREEMENT
AND

YOU ACKENOWLEDGE THAT ¥YOU HAVE READ ALL OF THE TERMS AND
CONDITIONS OF THIS AGREEMENT, UNDERSTAND THEM, AND AGREE T0 BE
LEGALLY BOUND BY THEM. If You do not agree with the terms of this Agreement, You
may not use the Sofiware. The Software may be provided to You by Tenable or Tenable’s
designated vendor (the “Vendor™) as a download from Tenable's or the Vendor's website, via
CD or zome other method approved by Tenable.

1. Grant of Software License; Technical Support.

{a) Subject to the terms and conditions of this Agreement and upon Your payment of
the applicable license fee and receipt of the appropriate acknowledgment from Temable,
Tenable grants to You a non-exclusive, non-transferable license in object code form anly to
use the Software solely for Your intemnal operations and intemal security purposes o seek and
assess information technology vulnerabilities. 1F You license a subscription standalone version
of the Software, You may also scan third party networks for which You have been granted all
necessary approvals o do so. Your rght to use the Software will start on the date on the
invaice produced from an accepted purchase onder (the *Order Date™), and is perpetual unless
srated otherwise un the @ Lm-'nl.cc issued o Yo'u., in which casc it is limited to 'Ihc spet]ﬁc, fixed

(" tenable |

e netwiork security

OO0 ‘e Install Tenable PVS a
To continue installing the software you must agree to the terms
of the software license agreement.
2 Int

@ De|
@ Ins
® Ins

| Read License |

Click Agree to continue or click Disagree to cancel the installation
& Lig and quit the Installer.

| Disagree | | Agree |

Emy Sa—uUs

@® Summary

L -~
may not use the Software. The Software may be provided to You by Tenable or Tenable's
designated vendor (the “Vendor™) as a download from Tenable's or the Viendor's website, via
CD or some other method approved by Tenable.

i1 Grant of Software License; Technical Support.

() Subject to the terms and conditions of this Agreement and upon Your payment of
the applicable license fee and receipt of the appropriate acknowledgment from Tenahble,
Tenable grants o You a non-exclusive, non-ransferable license in object code form only to
use the Software solely for Your intcrnal operations and intemal security purposes to seck and
assess information technology vulnerabilities. If You license a subscription standalone version
of the Software, You may also scan third party networks for which You have been granted all
necessary approvals to do so. Your right to use the Software will stamt on the date on the
invoice produced from an accepted purchase order (the “Order Date™), and is perpetual unless
srated otherwise un the @ lm-'nl.cc issued ch, in which casc it is limited to 'Ih.c spcc]ﬁc, fixed

Print... | | Save.. | | GoBack | | Continue |

(") tenable |

= network secur
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Standard Install on “Untitled 1"

& Introduction
& License ) ) )
Click Install to perform a standard installation of
© Destination Select this software for all users of this computer. All
@ Installation e users of this computer will be able to use this
Typ software.
@ Installation
@ Summary
£ Go Back Install
tenable '- | -'

3
)
He? network security

Next, the installation process will ask for authentication for permission to install the software.

q Installer is trying to install new software. Type
- . your password to allow this.

Name: | User Mame |

T
Password:

| Cancel | E Install Software }

The installer will request permission to allow PVS to accept incoming network connections. If this option is denied, PVS
will be installed but will have severely reduced functionality.

14



The installation will then be completed.

@00

Do you want the application “pvs" to
accept incoming network connections?
Clicking Deny may limit the application's behavior.

This setting can be changed in the Firewall pane of
Security & Privacy preferences.

| Deny | | Allow |

= Install Tenable PVS

The installation was completed successfully.

& Introduction

2 License

© Destination Select
& Installation Type
© Installation

& Summary

The installation was successful.

The software was installed.

(" tenable

S network security

Immediately after the successful upgrade of PVS, the Installer will automatically launch the Safari browser to allow
for the environment . Covhrmied .presented

configuration of PVS

Go Back -~ Close

Once the upgrade process is complete it is suggested to eject the PVS install volume.

(T
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Untitled e
|+ | Q search GuEMnler an address

Safari can't verify the identity of the website “localhost™.

website that is pretending to be "localhost”, which could put your
confidential information at risk. Would you like to connect to the website
anyway?

E The certificate for this website is invalid. You might be connecting to a

@ [ Show Certificate ] [ Cancel J [ Continue |

































































































































































































