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Introduction

This document offers a suggested approach to configure a malware detection and forensics credentialed scan in Tenable
SecurityCenterJ that will work in most environments without modification. It also offers suggested steps to configure
additional objects in SecurityCenter to help with interpreting scan results.

A basic understanding of the SecurityCenter GUI to find the menu optionsdr adding objects such as repositories, policies,
scans, asset lists, and performing queries is highly recommended. This document is not intended as a replacement for official
Tenable training or documentation. For more details on adding objects through SmurityCenter, please refer to the
SecurityCenter User Guide.

When following the configuration steps, please note that some settings may be set correctly by default, depending on the
SecurityCenter version and plugin versions being used. Screenshots are provided below configuration steps to help avoid
any confusion.

Add Policy

Basic Settings

1. As a Security Manager user, add an Advanced Scan policy.

SecurityCenter NashboArd > Anaysisw  Scansw  Reporfingw  Assefs  Worknoww  LIsers v Fy
Add Policy
Template

M

Network scan

®

Web Application Tests

o =|

Windows Malware Scan Policy Compliance Auditing Internal PCI Network Scan SCAP and OVAL Auditing

() = .

Bash Shellshock Dataction GHOST (glibc) Detaction PUl Quarterly external Scan DRUWN Detection

Custom

&,

Advanced Scan
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SecurityCenter Dashboard~ Al : Reporting ~ Workflow ~ ’—‘

Add Policy > Advanced Scan & Back

setup General

Advanced Name Malware Detection & Forensics Policy
_ Description Scan Policy for using Nessus Plugins

Host Discovery relating to Malware detection and

Forensics|

Port Scanning

Service Discovery

Assessment

mn

Brute Force

SCADA

Web Applications

Windows

2. Under T Networ k emorelTCAISciasi nekir $4 b | SYN MM (hetstat)ia b | RimydHost .

3. Setthe TPort scanrangei t 0139,4457

Secu rityCenter Dashboard>  Ana Workflow =

Add Policy > Advanced Scan & Back

setup Ports
Consider unscanned ports
Advanced .
Host Discovery Port scan range: 139 445

Port Scanning

Local Port Enumerators =
Service Discovery

SSH (netstat)

Assessment

WM (netstat)
Brute Force

SNMP
SCADA

oo o

only run network port
Web Applications scanners if local port
enumeration failed

|
Windows Veerify open TCP ports found

by local port enumerators.
Report
Authentication Network Port Scanners
Compliance TCcP
Plugins

SYN ®
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Enable Plugins

Enable the following Nessus® plugins:
Authentication Diagnostic Help

10919 Open Port Re-check

19506 Nessus Scan Information

21745 Authentication Failure - Local Checks Not Run

10394 Microsoft Windows SMB Log In Possible

10395 Microsoft Windows SMB Shares Enumeration

10400 Microsoft Windows SMB Registry Remotely Accessible

24269 Windows Management Instrumentation (WMI) Available

26917 Microsoft Windows SMB Registry : Nessus Cannot Access the Windows Registry

=A =4 =4 4 -4 4 -4 4

Host Identification

10150 Windows NetBIOS / SMB Remote Host Information Disclosure
12053 Host Fully Qualified Domain Name (FQDN) Resolution

45590 Common Platform Enumeration (CPE)

55472 Device Hostname

35716 Ethernet Card Manufacturer Detection

=A =4 =4 -4 4

Botnet

52669 Host is Listed in Known BotDatabase

58429 DNS Server Listed in Known Bot Database

58430 Active Outbound Connection to Host Listed in Known Bot Database
59713 Active Inbound Connection From Host Listed in Known Bot Database

=A =4 4 =4

Malicious Processes

59275 Malicious Process Detection

59641 Malicious Process Detection: Potentially Unwanted Software

64687 Malicious Process Detection: APT1 Software Running

64788 Malicious Process Detection: Malware Signed By Stolen Bit9 Certificate
65548 Malicious Process Detection: User Defined Malware Runnirg

=A =4 =4 -4 4

Windows Processes

1 70329 Window Process Information
1 70331 Window Process Module Information

Autoruns

70613 Microsoft Windows AutoRuns LSA Providers
70614 Microsoft Windows AutoRuns Appinit DLLs
70615 Microsoft Windows AutoRuns Boot Execute
70616 Microsoft Windows AutoRuns Codecs
70617 Microsoft Windows AutoRuns Explorer

=A =4 =4 =4 4
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70618 Microsoft Windows AutoRuns Registry Hijack Possible Locations
70619 Microsoft Windows AutoRuns Internet Explorer

70620 Microsoft Windows AutoRuns Known DLLs

70621 Microsoft Windows AutoRuns Logon

70622 Microsoft Windows AutoRuns Network Providers

70623 Microsoft Windows AutoRuns Print Monitor

70624 Microsoft Windows AutoRuns Report

70625 Microsoft Windows AutoRuns Scheduled Tasks

70626 Microsoft Windows AutoRuns Services and Drivers

70627 Microsoft Windows AutoRuns Setup

70628 Microsoft Windows AutoRuns Unique Entries

70629 Microsoft Windows AutoRuns Winlogon

70630 Microsoft Windows AutoRuns Winsock Provider

74442 Microsoft Windows Known Bad AutoRuns / Scheduled Tasks

=2 =4 =4 =4 8 4 -4 4 -4 5 -4 4 -4 -4

Reputation

70767 Reputation of Windows Executables: Known Process(es)
70768 Reputation of Windows Executables: Unknown Process(es)
70943 Reputation of Windows Executables: Never seen process(es)
71262 Reputation of Linux Executables: Never seen process(es)
71264 Reputation of Mac OS X Executables: Never seen process(es)

=A =4 =4 =4 4

Secu I Center Dashboard = Analysis = Scans ~ Reporting ~ Assets Workflow « Users +
Y porting

Setup Plugins

Windows v 4 Back Show Enabled / Show All
Advanced

Status Plugin Namg = Plugin ID

Host Discovery
Enabled Malicious Process Detection 59275 @
Port Scanning
Enabled Malicious Process Detection: APT1 Software Running 64687 &

Service Discovery Enabled Malicious Process Detection: Malware Signed By Stolen Bit9 Certificate 64768 @

Assessment Enabled Malicious Process Detection: Potentially Unwanted Software 59641 O

Enabled Malicious Process Detection: User Defined Malware Running 65548 @
Brute Force

Disabled Microsoft Malicious Software Removal Tool Installed 66424 @
SCADA

Disabled MS Security Advisory 3074162: Vulnerability in Microsoft Malicious Software Removal Tool Could Allow Elev... 84742 ©

Web Applications
Windows
Enable Selected / Disable Selected

Report

Authentication

Compliance
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Brute Force: General Settings

EnableTOnly use credentials provided by the usef

SecurityCenter Dashboard »  Analysis v Reporting >~  Assets  Workflow=  Users~
y P g

Edit Policy > Advanced Scan x Cancel

Setup General Settings

Only use credentials provided by the use o

Advanced

Host Discovery

Oracle Database
Port Scanning

Test default accounts (slow)
Service Discovery

Assessment
Hydra
Brute Force

Always enable Hydra
(slow)

SCADA
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Windows: Malware Files

Upload custom MD5 hashes, if any. Skip this step if you do not have any MD5 hashes to provide.

Jashboard = nalysis - scans - eporting - Ssels Vorkfiow - SErs -
SecurityCenter Dashboard Analysi S Reporting Asset: WorkT U

Port Scanning

Start UID 1000
Service Discovery

End UID 1200
Assessment

Bruie Force
Enumerate Local Users

SCADA

Start UID 1000
Web Applications

End UID 1200
Windows
Report

Malware Files

Authentication

Provide your own list of known bad Choose File
MDS hashes:
Compliance
Provide your own list of known good Choose File =
MDS hashes:
Plugins
Hosts file whitelist Choose File

Malware Settings

Disable DNS resolution

Expanded Malware Scanning

With Nessus 6.6, malicious file detection is expanded to now scan directories of files on disk/hen specific directories you
want to scanare entered into a scan policyNessus will report any malware or suspicious files discovered in the scan.
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Report: Output

E n a bDisplay hosts that respond to ping

Workilow ~ Users «

Setup Processing
Advanced Override normal verbosity Normal =
Show missing patches that have been @
Host Discovery superseded
Port Scanning Hide results from plugins initiated as a .
dependency
Service Discovery
Assessment Output
Brute Force Designate hosts by their DNS name
- Dispiay hosts that responatoping (@) :

Web Applications Display unreachable hosts

Generate SCAP XML Results

Windows
Report

Authentication
Compliance

Plugins
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Authentication: Windows

1. EnablelStart the Remote Registry service during the scah .

2. EnablelEnable administrative shaes during the scan

Dashboard « E Scans ~ Reporting = S Workflow ~ Users =

SCADA Additional UDP port #3* 161

Web Applications

Windows SSH
Report known_hosts file Choose File
Authentication Preferred port 22
Compliance Client version OpensSSH_5.0
Plugins
Windows =

Never send credentials in the clear o
Do not use NTLMv1 authentication .

Start the Remote Reqgistry service
during the scan

Enable administrative shares
during the scan

Plaintext Authentication

Perform patch audits over telnet

Perform patch audits over rsh

Perform patch audits over rexec
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Add Credential

Consider setting up a dedicated Active Directory domain user account for credentialed scanningTest the accountin a lab
environment or on one or two hosts to ensure the account has the correct permisens.

SecurityCenter Dashboard~  Analysis~  Scans~  Reporting~  Assefs  Workflow~  Users~ &
Add Credential
General
Name* ITSDEPT Auditor
Description Credentials for auditing Windows hosts
that are members of the Active Directory
named [TSDEPT
Credential
Type Windows ~
Authentication Method Password ~
Username* NESSUSAUDITOR
Password* ssssecensene
Domain ITSDEPT Windows login domain
Cancel
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Add Scan

Enter ascanname per your companynaming policy. Include adescription that informs users about the purpose of the scan

Createthes can wi t h i t sOnDenmaeddScane carsbe taunthed o demand, or scheduled to launch
automatically at a specified time.

Secu rltyCenter Dashboard >  Analysis=  Scans~  Reporing~  Assets  Workflow~>  Users~ a -
Add Active Scan € Back
General General
Name* Malware & Forensics Audit Policy
Settings
Description Scan template for malware and forensics
Targets auditing
Credentials
Policy* Malware Detection & For... ~
Post Scan
Schedule

Schedule On Demand =

Freguency
On Demand ~
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SECU rityCenter Dashboard > Analysis ~ Scans Reporting >  Assets  Workflow = Users = & >
Add Active Scan €Back
General Basic
Scan Zone Automatic Distribution
Settings
Import Repository™ AlllPv4 ~
Targets
Scan Timeout Action Import Completed Results and Create Rollover Scan ~
Credentials
Rollover Schedule On Demand ~
Post Scan
Advanced
Scan Virtual Hosts (e.g. Apache VirtualHosts, IS Host
Headers)
Track hosts which have been issued new IP address, [ )
(e.g. DHCP)
Immediately remove vulinerabilities from scanned hosts .
that do not reply
Max scan duration (hours) Unlimited ~
Submit Cancel
Set the target s Tdrgetsi tuhse nsgc aam uwrsdsert Il i st | I P address(es),
Secu rltyCenter Dashboard~  Analysis~  Scans~  Reporting~  Assets  Workflow~  Users~ a r
Edit Active Scan x Cancel
General Target Type
_ Assets* search Q
Seftings
& windows Hosts o
@
Targets O 3com Devices
O 3Com NBX
Credentials
O 3CX Phone System
Post Scan O Admin Accounts on Internet Facing As...
O Admin Systems
O Al Apache Servers
O AlllIS Servers =
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Policy and Credential

1. Usethescan policy AddRolayed eicn i toleyilos et bet T on.

2. UsetheWindowscr edent i al s /ddEredengali isne ctthieo ni i WindotvseCredentiali |
selections.
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