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Introduction

This document describes the installation and operation of theTenable Appliance. The Tenable Appliance is a browser
managed application that hosts various Tenable enterprise applications including Nessus, SecurityCentéSC), and the
Passive Vulnerability Scanner (PVSA link is provided for the Log Correlation Engine (LCE) application, which will be
available in a future release.

The Tenable Appliance is available as either a Virtual Machine download or as a physitardware appliance. The
functionality is nearly identical for both, but there are some differences in the installation. Applications are available fo

installation on an asheeded basis on the appliance and may be enabled or disabled conveniently under oplatform. Please
email anycomments and suggestions tesupport@tenable.com

Standards and Conventions

Throughout the documentation, filenames, daemons, and executables are indicated with@urier bold font suchas
gunzip ,httpd , and/etc/passwd

o Important notes and considerations are highlighted with this symbol and grey text boxes.

Q Tips, examplesand best practices are highlighted with this symbol and white on blue text.

Abbreviations

The following abbreviations are used throughout this documentation:

LCE Log Correlation Engine

PVS Passive Vulnerability Scanner
SC SecurityCenter

VM Virtual Machine

SSL Secure Sockets Layer

Tenable Appliance Platform

The Tenable Appliance VM is available for Microsoffs Hy per V. pl atform, VMware Server,
VMware Workstation, and VMware Fusion (ttp://vmware.com/ ) and may be downloaded from the Tenable Support Portal
located at https://support.tenable.com/ . The Tenable Appliance is also available as Series 1200, or 300 hardware models,
which can be obtained by contactingsales@tenable.com

Skill Requirements

It is recommendedthat the Tenable Appliance be configured by personnel familiar with the Nessus vulnerability scanner,
Tenable Enterprise Solutions (SC, LCE, and PVS), and the o
required for Nessus or Tenable Eterprise Solutions, please visithttp://tenable.com/training/ .

Copyright © 2015. TenableNetwork Security, Inc. All rights reserved. Tenable Network Security and Nessus are registered trademarks dfenable Network Security, Inc.


mailto:support@tenable.com
http://vmware.com/
https://support.tenable.com/
mailto:sales@tenable.com
http://tenable.com/training/

When using the VM version of the appliancesome general knowledge otthe Virtual Machine platform being used

is required.

Tenable VM Appliance Installation

This section describes the installation steps for the Tenable VM Appliance. If you have purchased the Tenable Hardware
Appliance, pl ease r &énebieHardware Appliansechstdllatiani . t i t 1 ed T

VM Image Prerequisites

Before beginning installation, please be sure to have a host system with the following resources available:

1 A system with the ability to run a VM image and at least 4 GB of assigned memory.

The needed assigned memoryor a VM image will vary depending on the Tenable applications enabled. Please

refer to the installation documentation for the individual applications for memory recommendations and adjust
the VM memory setting as appropriate.

1 Atleast 6 GB of free diskspace to accommodate the base VM image. If you choose to increase the VM disk size make
sure the extra space is available on the VM host system.

1 Atleast one IP address for the appliance. By default, the VM appliance will obtain an IP address from a DHE#tver,
if one is available. Otherwise, a fixed address, netmask, and optional gateway may be assigned during the installation
process. If there is a DHCP server available, but a static IP address is to be assigned, this may be set during the
configuration process. Using multiple addresses allows for multhoming the appliance on different network
segments to cut down on the network load.

As with any security management device, a static IP address (assigned manually or via DHCP) is recommended

for use onthe appliance network interfaces.

Along with the IP address, the following values must be configured for the Tenable VM Appliance to be network accessible:
I The network subnet mask for the appliance.

The IP address of the Default Gateway for the appliancéif applicable).

]

The IP addresses of the DNS servers for the appliance (if applicable).

=

A hostname for the appliance.

It is necessary to have a hostname available to assign to the appliance during installation to ensure the SSL
certificate is generatedpr oper |l y. The appliance s htisgpplianee tTh. t Wkee ¢
the hostname is changed, a new server certificate will be generated and the device will require a reboot.

Copyright © 2015. TenableNetwork Security, Inc. All rights reserved. Tenable Network Security and Nessus are registered trademarks dfenable Network Security, Inc.



Security Considerations

When deploying the Tenable Appliance iran external or untrusted environment, it is strongly recommended that additional
security precautions be taken to protect the device from attack and illicit use. Consider implementing the following
recommendations:

1 Use asigned SSL Certificate from a trustd and reliable Certificate Authority.

T Configure user rules that restrict scanning to | P addr
for user roles and scanning activity.

1 When configuring the device via the web interface, avoid usig a web proxy or other device that may assist a third
party in obtaining sensitive information.

Obtaining the Tenable VMware Virtual Machine  Image

The Tenable Appliance VM is available for VMware Server, VMware Player, VMware ESX, VMware Workstation, and
VMware Fusion (ttp://vmware.com/ ) and can be downloaded from thelenable Support Portal. Nessus, SecurityCenter, and
PVS applications are currently available on the appliance ith LCE to be released in the future.

The Tenable VMware image for VMware Server, VMware Fusion, VMware Workstation, VMware ESX server, and VMware
Player is provided as anova file with the OS and applications ih a64-bit version with a filename in the format similar to the
following:

TenableAppliance - VMware- 3.5.0 - 64bit.ova

o It may take several minutes to download the files depending on your Internet connection speed.

Launch theVMware program and import the TenableAppliance - VMware- 3.5.0 - 64bit.ova file that was
downloaded. Adjust the default VM settings as needed for the local environment. The boot process will be displayed in the
VM console window when started. Note that it may take several minutes for the application services to start. Once the boot
process is complete, a console screen will be displayed as follows:

Copyright © 2015. TenableNetwork Security, Inc. All rights reserved. Tenable Network Security and Nessus are registered trademarks dfenable Network Security, Inc. 7
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Tenable VM Appliance Console Screen

Pl ease r eGoefiguration antl @peratibnsi section for instructiens on confi

Obtaining the Tenable Hyper -V Virtual Machine Image

The Tenabl e Appliance VM i sVservea(itth:/avv.micrdsaticomMyperr-wossrgef/ Y afdscanHy p e

be downloaded from the Tenable Support Portal Nessus, SecurityCenter, and PVS applications are currently available on the
appliance with LCE to be released in the future.

The TenableHyper-Vimage forMi ¢ r o s o f 4V Besverld pravided as a zip file in a64-bit version with a filename in the
format similar to the following:

TenableAppliance - HyperV - 3.5.0 - 64bit.zip

o It may take several minutes to download the files depending on your Internet connection speed.

Once it hasbeen downloaded, extract the file using an unzip utility. The zip file contains two files: OS.vhd and Data.vhd.
These are the virtual hard disks to be used when creating a new hypervisor instance. During the creation, select the OS.vhd
as the initial hard drive. Once created, and prior to the initial launch, edit the settings and add the Data.vhd as an additional
hard disk. It may be desirable to expand the size of the Data.vhd at this time. If snapshots are associated with the diskpaty
not be expanded.

Start the virtual machine. The boot process will be displayed in the VM console window. Note that it may take several
minutes for the application services to start. Once the boot process is complete, a console screen will be displayed:

Copyright © 2015. TenableNetwork Security, Inc. All rights reserved. Tenable Network Security and Nessus are registered trademarks dfenable Network Security, Inc.
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Tenable VM Appliance Carle Screen

Pl ease r eGoefiguration antl @peratbnsi section for instructions on confi

Tenable Hardware Appliance Installation

Prerequisites

The Tenable Hardware Appliance musbe installed by personnel able to configure IP addresses and perform basic
networking tests using tools such agping andtraceroute  to verify connectivity.

Before beginning installation, please be sure to have the following hardware and information availde:

== = = = =4

T

At least one static IP address for the appliance (not required where DHCP will be used)
The network subnet mask for the appliance

The IP address of the Default Gateway for the appliance (if applicable)

The IP address of the DNS servers for the appliarec(if applicable)

A hostname for the appliance

A VGA monitor and USB keyboard

It is recommended that the appliance be assigned a dedicated IP address so it can be more easily identified and whitelisted
by devices such as firewalls and other security tools.

Copyright © 2015. TenableNetwork Security, Inc. All rights reserved. Tenable Network Security and Nessus are registered trademarks dfenable Network Security, Inc.
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Unpacking the Box

While unpacking the box that the appliance is shipped in please be sure to identify the following contents:

1 Tenable Appliance
1 Power Cable
1 Rack Mount Kit
1 Paper Documents:
- Quick Start Guide

- Rack Mount Instructions (inside the rack mount kit)

Either a straight-through or crossover ethernet cable can be used for appliance configuration because the
appliance uses AuteMDIX for link type determination.

Rack Mount Instructions

Follow the rack mount instructions provided in the Rack Mount Kit box to mount the appliance in your cabinets after you
have completed installation and verified that the appliance is functioning properly.

Hardware Specifications

Series 100 Series 200 Series 300

Processor(s) 1 (Quad-Core) 1 (Eight-Core) 1 (TenCore)
Xeon B5-2407 2.2GHz/6.4 Xeon E5-2450 2.1GHz/8 E5-2470V2 2.4 Ghz, 8 GTI/s,
GT/s/10MB GT/s/20MB 25MB Cache

Memory 8 GB 16 GB 16 GB

RAM DDR3-1600 DDR3-1600 DDR3-1600

Disk(s) 1x1TB 7200 RPM128MB 2x1TB 7200 RPM 128MB 2x1TB 7200 RPM 128MB
Cache SATA 6.0Gb/s Cache SATA 6.0Gb/s Cache SATA 6.0Gb/s
- No RAID -RAID1 (1TB Usable) -RAID1 (1TB Usable)

Network Interfaces 4 Ports 4 Ports 4 - Intel Gb Ethernet Ports
Quad Port Intel Gb Ethernet Quad Port Intel Gb Ethernet 2 - Intel 10GbE Ethernet Ports

Power Supply Dual 450-watt, redundant Dual 450-watt, redundant PFC = Dual 450-watt, redundant
PFC PFC

Chassis 1U Rack Chas8 1U Rack Chas8i <1U Rack Cldepth;29
Ibs Ibs Ibs

Intended Use Nessus, SecurityCenterand Nessus, SecurityCenterand PVS (Only PVS currently)
PVS (Single Application) PVS

Copyright © 2015. TenableNetwork Security, Inc. All rights reserved. Tenable Network Security and Nessus are registered trademarks dfenable Network Security, Inc.
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Hardware Features

This section describes the hardware features of the Series 100 and 200 Tenable Appliances.

. USB
Front Panel V'deow HT
bj T T AT [ AT T ®°. 0. ®
aﬂ&m‘_'—'mmm 77 — TN « @e O E= o) CREEEE
| "R aarn IR R D IR D
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NIC 1
Add-in Card Slot
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Rear Panel
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- Suop) Serial Intel RMM4 (Model 300 Only)
ower su ] -
pply porta~  USB USB NIC Port NIC 5 10GB
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uUsB — — USB

Series 100,20, and 300 Tenable Hardware Appliance Diagram

hard drive failure, the appliance will emit a constant beeping sound. This does not necessarilydicate total
system failure since the configuration is mirrored, but it is recommended that Tenable Support be contacted

immediately to resolve the issue.

o The Series 200and 300 Tenable Appliance comes with a dual hard drive RAID 1 configuration. In the event of a

Network Connections and Initialization

The hardware appliance comes with gre-assigned IP addres®f 192.168.168.21. Web configuration takes place using this
IP address or one assigned via the appliance console. Initialize and access the appliance console as follows:

1 Plug a network-enabled cable into the NIC1 (series 100 and 200) or NIC 5 (Series 300j the appliance.
f Connect a monitor and USB keyboard to the TVideoiT and |

1 Connect the provided power cables to the AC power receptacle and to a suitable AC power source and turn on the

appliance.

1 Once the system has boted and initialization is complete, a textbased console screen is displayed with a number of
options including: | Appliance I nformationT, I Configure
| Shutdown ApplianceiT,. and | Restart ApplianceTd

Copyright © 2015. TenableNetwork Security, Inc. All rights reserved. Tenable Network Security and Nessus are registered trademarks dfenable Network Security, Inc. 11



o The hardware appliance will not accept a DHCP address until it has been configured to do so via the web
configuration interface.

Tenable Hardware Appliance Console Screen

o Note the additional option (available only on the Tenable Hardware Appliane) t o T Revert to
This option wipes out all previous configuration settings.

f Choose T Configure | P Addressi to enter the static | Pv4
with the gateway and DNS addresses (if agable).

No further steps are required from the console although it can be used to display appliance information, reconfigure the
static IPv4 and IPv6 address on the first Ethernet device NIC1 (or NIC 5 for the Series 300), ping an IPv4 or IPv6 address or
hostname, revert the appliance to factory defaults, shut down, and restart the appliance.

Obtaining and Installing Updates for Tenable Hardware or VM Appliance

Prior to updating the system it is strongly recommended that a backup is performed and downkaded to the

desktop or another location.

Appliance updatesfor the hardware and VM versions are madeavailable on the Tenable Support Portal located at
https://support.tenable.com/ . Updates are cumulative sothe newest update package for the Tenable Appliance version
contains previous updates Update packages may be applied to either the hardware or VM version of the appliance unless
otherwise noted on the support portal.

Copyright © 2015. TenableNetwork Security, Inc. All rights reserved. Tenable Network Security and Nessus are registered trademarks dfenable Network Security, Inc.
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https://support.tenable.com/

Update Appliance

Update Appliance from binary: | Choose File | No file chosen File uploads may take a little while.

Apply Update

To install the software, log intoyour appliance web interface (https:// <ipaddress>8000/) and navigate to the Administration
tab. Using the TUpdate Appliancel section at the top of th
package that was downloaded. Once selectedjci ck t he T Apply Updatei button to upd:

Note that the once the update process begins, it may take some time to process and complete. When successfu
completed a web restart page will be displayed at an address of
https:// <ipaddress>:8000/static/webrestart.html . If a red error banner is displayed at the top during the update
process, please contact Tenable Support.

Restarting the appliance prior to the completion of the update may lead to data loss and damage to the applianc:
OS and/orfilesystem. A backup file may be needed for restoration. It is recommended you verify that the update
has completed successfully by examining the system logs.

To be sure the update has completed successfully, or if you do not see

https:// <ipaddress>8000/ static/webrestart.html, return to the appliance web interface and navigate to the Logs
page. Check the TSystem Logi? and | ook for the3xfless
x86_64-update.

Configuration and Operations

Many of the configuration changes that are made via the Appliance web interface will not take effect until the
corresponding service is restarted. For example, changing thkMLRPCp or t us e d [B8351P ViSo fa
port will modify the configuration file ; however,the T Rest art PVST button on th
before the changes take effect (even though the page does not explicitly say a restart is required). This applies t:
most application-specific configuration items and is good practice when makig configuration changes on the
Tenable Appliance.

The Tenable Appliance configuration procedure is similar for both the VM and hardware appliances. The console screen
enables you to display information about the appliance, configure a static IPv4 or IPvaddress, ping an IP address or
hostname, revert to factory defaults (hardware appliance only), and shutdown/restart the appliance. All other functions are
performed through the web browser interface.

When the Tenable VM Appliance is first booted, the systm will attempt to obtain an IP address via DHCP. When the
Tenable Hardware Appliance is first booted, a static IP address of 192.168.168.21 is configured by default. If you want to
change this IP address via the web interface, follow the directions in théinterfacesi s ect i on.

I f an | Pv4d or | Pve address is configured from the consol e
Address, Netmask or Prefix, and Gateway addresses must be known to properly confige the settings. A DNS server is

required only if further configuration of the networking will not be performed via the web interface. Once entered, you will

be asked to confirm your entries. Sel ectwilnagcepttheechadges Thisl t o f
applies the settings to the NIC 1 (NIC 5 for Series 300) interface and will set the listening port for the appliance interfacto

Copyright © 2015. TenableNetwork Security, Inc. All rights reserved. Tenable Network Security and Nessus are registered trademarks dfenable Network Security, Inc.
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the default of 8000. Only an IPv4 or IPv6 address may be configured at the console for connectirto the appliance. More
detailed configurations must be made from the web interface.

IP Address-Prefix or IP Address-Netmask: 192.168.158. 145-255.255.255.8

192.168.158.1
192.168.150. 18

IP Address: 192.168.158.145-255.255.255. 48
Gateway: 192.168.1568.1
DHS Server: 192.168.158. 18

Is this correct [yN1? _

2881:dbB: :ae54-32

Is this correct [yN1? _

To confirm that the correct | P addrAppfasce infarmatisndt ,a nuds e rtelses dart
TEnteri key. This will dritoghe followingi nf or mati on si mi |

Tenable Appliance Status Screen
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If the console display becomes unreadable for any reason (e.g., diagnostic or log messages), uselC¢hold down

Q TCtrlT while pressing the TLT key) to refresh.

Using a web browser, enterthe URId i s p | ay eAppliancednéormation 7 . For exampl e,

link-local IPv6 address the NIC identifier must be sed at the end of the IPv6 address.

t he
for 1Pv4d is Thttps:// 192 htips/§fesQ: 326c:29ffFe@9:H 47 PSO0O/. Noterhdt wheP wsiBig ai s

URL i

By default, the appliance usesasel§f i gned SSL certificate that may display a

3

siteHs security certificate was not i s s uiaithlinstgllatien, Suchermotsed Ce
may safely be ignored. You wil!/ be abl e t o uplAdnirdstraionc ust o m
Tabi section for details on how to perform this action.

Once the administrative web interface is lcaded, a license screen will be displayed as shown below:

tenable

network security
Tenable Appliance: 350

TENABLE NETWORK SECURITY, INC
APPLIANCE AGREEMENT

This is a legal agreement ("Agreement") between Tenable Network Security, Inc., a Delaware corporation having offices at 7021 Columbia Gateway
Drive, Suite 500, Columbia, MD 21046 ("Tenable"), and you, the party purchasing the Appliance ("You"). This Agreement covers Your permitted use of
the Appliance. BY CLICKING BELOW YQOU INDICATE YOUR ACCEPTANCE OF THIS AGREEMENT AND YOU ACKNOWLEDGE THAT Y OU HAVE
READ ALL OF THE TERMS AND CONDITIONS OF THIS AGREEMENT, UNDERSTAND THEM, AND AGREE TO BE LEGALLY BOUND BY THEM. If
You do not agree with the terms of this Agreement, You may not use the Appliance. You will also be bound by the terms and conditions of any
agreement governing the software (including third party software) included within the Appliance (each such agreement a "Software License Agreement”).
Unless expressly stated otherwise herein, to the extent that any of the terms of the Software License Agreements conflict with the terms of this
Agreement, the terms of this Agreement will control for purposes of the Appliance.

1. Definitions.

(a) The term "Appliance” means the appliance (in either physical or virtual format) in which the Software is embedded . If You have purchased a
physical version of the Appliance, title to the physical Appliance will pass to You upon payment in full for such Appliance. If You are using a virtual version
of the Appliance, Your use of the Appliance is subject to any additional third party license rights governing usage of the virtual Appliance

(b) Any term used but not defined herein will have the definition provided in a Software License Agreement

2 Grant of License; Title to Appliance

(a) Subject to the terms and conditions of this Agreement and upon Your payment of the applicable license fee (the "License Fee") and receipt of the
appropriate acknowledgment from Tenable, Tenable grants to You a non-exclusive, non-transferable license to use the Appliance in conjunction with the
licensed Software contained therein solely for Your internal operations. Your right to use the Software is as stated in the applicable Software License
Agreement and is further limited to use with the Appliance in which the Software is installed. For the avoidance of doubt, this license may not be used by
You to distribute Plugins other than to Tenable Nessus or Tenable Passive Vulnerability Scanners exclusively controlled by the Appliance. Any rights not
granted in this Agreement are expressly reserved by Tenable.

Accept License Agreement Shutdown

(BDE)
© Copynght 2002-2015 Tenable Network Securty(R). All Rights Reserved.

Tenable Appliance License Agreement

Please be sure to read all the information in the License Agreement before proceeding with the installation. A

o text or PDF version of the license can be downladed and saved, if desired.

Cl i ¢k Acecepttiteese Agreementi button to proceed wS8ShutHownih eb uitntsotna |tloa tsihou

the appliance without accepting the license.

Copyright © 2015. TenableNetwork Security, Inc. All rights reserved. Tenable Network Security and Nessus are registered trademarks dfenable Network Security, Inc.
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Set Admin Password

Once you have accepted the license, the néxscreen prompts you to create a password for theadmin user. This password
can be changed at a later time and additional users can be added as required:

tenable Appliance Administration Backup Networking Applications Logs Support
network security

| Set Appliance Password

Username: admin
Password:

Confirm Password:

After setting the password you will be presented with a login dialeg, log in with the username and password you just created to continue.
The Administration page allows for the creation of additional users and the removal of the admin user.

Set password

(PDE)
© Copyright 2002-2015 Tenable Network Security(R). All Rights Reserved.

Initial Password Configuration Screen

After the admin password is set, you will be prompted to logri:

Authentication Required

The server https://192.168.133.135:8000 requires
a username and password. The server says:
Tenable Appliance.

M User Name: “ D
B D
1§ Password: |
A (
1 e
d u
L Log In Cancel 0
it 0

Appliance Initial Login Screen

The authentication dialog box will look different depending on the web browserand themeused.

The Tenable Appliance interface limits the number of failed login attempts. After several unsuccessful attempts, the IP
address will be blocked from further login attempts for a period of ten minutes.

Copyright © 2015. TenableNetwork Security, Inc. All rights reserved. Tenable Network Security and Nessus are registered trademarks dfenable Network Security, Inc.
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The QRCode image of Recovery Secret page is displayed when you first log in. While not mandatory, scanning the image or
entering the text of the recovery secret to your HOTP program will provide a method to reset your password if lost or
forgotten utilizing a onetime password. Once your HTOP software is set up to provide a password, enter the code and click
t h€hedki button to confirm t hFermoreinformatidn about itheHOTRfungtienalieyy pkedse d .
review the Appliance Management Interface Userssection later in this document.

tenable Appliance Administration Backup Networking Applications Logs Support
network security

| QRCode Image of Recovery Secret

Several mobile applications are available that will generate a unique
counter-based security code you can use to reset your password later if you
have forgotten it.

Any implementation that supports the HMAC-Based One-Time Password
(HOTP) protocol should work, including the following:

Google Authenticator (Android/iOS/BlackBerry)
Duo Mobile (Android/i0S)
Authomator (BlackBerry)

Authenticator (Windows Phone)
Virtual TokenFactor (Windows Phone)

You can choose to either scan the QRCode barcode (if your application supports
that feature) or click the section below to be shown a text version of the secret.

You can enter the text secret into another implementation by utilizing the copy
and paste features of your device or by typing the text in manually.

| Enter a recovery code to confirm the sequence

Enter a code from your software:

l Text Entry of Recovery Secret - Click to Show

(
© Copyright 2002-2015 Tenable Network Security(R). All Rights Reserved.

Configuration/Operation Tabs

Each page of the Tenable Appliance displays thiellowing navigation tabs:

Appliance
Administration
Backup
Networking
Applications
Logs

Support

=2 =2 =299 1

Appliance configur at i on Newbtkingd nBacket andlAdeinistratiorr To upgehg e sh.e Appl i ¢
configuration options are available throught h Applications?T p a g eéAppliafideie Lobsi , Suppbrtil opti ons ar
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to obtain more information about the appliance and its underlying applications. ThdLog Outi option appears on each page
and will close the current session and return the uer to the login page.

tenable Appliance Administration Backup Networking Applications Logs Support Log Out
network security

| Appliance Information

Date/Time: Thu May 28 2015, 3:45 PM
System Uptime: Up since Wednesday May 27th 2015 at 11:39 AM (1 days, 4:06)
Hostname: tnsappliance

Disk Utilization (OS and Data): 5% of 30GB

Interface O: Configured

Interface 1: Disabled

Interface 2: Disabled

Interface 3: Disabled

Installed: Sat May 16 2015, 6:40 AM
Password Created: Thu May 28 2015, 3:42 PM
License Accepted: Thu May 28 2015, 3:41 PM

Version Information

Support ID: No Asset Tag
Platform: VMware, Inc. VMware Virtual Platform
Architecture: x86_64

Tenable Appliance: 3.5.0

(EDE)
© Copynght 2002-2015 Tenable Network Security(R). All Rights Reserved.

Appliance Information Screen
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Appliance Tab

TheTApplianceT tab, shown above, enables you to view application version and license information, network interface status,
and other information about the appliance at a glance. Therar e t hree sections under this tze

I nformationi, T Appliance Informationi, and TVersion Inform

Application License Information

The information provided in this section displays a summary of the license information for the insté¢d Tenable software.
This provides a quick reference list to the current license status. This section is not displayed if there are no applicatien
installed.
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