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Introduction  

This document describes the installation and operation of the Tenable Appliance. The Tenable Appliance is a browser-
managed application that hosts various Tenable enterprise applications including Nessus, SecurityCenter (SC), and the 
Passive Vulnerability Scanner (PVS). A link is provided for the Log Correlation Engine (LCE) application, which will be 
available in a future release. 

The Tenable Appliance is available as either a Virtual Machine download or as a physical hardware appliance. The 
functionality is nearly identical for both, but there are some differences in the installation. Applications are available for 
installation on an as-needed basis on the appliance and may be enabled or disabled conveniently under one platform. Please 
email any comments and suggestions to support@tenable.com. 

Standards and Conventions  

Throughout the documentation, filenames, daemons, and executables are indicated with a courier bold  font such as 

gunzip , httpd , and /etc/passwd . 

 
Important notes and considerations are highlighted with this symbol and grey text boxes. 

 

 
Tips, examples, and best practices are highlighted with this symbol and white on blue text. 

 

Abbreviations  

The following abbreviations are used throughout this documentation: 

LCE Log Correlation Engine 

PVS Passive Vulnerability Scanner 

SC SecurityCenter 

VM Virtual Machine  

SSL Secure Sockets Layer 

Tenable Appliance Platform  

The Tenable Appliance VM is available for MicrosoftĦs HyperV platform, VMware Server, VMware Player, VMware ESX, 
VMware Workstation, and VMware Fusion (http://vmware.com/ ) and may be downloaded from the Tenable Support Portal 
located at https://support.tenable.com/ . The Tenable Appliance is also available as Series 100,200, or 300 hardware models, 
which can be obtained by contacting sales@tenable.com. 

Skill Requirements  

It is recommended that the Tenable Appliance be configured by personnel familiar with the Nessus vulnerability scanner, 
Tenable Enterprise Solutions (SC, LCE, and PVS), and the organizationĦs security policies and procedures. If training is 
required for Nessus or Tenable Enterprise Solutions, please visit: http://tenable.com/training/ . 

mailto:support@tenable.com
http://vmware.com/
https://support.tenable.com/
mailto:sales@tenable.com
http://tenable.com/training/
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When using the VM version of the appliance, some general knowledge of the Virtual Machine platform being used 
is required. 

 

Tenable VM Appliance  Installation  

This section describes the installation steps for the Tenable VM Appliance. If you have purchased the Tenable Hardware 
Appliance, please refer to the section titled ĨTenable Hardware Appliance Installationĩ. 

VM Image Prerequisites  

Before beginning installation, please be sure to have a host system with the following resources available: 

¶ A system with the ability to run a VM image and at least 4 GB of assigned memory. 

 

The needed assigned memory for a VM image will vary depending on the Tenable applications enabled. Please 
refer to the installation documentation for the individual applications for memory recommendations and adjust 
the VM memory setting as appropriate. 

 
¶ At least 6 GB of free disk space to accommodate the base VM image. If you choose to increase the VM disk size make 

sure the extra space is available on the VM host system. 

¶ At least one IP address for the appliance. By default, the VM appliance will obtain an IP address from a DHCP server, 
if one is available. Otherwise, a fixed address, netmask, and optional gateway may be assigned during the installation 
process. If there is a DHCP server available, but a static IP address is to be assigned, this may be set during the 
configuration  process. Using multiple addresses allows for multi-homing the appliance on different network 
segments to cut down on the network load. 

 

As with any security management device, a static IP address (assigned manually or via DHCP) is recommended 
for use on the appliance network interfaces. 

 
Along with the IP address, the following values must be configured for the Tenable VM Appliance to be network accessible: 

¶ The network subnet mask for the appliance. 

¶ The IP address of the Default Gateway for the appliance (if applicable). 

¶ The IP addresses of the DNS servers for the appliance (if applicable). 

¶ A hostname for the appliance. 

 

It is necessary to have a hostname available to assign to the appliance during installation to ensure the SSL 
certificate is generated properly. The appliance ships with the default hostname of Ĩtnsappliance ĩ. Whenever 

the hostname is changed, a new server certificate will be generated and the device will require a reboot. 
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Security Considerations  

When deploying the Tenable Appliance in an external or untrusted environment, it is strongly recommended that additional 
security precautions be taken to protect the device from attack and illicit use. Consider implementing the following 
recommendations: 

¶ Use a signed SSL Certificate from a trusted and reliable Certificate Authority.  

¶ Configure user rules that restrict scanning to IP addresses they are permitted to scan. Adopt a Ĩdefault denyĩ policy 
for user roles and scanning activity. 

¶ When configuring the device via the web interface, avoid using a web proxy or other device that may assist a third 
party in obtaining sensitive information. 

Obtaining the  Tenable VMware Virtual Machine  Image  

The Tenable Appliance VM is available for VMware Server, VMware Player, VMware ESX, VMware Workstation, and 
VMware Fusion (http://vmware.com/ ) and can be downloaded from the Tenable Support Portal. Nessus, SecurityCenter, and 
PVS applications are currently available on the appliance with LCE to be released in the future. 

The Tenable VMware image for VMware Server, VMware Fusion, VMware Workstation, VMware ESX server, and VMware 
Player is provided as an .ova  file with the OS and applications in a 64-bit version with a filename in the format similar to the 

following:  

TenableAppliance - VMware- 3.5.0 - 64bit.ova  

 
It may take several minutes to download the files depending on your Internet connection speed. 

 
Launch the VMware  program and import the TenableAppliance - VMware- 3.5.0 - 64bit.ova  file that was 

downloaded. Adjust the default VM settings as needed for the local environment. The boot process will be displayed in the 
VM console window when started. Note that it may take several minutes for the application services to start. Once the boot 
process is complete, a console screen will be displayed as follows: 

http://vmware.com/
https://support.tenable.com/
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Tenable VM Appliance Console Screen 

Please refer to the ĨConfiguration and Operationsĩ section for instructions on configuring the appliance. 

Obtaining the  Tenable Hyper -V Virtual Machine  Image  

The Tenable Appliance VM is available for MicrosoftĦs Hyper-V server (http://www.microsoft.com/hyper -v-server/ ) and can 
be downloaded from the Tenable Support Portal. Nessus, SecurityCenter, and PVS applications are currently available on the 
appliance with LCE to be released in the future. 

The Tenable Hyper-V image for MicrosoftĦs Hyper-V server is provided as a . zip  file in a 64-bit version with a filename in the 

format similar to the following:  

TenableAppliance - HyperV - 3.5.0 - 64bit.zip  

 
It may take several minutes to download the files depending on your Internet connection speed. 

 
Once it has been downloaded, extract the file using an unzip utility. The zip file contains two files: OS.vhd and Data.vhd. 
These are the virtual hard disks to be used when creating a new hypervisor instance. During the creation, select the OS.vhd 
as the initial hard drive. Once created, and prior to the initial launch, edit the settings and add the Data.vhd as an additional 
hard disk. It may be desirable to expand the size of the Data.vhd at this time. If snapshots are associated with the disk, it may 
not be expanded. 

Start the virtual machine. The boot process will be displayed in the VM console window. Note that it may take several 
minutes for the application services to start. Once the boot process is complete, a console screen will be displayed: 

http://www.microsoft.com/hyper-v-server/
https://support.tenable.com/
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Tenable VM Appliance Console Screen 

Please refer to the ĨConfiguration and Operationsĩ section for instructions on configuring the appliance. 

Tenable Hardware Appliance Installation  

Prerequisites  

The Tenable Hardware Appliance must be installed by personnel able to configure IP addresses and perform basic 
networking tests using tools such as ping  and traceroute  to verify connectivity.  

Before beginning installation, please be sure to have the following hardware and information available: 

¶ At least one static IP address for the appliance (not required where DHCP will be used) 

¶ The network subnet mask for the appliance 

¶ The IP address of the Default Gateway for the appliance (if applicable) 

¶ The IP address of the DNS servers for the appliance (if applicable) 

¶ A hostname for the appliance 

¶ A VGA monitor and USB keyboard 

It is recommended that the appliance be assigned a dedicated IP address so it can be more easily identified and whitelisted 
by devices such as firewalls and other security tools. 

 

It is necessary to have a hostname available to assign to the appliance during installation to ensure the SSL 
certificate is generated properly. The appliance ships with the default hostname of Ĩtnsappliance ĩ. If this is 

changed, a new server certificate will be generated automatically, requiring a reboot. 
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Unpacking the Box  

While unpacking the box that the appliance is shipped in please be sure to identify the following contents: 

¶ Tenable Appliance 

¶ Power Cable 

¶ Rack Mount Kit 

¶ Paper Documents: 

- Quick Start Guide 

- Rack Mount Instructions (inside the rack mount kit) 

 

Either a straight-through or crossover ethernet  cable can be used for appliance configuration because the 
appliance uses Auto-MDIX for link type determination.  

 

Rack Mount Instructions  

Follow the rack mount instructions provided in the Rack Mount Kit box to mount the appliance in your cabinets after you 
have completed installation and verified that the appliance is functioning properly. 

Hardware Specifications  

Specifications Series 100 Series 200 Series 300 

Processor(s) 1 (Quad-Core) 
Xeon E5-2407 2.2GHz/6.4 
GT/s/10MB 

1 (Eight-Core) 
Xeon E5-2450 2.1GHz/8 
GT/s/20MB  

1 (Ten-Core) 
E5-2470V2  2.4 Ghz, 8 GT/s, 
25MB Cache 

Memory  8 GB 16 GB 16 GB 

RAM DDR3-1600 DDR3-1600 DDR3-1600 

Disk(s) 1x1TB 7200 RPM 128MB 
Cache SATA 6.0Gb/s 
 - No RAID 

2x1TB 7200 RPM 128MB 
Cache SATA 6.0Gb/s 
- RAID1 (1TB Usable) 

2x1TB 7200 RPM 128MB 
Cache SATA 6.0Gb/s 
- RAID1 (1TB Usable) 

Network Interfaces  4 Ports 
Quad Port Intel Gb Ethernet 

4 Ports 
Quad Port Intel Gb Ethernet 

4 - Intel Gb Ethernet Ports 
2 - Intel  10GbE Ethernet Ports 

Power Supply Dual 450-watt, redundant 
PFC 

Dual 450-watt, redundant PFC Dual 450-watt, redundant 
PFC 

Chassis 1U Rack Chassis 21ĩdepth; 28 
lbs 

1U Rack Chassis 21ĩdepth; 29 
lbs 

1U Rack Chassis 21ĩ depth; 29 
lbs 

Intended Use Nessus, SecurityCenter, and 
PVS (Single Application) 

Nessus, SecurityCenter, and 
PVS 

PVS (Only PVS currently) 
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Hardware Features  

This section describes the hardware features of the Series 100 and 200 Tenable Appliances. 

 

Series 100,200, and 300 Tenable Hardware Appliance Diagram 

 

The Series 200 and 300 Tenable Appliance comes with a dual hard drive RAID 1 configuration. In the event of a 
hard drive failure, the appliance will emit a constant beeping sound. This does not necessarily indicate total 
system failure since the configuration is mirrored, but it is recommended that Tenable Support be contacted 
immediately to resolve the issue. 

 

Network Connections and Initialization  

The hardware appliance comes with a pre-assigned IP address of 192.168.168.21. Web configuration takes place using this 
IP address or one assigned via the appliance console. Initialize and access the appliance console as follows: 

¶ Plug a network-enabled cable into the NIC1 (series 100 and 200) or NIC 5 (Series 300) of the appliance. 

¶ Connect a monitor and USB keyboard to the ĨVideoĩ and USB port connectors of the appliance. 

¶ Connect the provided power cables to the AC power receptacle and to a suitable AC power source and turn on the 
appliance. 

¶ Once the system has booted and initialization is complete, a text-based console screen is displayed with a number of 
options including: ĨAppliance Informationĩ, ĨConfigure IP Addressĩ, ĨPing IP Addressĩ, ĨRevert to Factory Defaultsĩ, 
ĨShutdown Applianceĩ, and ĨRestart Applianceĩ. 
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The hardware appliance will not accept a DHCP address until it has been configured to do so via the web 
configuration interface.  

 

 
Tenable Hardware Appliance Console Screen 

 

Note the additional option (available only on the Tenable Hardware Appliance) to ĨRevert to Factory Defaultsĩ. 
This option wipes out all previous configuration settings. 

 
¶ Choose ĨConfigure IP Addressĩ to enter the static IPv4 or IPv6 address that will be used for web configuration along 

with the gateway and DNS addresses (if applicable). 

No further steps are required from the console although it can be used to display appliance information, reconfigure the 
static IPv4 and IPv6 address on the first Ethernet device NIC1 (or NIC 5 for the Series 300), ping an IPv4 or IPv6 address or 
hostname, revert the appliance to factory defaults, shut down, and restart the appliance. 

Obtaining and Installing Updates for Tenable Hardware or VM Appliance  

 

Prior to updating the system it is strongly recommended that a backup is performed and downloaded to the 
desktop or another location. 

 
Appliance updates for the hardware and VM versions are made available on the Tenable Support Portal located at 
https://support.tenable.com/ . Updates are cumulative, so the newest update package for the Tenable Appliance version 
contains previous updates. Update packages may be applied to either the hardware or VM version of the appliance unless 
otherwise noted on the support portal. 

https://support.tenable.com/
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To install the software, log into your appliance web interface (https:// <ipaddress>:8000/) and navigate to the Administration 
tab. Using the ĨUpdate Applianceĩ section at the top of the screen, click the ĨChoose Fileĩ button and select the update 
package that was downloaded. Once selected, click the ĨApply Updateĩ button to update the appliance. 

 

Note that the once the update process begins, it may take some time to process and complete. When successfully 
completed a web restart page will be displayed at an address of 
https:// <ipaddress>I:8000/static/webrestart.html . If a red error banner is displayed at the top during the update 
process, please contact Tenable Support. 
 
Restarting the appliance prior to the completion of the update may lead to data loss and damage to the appliance 
OS and/or filesystem. A backup file may be needed for restoration. It is recommended you verify that the update 
has completed successfully by examining the system logs. 
 
To be sure the update has completed successfully, or if you do not see 
https:// <ipaddress>:8000/ static/webrestart.html,  return to the appliance web interface and navigate to the Logs 
page. Check the ĨSystem Logĩ and look for the message that includes Ĩyum: Updated: tenableappliance-3.x.0-
x86_64-update. 

Configuration and Operations  

 

Many of the configuration changes that are made via the Appliance web interface will not take effect until the 
corresponding service is restarted. For example, changing the XMLRPC port used by PVS from Ĩ8835ĩ to another 
port will modify the configuration file ; however, the ĨRestart PVSĩ button on the same page must first be clicked 
before the changes take effect (even though the page does not explicitly say a restart is required). This applies to 
most application-specific configuration items and is good practice when making configuration changes on the 
Tenable Appliance. 

 
The Tenable Appliance configuration procedure is similar for both the VM and hardware appliances. The console screen 
enables you to display information about the appliance, configure a static IPv4 or IPv6 address, ping an IP address or 
hostname, revert to factory defaults (hardware appliance only), and shutdown/restart the appliance. All other functions are 
performed through the web browser interface. 

When the Tenable VM Appliance is first booted, the system will attempt to obtain an IP address via DHCP. When the 
Tenable Hardware Appliance is first booted, a static IP address of 192.168.168.21 is configured by default. If you want to 
change this IP address via the web interface, follow the directions in the ĨInterfacesĩ section. 

If an IPv4 or IPv6 address is configured from the console using the ĨConfigure IP Addressĩ option, the appropriate IP 
Address, Netmask or Prefix, and Gateway addresses must be known to properly configure the settings. A DNS server is 
required only if further configuration of the networking will not be performed via the web interface. Once entered, you will 
be asked to confirm your entries. Selecting the default of ĥNĦ will abort the changes, while ĥyĦ will accept the changes. This 
applies the settings to the NIC 1 (NIC 5 for Series 300) interface and will set the listening port for the appliance interface to 
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the default of 8000. Only an IPv4 or IPv6 address may be configured at the console for connecting to the appliance. More 
detailed configurations must be made from the web interface. 

 

 
To confirm that the correct IP address was set, use the arrow keys to highlight ĨAppliance Information ĩ and press the 
ĨEnterĩ key. This will display information similar to the following: 

 
Tenable Appliance Status Screen 
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If the console display becomes unreadable for any reason (e.g., diagnostic or log messages), use Ctrl-L (hold down 
ĨCtrlĩ while pressing the ĨLĩ key) to refresh. 

 
Using a web browser, enter the URL displayed under ĨAppliance Information ĩ. For example, the URL in the example above 
for IPv4 is Ĩhttps://192.168.133.136:8000/ĩ and IPv6 is https://[fe80: :20c:29ff:fe 29:9147]:8000/ . Note that when using a 
link-local IPv6 address the NIC identifier must be used at the end of the IPv6 address. 

By default, the appliance uses a self-signed SSL certificate that may display a warning in your web browser indicating Ĩthe 
siteĦs security certificate was not issued by a trusted Certificate Authority (CA)ĩ. During the initial installation, such errors 
may safely be ignored. You will be able to upload a custom certificate during configuration later. See the ĨAdministration 
Tabĩ section for details on how to perform this action. 

Once the administrative web interface is loaded, a license screen will be displayed as shown below: 

 
Tenable Appliance License Agreement 

 

Please be sure to read all the information in the License Agreement before proceeding with the installation. A 
text or PDF version of the license can be downloaded and saved, if desired. 

 
Click on the ĨAccept License Agreementĩ button to proceed with the installation, or the ĨShutdownĩ button to shut down 
the appliance without accepting the license. 
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Set Admin Password  

Once you have accepted the license, the next screen prompts you to create a password for the admin user. This password 
can be changed at a later time and additional users can be added as required: 

 
Initial Password Configuration Screen 

After the admin password is set, you will be prompted to log in: 

 
Appliance Initial Login Screen 

 
The authentication dialog box will look different depending on the web browser and theme used. 

 
The Tenable Appliance interface limits the number of failed login attempts. After several unsuccessful attempts, the IP 
address will be blocked from further login attempts for a period of ten minutes. 
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The QRCode image of Recovery Secret page is displayed when you first log in. While not mandatory, scanning the image or 
entering the text of the recovery secret to your HOTP program will provide a method to reset your password if lost or 
forgotten utilizing a onetime password. Once your HTOP software is set up to provide a password, enter the code and click 
the ĨCheckĩ button to confirm the correct code is generated. For more information about the HOTP functionality, please 
review the Appliance Management Interface Users section later in this document. 

 

Configuration/Operation Tabs  

Each page of the Tenable Appliance displays the following navigation tabs: 

¶ Appliance 
¶ Administration  
¶ Backup 
¶ Networking  
¶ Applications 
¶ Logs 
¶ Support 

Appliance configuration options are set through the ĨNetworking ĩ, ĨBackupĩ, and ĨAdministration ĩ pages. Application 
configuration options are available through the ĨApplicationsĩ page. The ĨApplianceĩ, ĨLogsĩ, and ĨSupportĩ options are used 
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to obtain more information about the appliance and its underlying applications. The ĨLog Outĩ option appears on each page 
and will close the current session and return the user to the login page. 

 
Appliance Information Screen 
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Appliance  Tab 

 
The ĨApplianceĩ tab, shown above, enables you to view application version and license information, network interface status, 
and other information about the appliance at a glance. There are three sections under this tab: ĨApplication License 
Informationĩ, ĨAppliance Informationĩ, and ĨVersion Informationĩ. 

Application License Information  

The information provided in this section displays a summary of the license information for the installed Tenable software. 
This provides a quick reference list to the current license status. This section is not displayed if there are no applications 
installed. 


































































































