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Introduction  
This document is designed to assist deployment engineers to activate and perform offline plugin updates for Tenable 

SecurityCenter and SecurityCenter Continuous ViewĴ (SecurityCenter CVĴ) components in an air-gapped environment. 

This document covers: 

¶ SecurityCenter 

¶ SecurityCenter Continuous View (CV) 

¶ Nessus 

¶ Passive Vulnerability Scanner (PVS) 

¶ Log Correlation Engine (LCE) 

Software Version and OS 

Component Version OS 

SecurityCenter 5.3.1 Tenable Appliance 4.1/Linux 

Nessus 6.5.6 Any supported OS 

PVS 5.0 Any Supported OS 

LCE 4.8 Linux 

 

Prerequisites - Licenses and Activation Codes  

Obtain the license key file and activation codes from the Tenable Support Portal or from the product evaluation email. The 

following are required for a Security Center CV setup: 

¶ Security Center ģ License key file (.key file format)  

¶ Nessus ģ Activation code 

¶ PVS ģ Activation code 

¶ LCE ģ Activation code 

SecurityCenter  

SecurityCenter on Tenable Appliance  

Set up SecurityCenter and upload license key file  

1. Deploy the Tenable Appliance OVA file and enable SecurityCenter. 

2. Run through the initial configuration of SecurityCenter and attach the license key file. 
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3. Leave the additional licenses empty and complete the initial configuration. 
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Perform offline registration and download for Active Scan Plugins and Feeds  

1. Log in to the Tenable Appliance, navigate to Applications -> SecurityCenter -> Plugin Management, and click on the 

manual plugin update page. A page similar to the following will be displayed: 

 
2. Record the ĨmachineĦs challenge codeĩ; each machine will generate a different code. The code shown above is an 

example; do not use this code as your challenge code. 

3. Connect to https://plugins.nessus.org/offline.php from a computer that has Internet connectivity.  

4. Enter the machine challenge code and the Nessus activation code. You can find your Nessus activation code from the 

Tenable Support Portal or license email. 

 

https://plugins.nessus.org/offline.php
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5. Upon successful activation, copy the URL obtained from the https://plugins.nessus.org/offlin e.php page to Step 6 

(below) on the Tenable Appliance interface. 

 
6. Enter the Nessus activation code generated from https://plugins.nessus.org/offline.php. 

 
7. Copy both URLs from the Tenable Appliance and download the SecurityCenter Feeds 

(SecurityCenterFeed48.tar.gz ) and active plugins (sc - plugins - diff.tar.gz ) from a computer that has 

an Internet connection. Remember to keep both URLs for future plugin downloads. 

 

https://plugins.nessus.org/offline.php
https://plugins.nessus.org/offline.php
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Update Feeds and Plugins on SecurityCenter  

1. Connect to SecurityCenter using an admin account. Navigate to System -> Configuration  -> Plugin Feeds and disable 

the scheduled plugin updates: 

 
It is important to disable the scheduled plugin updates when using the manual method. 

 
2. Upload the SecurityCenterFeed48.tar.gz  file to ĨSecurityCenter Feedĩ and sc - plugins - diff.tar.gz 

file  to ĨActive Pluginsĩ. The plugin update may take several minutes to complete. The date and time will  change in 

the ĨLast Updatedĩ field when completed. The update activity can also be tracked under the system logs. 

 




















