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Introduction

This document is designed to assist deployment enginestto activate and perform offline plugin updates for Tenable
SecurityCenter and SecurityCenter Continuous ViewJ (SecurityCenter CVJ ) components in an airgapped environment.

This document covers:

SecurityCenter

SecurityCenter Continuous View (CV)
Nessus

Passive Vulnerability Scanner (PVS)
Log Correlation Engine (LCE)

=2 =4 =4 -4 =4

Software Version and OS

Security Center 53.1 Tenable Appliance 4.1Linux
Nessus 6.5.6 Any supported OS
PVS 5.0 Any Supported OS
LCE 4.8 Linux

Prerequisites - Licenses and Activation Codes

Obtain the license key file and activation codes from the Tenable Support Portal or from the product evaluation email. The
following are required for a Security Center CV setup:

1 Security Center g License key file (.keyfile format)
1 Nessusg Activation code
1 PVSg Activation code
1 LCEgActivation code
SecurityCenter

SecurityCenter on Tenable Appliance

Set up SecurityCenter and upload license key file

1. Deploy the Tenable Appliance OVA file and enable SecurityCenter

2. Run through the initial configuration of SecurityCenter and attach the license key file.
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SecurityCenter License

License File tenable-SecurityCenter-4.2-5.x-DEMO.key %

SecurityCenter License

IP Limit 255

Type Demo

Expiration Jun 16, 2016 12:00
Licensee AirGapped Test
Hostname SCCV

License File

Update License

3. Leave the additional licenses empty and complete the initial configuration.

Additional Licenses

Nessus
passive
PVS vulnerability
scanner
log
L‘ E correlation
engine w
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Perform offline registration and download for Active Scan Plugins and Feeds

1. Login to the Tenable Appliancenavigate to Applications -> SecurityCenter -> Plugin Management and click on the
manual plugin update page. A page similar to the following will be displayed:

Configure Offline Plugin Updates for SecurityCenter™

1. Go to https://plugins.nessus.org/offline.php

2. Enter this machine's challenge code: fb7041cceafcf17f15a86929506bd281741f8248
3. Enter your activation code.

4. Submit the information.

5. Input your activation code as used in step 3:
6. Input URL received from step 4:

7. Submit the Information Reset the Feed Cancel

2. Record the Tmachinefts chal | en gdifferert abédel The cede shown mtowe fisiam e
example; do not use this code as your challenge code.

3. Connect to https://plugins.nessus.org/offline.php from a computer that has Internet connectivity.

4. Enter the machine challenge code and the Nessuactivation code. You can find your Nessusctivation code from the
Tenable Support Portal or license email.

Generate a license for Nessus 6.2 and older.

To generate a license for a newer version of Nessus click here.

Type 'nessuscli fetch --challenge' on your nessusd server and type in the result :
fb7041cceafcf17f15a86929506bd28174 118248

Enter your activation code :
7E7C-647D-34CF-B939-0DA6
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https://plugins.nessus.org/offline.php

5. Upon successful activation, copy the URL obtained fromktte https://plugins.nessus.org/offlin e.php page to Step 6
(below) on the Tenable Appliance interface.

Thank you. You can now obtain the newest Nessus plugins at :
http://plugins.nessus.org/get.php?f=all-2.0.tar.gz&u=846448e833591981cf5b154bb549253a&p=b4916427678eddd7f254bd5740eccef8

6. Enter the Nessusactivation code generated fromhttps://plugins.nessus.org/offline.php.

Configure Offline Plugin Updates for SecurityCenter™

. Go to https://plugins.nessus.org/offline.php

. Enter this machine's challenge code: fb7041cceafcf17f15a86929506bd281741f8248
. Enter your activation code.

. Submit the information.

AWM=

[9)]

. Input your activation code as used in step 3: 7E7C-647D-34CF-B93¢

[0)]

. Input URL received from step 4: https://plugins.nessus.o

N

Submit the Information Reset the Feed Cancel

7. Copy both URLs from the Tenable Appliance athdownload the SecurityCenter Feeds
(SecurityCenterFeed48.tar.gz ) and active plugins ¢c - plugins - diff.tar.gz ) from a computer that has
an Internet connection. Remember to keep both URLSs for future plugin downloads.

tenable Appliance Administration Backup Networking Applications Logs Support
network security

| Apply Offline Plugin Update for SecurityCenter™

1. Download the update from http:/plugins.nessus.org/get.php?f=sc-plugins-
diff.tar.gz&u=846448e833591981cf5b154bb549253a&p=b4916427678eddd7f254bd5740eccef8

2. Download the feed update from http://plugins.nessus.org/get.php?
f=SecurityCenterFeed48.tar.gz&u=846448e833591981cf5b154bb549253a&p=b4916427678eddd7f254bd5740eccef8

3. Upload tarballs through the SecurityCenter™ Web Ul interface.
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https://plugins.nessus.org/offline.php
https://plugins.nessus.org/offline.php

Update Feeds and Plugins on SecurityCenter

1. Connect to SecurityCenter using an admin account. Navigate t&ystem-> Configuration -> Plugin Feedsand disable
the scheduled plugin updates:

Schedules
SecurityCenter Feed Every day at 00:45 -04:00 ¢* Update ® Upload X, Manually Updated: Mar 31st, 2016 18:11
Active Plugins Every day at 04:00 -04:00 ¢ Update ® Upload ., Manually Updated: Apr 1st, 2016 10:35
Passive Plugins Every day at 23:35 -04:00 ¢ Update® UploadX  Manually Updated: Apr 1st, 2016 10:35
Event Plugins Every day at 04:45 -04:00 ¢ Update ® Upload . Manually Updated: Apr 1st, 2016 10:35

It is important to disable the scheduled plugin updates when using the manual method.

2. Upload the SecurityCenterFeed48.tar.gz f i | SecurityCeiiter Feedi  aso-glugins - diff.tar.gz
file t oActive Pluginsi. The plugin update may take several minutes to complete. The date and time will changein
thel Last Updat edi f iTéduddatevdctevity can also pd tradkesl dnder the system logs.
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