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INTRODUCTION

This document describes Tenabl e Net wor kToSl eersioni2tl yPbease email any
comments and suggestions to support@tenable.com.

This document covershow t o use Tenabl ebds x Teertified aontgnd auelitsat e SCAP
as well as SCAP OVAL, XCCDF, CyberScope LASR, ASR, and ARF reports from the scan

results. The xTool is only available to SecurityCenter customers and can be downloaded

from the Tenable Support Portal.

A basic understanding of SecurityCenter, the Security Content Automation Protocol (SCAP),
and the Microsoft Windows operating system is assumed.

STANDARDS AND CONVENTIONS

Throughout the documentation, filenames, daemons, and executables are indicated with a
courier  bold font such as gunzip , httpd , and /etc/passwd

Command line options and keywords are also indicated with the courier bold font.
Command line examples may or may not include the command line prompt and output text
from the results of the command. Command line examples will display the command being
run in courier bold to indicate what the user typed while the sample output generated by
the system will be indicated in courier  (not bold). Following is an example running of the
Unix pwd command:

# pwd
/opt/sc4/daemons
#

& Important notes and considerations are highlighted with this symbol and grey text
boxes.

Tips, examples, and best practices are highlighted with this symbol and white on

blue text.

Abbreviations
The following abbreviations are used throughout this documentation:

ARF Assessment Results Format

ASR Assessment Summary Results

CCE Common Configuration Enumeration

CPE Common Platform Enumeration

CVE Common Vulnerability Enumeration

FDCC Federal Desktop Core Configuration

LASR Lightweight Asset Summary Results Schema
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NIST National Institute of Standards and Technology

OVAL Open Vulnerability and Assessment Language

SC SecurityCenter

SCAP Security Content Automation Protocol

XCCDF Extensible Configuration Checklist Description Format
OVERVIEW

Changes in xTool 2.1

xTool 2.1 is managed by a GUI that guides the user through the generation and conversion
of audit files. xTool 2.1 also interfaces directly with SecurityCenter, where versions prior to
2.0 were standalone. xTool also adds support for ASR and ARF reporting formats.

XCCDF Certified vs. Lower-Tier Content

Tenable designed the xTool to work with the official XCCDF Tier 1V content used in the FDCC

program. Beta quality XCCDF-compliant content (Tier 3 and below) is also available from

NIST. A few commercial vendors provide content that is not guaranteed to work in SCAP-

vali dated tools, but may work with Tenabéaeawvws xTool . Ti

IV Will work in any SCAP validated tool
ITI' 7 May work in any SCAP validated tool
IT7 Non-SCAP automation content

I7 Non-automated prose content

INSTALLATION & CONFIGURATION

xTool is distributed as a ZIP file and runs as a stand-alone executable. xTool is downloaded
to the Windows system where it will be used and the executable is run to configure and
operate xTool.

INSTALLATION
To install the xTool, follow these steps:

1. Download the xTool ZIP file from the Tenable Support Portal.

2. Transfer the ZIP file to the Windows system that will be used to generate audit
policies.

3. Extract the ZIP file, which contains the following:

> xTool.exe
> supporting .dll , other executable files and supporting directories
> a data directory where reports, logs, and additional support files are stored

CONFIGURATION
Run the xTool.exe program to launch the xTool application.

Copyright © 2002-2012 Tenable Network Security, Inc.
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‘"‘ Tenable ¥Tool E@

sed Report

Make a .audit file

Make auditFile

Make a Report

Make Report

To customize the default options available within the program, navigate to the File ->
Options menu item to display the Options window as shown:

Copyright © 2002-2012 Tenable Network Security, Inc.
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-
"‘ xTool Options

Audit Info Lines

File Browse Base

Copyright © 2002-2012 Tenable Network Security, Inc.
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AuditInfo Lines Selectwhich extra info lines to append to each audit check.

B Al References

#Tool Options

Audit Info Lines

When the Options window is initially launched the Audit Info Lines options are presented.
There are four configuration options available to insert additional information into the

.audit file. These options are disabled by default.

Title/Description Displays the title and description of the item that is covered
by the particular section of the audit.

CCE Reference Displays the CCE reference ID of the item that is covered by
the particular section of the audit.

SCAP Information Displays the SCAP information of the item that is covered by
the particular section of the audit.

All References Displays the references to the OVAL and CCE information of
the item that is covered by the particular section of the audit.

Copyright © 2002-2012 Tenable Network Security, Inc.




ZO>STENABLE Network Security®

File Browse Base

Within the Options window you may also select the File Browse Base button. This will
provide a list of the default file locations, which can be modified for the needs of your
particular environment.

& If a complete path is not entered, then the directory noted in the selection will be
considered relative to the directory the xTool.exe program has been launched
from.

"”' ®Tool Options @

Auditinfo Lines he staring folder for each operation type
File Bri
C aifuly]
e
F us File Selection
CilserswToolUserDeskiopdoc =]
Report Output File

ot L

Transformation Input Selection

ot &
Transformatir Selection

datais| Brow

Transformation Qutput Selection

ol Options

----- Qs

Benchmark/Checklist The location where the benchmark .xml files are stored for
Selection converting to .audit files.
.nessus File Selection The location where the .nessus files are stored and used to

create .audit files.

Report Output File The location where the .audit or report file is saved.
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Transformation Input The location of the reports that will be transformed to a
Selection different format.

Transformation XSL The location of the .xsl files used for transforming reports
Selection from one format to another.

Transformation Output The location where the transformed reports will be stored.
Selection

xTool Options

An fixTool Options 0 button is also available under the fiOptions 6 window. This allows for
the selection of logging SecurityCenter queries:

"’"‘ ¥Tool Options @

Audit Info Lines

¥Toal Options
File Bro Base

Log Security Center Gluery
#Toal Cptions

When this option is selected and SecurityCenter is queried, a log file will be generated as
AxTool .dbo in the path where the xTool is unzipped.

OPERATION

OBTAINING SCAP BUNDLES

SecurityCenter users can obtain the various SCAP bundles at
http://nvd.nist.gov/fdcc/download fdcc.cfmunder t he ASCAP Contentoandecti on o

Copyright © 2002-2012 Tenable Network Security, Inc.
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http://usgcb.nist.gov/usgcb/microsoft content.htmlunder t he ABul k Downl oad Packa:
of the page. Bundles can be downloaded collectively as a single .zip archive, or separately

based on SCAP bundle types (IE 7, Windows Vista, Windows XP, Windows Vista Firewall,

Windows XP Firewall, Windows 7, Windows 7 Firewall, IE 8).

Tenable requires that all working files for XCCDF, OVAL and .nessus be kept in

_ the xTool #dAresourceo di r e\data\resourteX. TheoxiTook v er s

- references files from this location and will generate errors or create incomplete
reports if the reference files cannot be found or are an incorrect version.

Download the file for OVAL version 5.4. For example, if the file version is w.x.y.z, then
download w.x.1.z where 1 indicates OVAL version 5.4. As of April 2012, the latest OVAL 5.4
content available for download was version 2.0.1.0.

When this file is unzipped, folders that contain various platform categories are extracted.
Within each folder, the actual SCAP content is available as displayed below:

~

- Favorites Mame Date modified Type Size
4 Downloads & fdcc-winxp-cpe-dictionary 5/6/2008 12:25PM XML Document 1KB
~» Recent Places &) fdcc-winxp-cpe-oval 9/2/2008 1259 PM XML Document 6 KB
B Desktop £ fdcc-winp-oval A/8/2000 3:04 PM XML Document 914 KB
& fdcc-winup-patches 972372011 924 AN XML Document 1,846 KB
- Libraries & fdcc-winxp-xcedf 4/8/2009 3:02PM XML Document 735 KB

SCAP Content Supporting Files

GENERATING AN  AuDIT PoLicy
To generate an audit policy from an acquired XCCDF or OVAL .xml file, launch the
xtool.exe  program and click on the Make .audit File button.

Copyright © 2002-2012 Tenable Network Security, Inc.
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""’ Tenable ¥Tool E@

Make a .audit file

Make a Report
ds based xml
file or fram qu

=

Make Report

A new window will be displayed where you may select the appropriate file type: XCCDF or
OVAL.

""’ Tenable ¥Tool E@

Choose XCCDF or OVAL input

( able ol P content

Copyright © 2002-2012 Tenable Network Security, Inc.
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Clicking on Use an XCCDF file  will open a file selection window that will display a collection
of available XCCDF profiles to choose from.

7 Select XCCDF file to load

5

OO |. by ¥Tool_2 1.0 v data » resource v|+,|| Segrch resource ,O|
Organize ~ New folder =~ O e
~ Fevories Mame Date modified Type ]

4 Downloads

<& RecentPlaces

cce-COMBINED-5.20100428
CCE-vd-v3-mapping

9/6/2011 3:37 PM
9/6/2011 2:37 PM

KWL Document
¥ML Document

B Desktop i fdcc-ie7-cpe-dictionany 8/6/2011 337 PM XML Document
| fdcc-ie?-cpe-oval 9/6/2011 237 PM HML Document
- Libraries fdcc-ie7-oval 9/6/2011337PM XML Document

“. Documents

fdcc-ie7-patches

9/6/2011 2:37 PM

¥ML Document

L | »

4. Music L £ fdec-ie?-xoedf
= Pictures 5

¥ML Document
¥ML Document

9/6/2011 2:37 PM

fdcc-vistafirewall-cpe-dictionary 9/6/2011 237 PM

& videos ®| fdcc-vistafirewall-cpe-oval 9/6/2011 337 PM XML Document
& fdcc-vistafirewall-owval 4/6/2071 3:37 PM KM Document N
A Camninter alf < | 1l ’
File name: fdcc-ie7-xkccdf hd l}(ml {*xml) VI
l Spen |vl l Cancel l

Once the file is selected you have the option to save to two different report types: Most
Common and OVAL Results Format

Copyright © 2002-2012 Tenable Network Security, Inc.
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L B
% Tenable xTool E‘M

Choose
Report Type

Maost Common

OVAL Results Format

a

The Most Common  format is generally more useful to generate results based on a SCAP
CCE number that identifies each check. This enables use of SecurityCenter features that use
this identifier to classify the level of compliance represented by the scan results.

The OVAL Results Format provides a method to export the discovered vulnerability data
to various programs that follow the OVAL standard. While support is provided for this
format, it is typically better to use .audit files created for other report formats until you are
ready to submit the OVAL results.

Once a result format is selected and the .xml file conversion is complete, a window will be

displayed that lists the available profiles for creating an audit file. Each profile may be
expanded and reviewed to display the individual tests to be performed.

& Profile item names that start with a tilde (~) indicate a test for which no OVAL
check is available or that an OVAL definition contains an error.

Copyright © 2002-2012 Tenable Network Security, Inc.
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’“’ Tenable xTool

0-01072011-1444/F

At this screen, the Create Audit
File Name

button may be selected and will display a Specify Audit

dialog window that will allow you to save the file to the directory of your choice.

& If no file extension is entered, . audit will be used by default.

Copyright © 2002-2012 Tenable Network Security, Inc.
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7 Specify Audit File Name 3w
@Ov| I » xTool 210 » data » report v|¢1~ || Seqrch report pl
Organize ¥ New folder = (2]

Favorites = Name Date modified Type Siz

4 Downloads )
MNa items match your search.

<» RecentPlaces
B Desktop

m

. Libraries
“. Documents
4 Music
= Pictures

B videos sl 4 | 1 ’

File name: ie7_xccdf -

Save as type: l.audit (*.audit) vl

“ Hide Folders Save ll Cancel l

Once saved, the resulting .audit file is ready to be used within SecurityCenter, Nessus or
other applicable program.

MAKE A REPORT
To make a standards-based .xml report file, use results from either a .nessus vl file or
from querying the SecurityCenter as the source data.

At the default xTool screen, click the Make Report  button:

Copyright © 2002-2012 Tenable Network Security, Inc.
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""’ Tenable ¥Tool E@

d Report

audit File

e
s the source data,

Make Report

The following screen will be displayed providing a choice to either Use a .nessus file or
Query SC4

""’ Tenable ¥Tool E@

Choose Data Source

Copyright © 2002-2012 Tenable Network Security, Inc.
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Use a .nessus File
Selecting Use a .nessus file will display a file selection window. At this window, a .nessus
file may be chosen from the location you saved it to previously.

‘”’ Please select the .nessus file @
@Ov| I » xTool 210 » data » resource v|¢1~ || Seqrch resource ,Ol
Organize ~ New folder =~ O e

- Favorites i Name Date modified Type Size

14 Downloads nessus_report_External_DMZ_Scannessus  4/6/2012 855 AM  MESSUS File

< Recent Places
M Desktop

m

.| Libraries

. Documents

4. Music P
= Pictures
@\fideos
A Camninter sl < 1 | b
File name: nessus_report_External_DMZ_Scan.nessus lnessus NES5US) V]
l | l l Cancel l
Once the .nessus file is processed, a Report Format Selection window will be displayed.

This window will show the available report types that are available to be created from the
data within the selected .nessus file. The possible available types are Cyberscope LASR
ASR/ARF , XCCDF Results , and OVAL Results

I

Copyright © 2002-2012 Tenable Network Security, Inc.
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7 Tenable ¥Tool E@

Cyberscope Lightweight Asset Summary

Results
nat often used to report configuration
COmpliance.

ASR / ARF

Selecting Cyberscope LASR  will open a new window to customize three aspects of the
report: Reporting Component , Component Bureau , and Enclave Name

’“’ Organization Information @

Repoding Component:

Component Bureau:

After clicking the OK button, a file dialog box will be displayed where you can choose where
to save the file and what name to give the resulting .xml report file.

Selecting the ASR/ARF button will prompttoentera A Resource Nameo. A file di

will then be displayed where you can choose where to save the file and what name to give
the resulting . arf and .asr report files.

Copyright © 2002-2012 Tenable Network Security, Inc.
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2 Re... [0 |meSml

Resource Mame:

Selecting the XCCDF Results  button will present a window to fill in the options to create a
XCCDF report.

-

3 Tenable xTool 7 = | & XA

Make Report

Host List

TestResult Identity: B Privileged Authenticated

Tenable Customer ID: _

Organizations

Failure List Edit Override Save Owerride Load Override

[ ]

. p— =

The TestResult Identity section consists of two options that may be enabled or disabled
depending on how the test is performed.

The Priv ileged and Authenticated selections provide information about the user who
performed the test. This indicates if the user is a privileged user on the system, such as the
fadmi ni strator 0 us system,randaif the usett used credentials to log into the
system to perform the test.

Copyright © 2002-2012 Tenable Network Security, Inc.
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Before any report can be saved, your Tenable Customer Support ID must be entered in the
Tenable Customer ID field so that NIST can independently verify that you are using a
SCAP-validated solution. It is also required that you include information that describes your
organization in the Organization s field. NIST uses this information to track FDCC and
USGCB compliance status. Both fields are required to generate the report and an error will
be displayed if they are omitted.

At the bottom of the screen is the Failure List . This is a list of hosts that have failures
indicated in the test results. There are three buttons related to overriding items in the
failure list: Edit Override , Save Override and Load Override

Clicking on Edit Override presents a new window to create an override for the selected
failure. The host to be edited and the check that failed are indicated at the top of the
window.

Host:
Check: windows_mail_application_manual_launch_permitted

Remark Authority

Old result Mew result

fail [+] fail [+]

oK Cancel

The Remark field allows an explanation to be entered overriding the result. The Auth ority
field is used to note the user who has created and authorized the override.

The Old result and New result  drop-down lists contain a list of options including fail, pass,
error, unknown, notchecked, notapplicable, notselected, fixed, and informational. Each
drop-down may be set as appropriate for a particular failure.

Once the overrides have been set for a host, you may choose to save the override to a .fov
file. The Load Override button applies this file to future results without having to re-enter
all of the override information for the host and results.

After all the fields are completed, click on the Make Report  button. This will open a fisave

filed dialog window. The file name for the XML XCCDF report file is entered, and once saved,
a dialog box opens with the location and name of the file that was saved.

Copyright © 2002-2012 Tenable Network Security, Inc.
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Query SC4
Selecting Query SC4 fromthei Choose Dat awirflowwilt pravide the option to
select either Scan Result  or Entire Repository

Query SC4 by Scan Result
If you choose to use the results from a Scan Result  you will be presented with a screen to
query the SecurityCenter.

“ Tenable xTaaol E@

Query Scan Results from Tenable SecurityCenter

Thi of obtaini i be used to report complianc

ompleted up to

test E List Scans

-naone listed yet-

Manage Logins  Wiew Ce Cuery Mow

If this is the initial use of the xTool to query a SecurityCenter, you must first configure login
information under Manage Logins . See Appendix 1 for information on how to configure
SecurityCenter logins.

Enter how many days for which to list completed scans. The default setting is 35 but the
selection may be narrowed or expanded as appropriate.

Select the SecurityCenter to query from the drop-down list next to the List Scans button.

Once selected, click the List Scans button to obtain a list of scans. A list of available scans
to use will be available in the drop-down list.

Copyright © 2002-2012 Tenable Network Security, Inc.
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nleted up to

] Lists

Select a scan result and click the Query Now  button to query the SecurityCenter scan
results for the report.

Once the query from SecurityCenter has been completed and analyzed, a Report Format
Selection  window will be displayed. This window will show the available report types that
are can be created from the data within the SecurityCenter query. The possible available
types are Cyberscope LASR , XCCDF Results , and OVAL Results

’“’ Tenable ¥Tool E@

Cyberscope Lightweight Asset Summary

Results
. or mat: often used to report configuration baseline
compliance.

ASR / ARF

XCCDF
Th

OVAL Results Format
produce this r , i

Selecting Cyberscope LASR  will open a new window to customize three aspects of the
report: Reporting Component , Component Bureau , and Enclave Name

Copyright © 2002-2012 Tenable Network Security, Inc.
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" Organization Information @

Repoding Campaonent:

Component Bureau:

Ok Cancel

Clicking the OK button will display a file dialog box where you can choose where to save the
file and what name to give the resulting .xml report file.

Selecting ASR/ASF allows a report to be given a resource name and saved in a selectable
location in both . asr and .asf report file formats. ASR (Assessment Summary Results)
language is a communication vehicle for sharing information grouped by individual findings.
ARF (Assessment Results Format) is an open specification that provides a structured
language for exchanging per-device assessment results data between assessment tools,
asset databases, and other products that manage asset information.

Selecting the XCCDF Results  button will present a window to fill in the options to create an
XCCDF report.

Copyright © 2002-2012 Tenable Network Security, Inc.
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¥ Tenable xToal ¢ = | = 3

Make Report

Host List
TestResult Identity: fl Privileged Authenticated

Tenable Customer ID: _

Organizations

Failure List Edit Override  Save Override  Load Owerride

L]

The TestResult Identity section consists of two options that may be enabled or disabled
depending on how the test is performed.

The Privileged and Authenticated selections indicate information about the user who
performed the test. This indicates if the user is a privileged user on the system, such as the
fi r o aused on a Unix system, and if the user used credentials to log into the system to
perform the test.

Before any report can be saved, your Tenable Customer Support ID must be entered in the
Tenable Customer ID field so that NIST can independently verify that you are using a
SCAP-validated solution. It is also required that you include information that describes your
organization in the Organization s field. NIST uses this information to track FDCC
compliance status. Both fields are required to generate the report.

At the bottom of the screen is the Failure List , indicating hosts that have failures indicated

in the test results to assist in issue tracking. There are three buttons related to overriding
items in the failure list: Edit Override , Save Override , and Load Override

Copyright © 2002-2012 Tenable Network Security, Inc.
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¥ Failure Override Editor mJ

Host:
Check: disable_remote_desktop_sharing

Remark Authority

Old result New result

fail [F il [+

OK Cancel

Clicking on Edit Override presents a new window to create an override for the selected
failure. The host to be edited and the check that failed are indicated at the top of the
window.

The Remark field allows an explanation to be entered for the override of the result. The
Authority  field is used to note the user who has created and authorized the override.

The Old result and New result  drop-down lists contain a list of options including fail, pass,
error, unknown, notchecked, notapplicable, notselected, fixed, and informational. Each
drop-down may be set as appropriate for a particular failure.

Once the overrides have been set for a host, you may choose to save the override to a .fov
file. The Load Override button applies this file to future results without having to re-enter
all of the override information for the host and results.

After all the fields are completed, click on the Make Report buttontoopen a fisave fil eo
dialog window. The file name for the XML XCCDF report file is entered, and once saved, a
dialog box opens with the location and name of the file that was saved.

Query SC4 by Entire Repository

& It is more efficient to query the entire repository rather than downloading
individual scan results. However, when querying the entire repository, the only
report that may be generated currently is for the Cyberscope LASR format.

If you choose to use the results from Entire Repository , You will be presented with a
screen to query SecurityCenter Repository as shown below.

Copyright © 2002-2012 Tenable Network Security, Inc.
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’“’ Tenable ¥Tool E@

Qe

If this is the initial use of the xTool to query a SecurityCenter, you must first configure login
information under Manage Logins . See Appendix 1 for information on how to configure
logins.

Select the SecurityCenter to be queried from the drop-down list next to the List

Repositories  button. Click the List Repositories button to populate the drop-down list of
repositories. Select All Repositories or the particular repository you wish to pull
information from. Click on the Query Now  button to begin the query.

Once a repository query has completed, a Make Report from Audit ID window will be
displayed.

ﬂ' hMake Report from Audit 1D @

AuditlD dake a report far every Audit 10
RepartTvpe LASE

ot Done  ©

Copyright © 2002-2012 Tenable Network Security, Inc.
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This window consists of a drop-down selector, Edit Orgs , Make Report , Done , and Cancel
buttons. The drop-down selector lists the available reports that can be generated against
that repository. Either the Done and Cancel button can be used to close the window.

The Edit Orgs  button enables you to customize three aspects of the report: Reporting
Component , Component Bureau , and Enclave Name

" Form |8 [meSal

Repoding Component:

Component Bureau:

Enclave Mame:

Ok Cancel

The Make Report  button creates the .xml file that contains the report, based on the
selection from the drop-down.

‘“‘ WMake Report from AuditID

AuditlD Make 2 repart far

ReportType [LASE

Edit Orgs  Make Report  Done

When Make a report for every Audit ID is selected, a file dialog box will open. This allows
you to select the location to save to and enter a file name.

When an individual report audit ID has been selected and the Make Report  button is
clicked, a file dialog box will open. The directory to save the report to is selected and a file
name is specified. Once the Save button is clicked the file is saved to the location with the
given name.

When Report results that do not have an Audit ID (old xTool format) is selected and
the Make Report  button is clicked, a .xml report file is created.

FILE FORMAT CONVERSIONS

& The HTML file created by this transformation is not used for submission to NIST,
but provides a better gauge of pass/fail than OVAL or FDCC/USGCB reports,
which are intended primarily to be machine readable.

Copyright © 2002-2012 Tenable Network Security, Inc.
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The Transform XML process allows users to convert OVAL output XML to a human-
readable HTML file using the NIST-provided results_to_html.xml or CyberscopeLASR.xsl
stylesheet.

7 Tenable ¥Tool E@

L File:

CillsersfxTool_UsenDesktop/xTool_2_1_0rdatafreportiCemo_Report.xml Bro

Transformation X5L File:

CollsersfxTool_UsenDesktop/xTool_Z_1_0rdatafksiiresults_to_htmlxs! Browse

Transform Result File:

Cofllsers/xTool_UsenDesktop/xTool_2_1_0rdatafrepartiresults. himil Browse

Transform Mow

In the example above, Demo_Report .xml is the generated OVAL file content and
results_to_html.xml is the stylesheet provided in the schema folder of the xTool. The
results.html file is the name given to the output file for viewing in a web browser.

WORKING WITH SECURIT  YCENTER

L OADING THE AUDIT POLICY

& Only wusers with the fiCreate Audi taudiFi filest® p e
SecurityCenter. The Organization Head and Administrator users always have this
permission. Audit files uploaded by the Administrator are available to any
Organization, while those uploaded by the Organization Head are available to
their respective organization only.

ADDING THE AUDIT FILE TOA VULNERABILITY SCAN

Once the audit file is loaded to SecurityCenter, it can be used in a scan policy. One or more
audit files can be specified in a scan policy. They do not all need to be based on
FDCC/USGCB or SCAP content. Vulnerability policy definition and usage is covered in the
SecurityCenter documentation.
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The following blogs cover configuring the remote Windows XP and Vista host
settings for SCAP certification testing:

(Vista)
(XP)

The vulnerability scan credentials are added to the scan itself, not through the
scan policy creation dialog.

At a minimum, the policies must include the following:

The specific audit policies to be used.

The selection of the appropriate plugins for the platform being scanned inthefi Pol i cy
Complianceo plugin family.

Plugin ID 45590 Common Platform Enumeration (CPE) must be enabled.

Disable port scanning options. If no vulnerability audits are being performed, consider
disabling port scanning to speed up scanning.

ANALYZING SCAN RESULTS
When scans complete, the resulScanResults | 0 bientaevrafidcaeb.l e i n

Important SCAP data references are available for querying from the Scan Results interface
via the query and filter tools. A simple listing of configuration items found during an audit of
a Windows 7 host is shown below:

Vulnerabilities

Cumulative [Vulnerability List | Edit Fitters Save Query | Save Asset | Open Ticket | More
History Clear Viewing results 55 - 72 out of 178 View Settings

( IP Summary ==

Plugin ID | Severity |IP Address NetBIOS Repository | Name
Sl LT oo 1000457 High 192.168.1.108 WORKGROUP\MEERKAT qarep CCE-10527-0:258:default_behavior_for_autorun:USGCB-Win... NiA
1000458 High 192.168.1.108 WORKGROUP'MEERKAT qarep CCE-10787-0:257 turn_off_program_inventory:USGCB-Wind... N/A
1000459 High 192.168.1.108 WORKGROUP\MEERKAT qarep CCE-10500-7:100215:configure_windows_ntp_client:USGCB... N/A
1000460 High 192.168.1.108 WORKGROUP\MEERKAT qarep CCE-10219-4:255:enable_disable_perfirack:USGCB-Window... N/A
1000461 High 192.168.1.108 WORKGROUP'MEERKAT qarep CCE-10606-2:254 troubleshooting_allow_user_to_access_on... N/A
1000462 | High 192.168.1.108  WORKGROUP\MEERKAT qarep CCE-9842-6:253:microsoft_support_diagnostic_tool_tum_on... N/A
Scratch Pad Clear 1000463 High 192.168.1.108 WORKGROUP\MEERKAT qarep CCE-10181-6:252:rpc_endpoint_mapper_client_authenticatio... NIA
| R 192.168.1.108  WORKGROUP\MEERKAT qarep CCE-9396-3:25 1 restrictions_for_unauthenticated_rpe_clients... NiA
1000465 High 192.168.1.108 WORKGROUP\MEERKAT qarep CCE-10344-0:250:turn_on_session_logging:USGCB-Window... N/A
1000466 High 192.168.1.108 WORKGROUP\MEERKAT qarep CCE-9506-7:249:sclicited_remote_assistance:USGCB-Windo... NIA
1000467 High 192.168.1.108 WORKGROUP'MEERKAT qarep CCE-9960-6:248:offer_remote_assistance:USGCB-Windows-... N/A
1000468  High 192.168.1.108  WORKGROUP\MEERKAT qarep CCE-9670-1:247:require_a_password_when_computer_wake... N/A
1000469 High 192.168.1.108 WORKGROUP\MEERKAT qarep CCE-9829-3:246:require_a_password_when_computer_wake... N/A
Active Filters Clear 1000470 High 192.168.1.108 WORKGROUP\MEERKAT qarep CCE-10154-3:100205:Do_not_process_the_run_once_listUS... NIA
P 1000471 | High 192.168.1.108  WORKGROUP\MEERKAT qarep CCE-10591-6:245:always_use_classic_logon:USGCB-Windo... N/A
Repository 1000472 High 192.168.1.108 WORKGROUP\MEERKAT qarep CCE-10441-4:243:turn_off_windows_error_reporting:USGCB... N/A
Saverty 1000473 High 192.168.1.108 WORKGROUP'MEERKAT qarep CCE-9559-6:241:turn_off_the_windows_messenger_custome... N/A
1000474 | High 192.168.1.108  WORKGROUP\MEERKAT qarep CCE-9643-8:240:turn_off_the_publish_to_web_task_for_files... N/A

SecurityCenter Scan Results

Us e t DemilediVulnerability List o f i I'Vuleerabilityfrext 0 field as shown bel c
locate SCAP relevant entries, such as CCE, CVE, CPE, or CVSS references.
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Vulnerability Filters

Analysis Tool Target Filters

Detailed Vulnerability List - Plugin Filters

Active Filters Clear Vulnerability Filters
Severity All
CVSS Score 0.0-10.0
Vulnerability Text CCE-133
CVEID
MS Bulletin ID
IAVA ID

Exploit Available A

Workflow / Date Filters

Cancel Apply Filters

SecurityCenter Filters

For more information on working with SecurityCenter, please refer to the SecurityCenter
documentation located at: https://support.tenable.com/support-center/

GENERATING REPORTS

FDCC and USGCB

NIST requires that you submit a sample of your non-compliant hosts for FDCC and USGCB
reporting. Although SecurityCenter has the ability to export all compliance data as a Nessus
XML report that can be loaded into the xTool, this can sometimes be impractical.

Instead, Tenable recommends that SecurityCenter be used to identify profiles of likely non-
compliant hosts. Your organization may have made exceptions to the FDCC/USGCB
standards in several different ways. Using the various asset summary and reporting tools
within SecurityCenter, you can identify which assets or hosts are likely in compliance or are
not in compliance with FDCC/USGCB and the exceptions.

Once these exceptions are identified, perform a full audit of each of them. If you wish to
create a single scan job to perform this task, you can use a list of IPs or create an asset list
to scan them.

Tenable also recommends that this scan be performed with as detailed an audit file as
possible. The minimum settings for the audit policy to work include the CCE naming, the
name of the audit policy used and the date the audit was created.

LASR/CyberScope
This tool allows you to convert existing .nessus files to the LASR (Lightweight Asset
Summary Results) format.
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LASR is a specialized format for CyberScope, an application developed by the Department of
Homeland Security in conjunction with the Department of Justice to handle manual and
automated inputs of agency data for FISMA reporting. The format is not currently required

for the SCAP certification process.
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ABOUT TENABLE NETWOR K SECURITY

Tenable Network Security, the leader in Unified Security Monitoring, is the source of the
Nessus vulnerability scanner and the creator of enterprise-class, agentless solutions for the
continuous monitoring of vulnerabilities, configuration weaknesses, data leakage, log
management, and compromise detection to help ensure network security and FDCC, FISMA,
SANS CAG, and PClI compl i as award-winmimag prbdudts are utilized by many
Global 2000 organizations and Government agencies to proactively minimize network risk.
For more information, please visit http://www.tenable.com/.

Tenable Network Security, Inc.
7063 Columbia Gateway Drive
Suite 100

Columbia, MD 21046
410.872.0555
www.tenable.com
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APPENDIX 1: CONFIGURING SECURITY  CENTER LOGINS

When querying a SecurityCenter, you must have a valid login configuration created. To do
this, navigate to the Manage Logins area within the Make Report  -> Query SC4 -> Scan
Result or Entire Repository

‘"‘ SC4 Login Manager @

Hame
1 test

Host

5L Fort (443

lJsermame

(1111 1]}
Test Login

Cane

There is a test SecurityCenter configuration by default to be used as an example. This may
be safely deleted if you do not wish to leave it in place.

To create a new profile, click the New button. This will create a new profile titled
UnnamedLogin with a default host, port and SSL checked.

Double clicking on the name will enable you to change it to your desired identifier.

Change the host field to the IP address or the hostname for your SecurityCenter installation.
Leaving the SSL checked and port 443 will work for default installations.

& If you have modified the listening port for your SecurityCenter installation you will
need to modify these settings.

You will then need to enter a valid username and password to use against the target
SecurityCenter.

Finally, you will want to test your new connection to confirm the settings are working as
expected. If you are using a self-signed or untrusted SSL certificate, a warning will be
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displayed noting this. If this type of certificate is expected, click Yes to proceed with the
login and test.

The following S5L warnings were encountered.

login b

If a test is successful, a dialog box will open indicating it as such. A failure to log in will be
indicated with a corresponding dialog box.

# | 5C4 Login Test @

The lagin testwas successful.
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