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Introduction

This document descri bes how tNessuspsoductTPéeasa draibanyNenimerdsrakd Sec ur i t

suggestions tosupport@tenable.com
Standards and Conventions

Throughout the documentation, filenames, daemons, and executables are indicated with@urier bold font such as
gunzip ,httpd , and/etc/passwd

Command line options and keywords are also indicated with theourier bold font. Command line examples may or may
not include the command line prompt and output text from the results of the command. Command line examples will display
the command being runin courier bold to indicate what the user typed while the sample output generated by the system
will be indicated in courier  (not bold). Following is an example running of the Unipwd command:

# pwd

/opt/nessus/
#

o Important notes and considerations arehighlighted with this symbol and grey text boxes.

Tips, examplesand best practices are highlighted with this symbol and white on blue text.

Official Nessus Product Names

Nessus®

Nessus Home
Nessus Professional
Nessus Manager
Nessus Cloud
NessusAgent

=2 =2 =24 -4=1

New in Nessus 6.4

The following are some of the features available in Nessué.4.
1 Unix Agents: Nessus 6.4 includes supprt for the following new, Unix-based Nessus Agents:
- Red Hat Enterprise Linux and CentOS versions 5, 6, and 7
- Mac OS X (10.8 ohigher)

- Fedora Core version 20 or higher

1 Scan CopyIn Nessus 6.4, you now have the ability to make copies of your existing scans. This feature allows Nessus
administrators to copy pre-existing, configured scans, and make modifications to the new copied an, while still
having the original scan and its configuration unchanged.
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T APIKeys (an Access Key and a Secret Key) are used to authenticate with the Nessus REST API (version 6.4 or
greater) and passed with requests using théX-Apikeysi HT TP header .

For acomplete list of changes, please refer to theelease rotes.

Overview

Nessus is a wekbased interface to the Nessus scanner that is comprised of a simple HTTP server and web clientda
requires no software installation apart from the Nessus server. The primary features are:

1 Generates.nessus files that Tenable products use as the standard for vulnerability data and scan policy.

1 A policy session, list of targets and the results of seval scans can all be stored in a singlaessus file that can be
easily exported. Please refer to theNessus v2 File Formaguide for more detalils.

Scan targets can use a vagty of formats: IPv4/IPv6 addresses, hostname, and CIDR notation.
Support for LDAP so thatNessus user interfaceaccounts can authenticate against a remote corporate server.

The Ul displays scan results in realime so you do not have to wait for a scand complete to view results.

=A = =4 =4

Provides unified interface to the Nessus scanner regardless of base platform. The same functionalities exist on Mac
OS X, Windows, and Linux.

=

Scans will continue to run on the server even if the Ul is disconnected for any reason
1 Nessus scan reports can be uploaded via thdessus user interfaceand compared to other reports.

1 Scanning dashboards that display vulnerability and compliance overviews that allow you to visualize trends across
your scanning history.

1 Apolicy template to help quickly create efficient scan policies for auditing your network.

I Gives the ability to set one scanner as a primary and additional scanners secondary, allowing for a single Nessus
interface to manage largescale distributed scans.

1 An extensive userand grouping system that allows for granular resource sharing including scanners, policies,
schedules, and scan results.

Installation

Details for installing Nessus 6.4 are found in theNessus 6.4 Installation and Configuration Guide
Nessus User Interface (Ul)

Supported Platforms

The Nessus webbased user interface is bestexperienced using the minimum version specified of the following browsers:

Internet Explorer 9
Firefox 32

Chrome 37

Safari 7.1

Chrome 29 for Android
Safari for iOS

=A =4 =8 -9
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Connecting to Nessus

Nessus Manager, Nessus Professional, and Nessus Home are used and managed through HTTPS on port 8834. Each user will
have a unique login angassword.

In a browser, type https://[server 1P]:8834
Nessus Cloud is accessed using the URIttps://cloud.tenable.com.

To create and configure users, refer to theNessus 6.4 Installation and Configuration Guide
Security Warnings

When accessing Nessus, you will encounter an error related to a security certifate issue:aconnection privacy problem, an
untrusted site, an unsecure connection, or snilar security related error.

This isexpected and normal behavior; Nessusis providin g aself-signed SSL certificate

Based on the browser you are using, one of the following pages will be displayed and requires you to use the steps below to
proceed to the Nessus login page.

g There is a problem with this website’s security certificate. a

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address
Your connection is not private
Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server. Attackers might be trying to steal your information from localhost (for example.
passwords, messages, or credit cards).

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.
@ Continue to this website (not recommended).

@ More information

Google Chrome version 43.x

Internet Explorer 11

\ _ This Connection is Untrusted
You have asked Firefox to connect securely to localhost:8834, but we can't confirm that your

connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site’s identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

* Technical Details

* IUnderstand the Risks

Mozilla Firefox version 32.x
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Bypassing the SSL Warning

Google Chrome Click on Advanced, and thenProceed to example.con{unsafe).

Mozilla Firefox Click on| Understand the Risks, and then click onAdd Exception. Next click on Get
Certificate , and finallyConfirm Security Exception .

Microsoft Internet Explorer Click on Continue to this website (not recommended) .

Nessus Top Navigation

Nessus Administrator E « 3

Top Navigation Menu Options

W User AHs Pr-oWn | User Profile,Help & Support, Wh a t # s, andSign Out

Menu
ﬂ- General Settings Depending on the version of Nessus and the permissions of the loggeid user,
settings will be displayed with varyingelements: Scanners Accounts,
Communication , andAdvanced.
‘ Notifications The bellicon displays messages related to Nessus operations.

Nessus User Interface (Ul)Nessus Top Navigation 9of 151



User Profile Settings & Options

User Profile Account Settings

User Profile / Account Settings

Username admin

Full Mame admin

Email

User Type System Administrator

m Ca nce'

The Account Settings page shows the settings for the current authenticated user.

o Warning: Once a username is created, it cannot be changed.

Nessus Cloud Username (email address)
Full Name
Email
User Type

o Nessus Cloud accounts use the email address tie user for logins.

Nessus Manager Username
Full Name
Email
User Type

Nessus Professional User Name
User Type

o Nessus Professional user accounts do not have an email address associated with
users.

Nessus Professonal only has two user typesSystem Administrator and
Standard.
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Change Password

User Profile / Change Password

New Password | |

Confirm Password

The Change Passwordoption allows you to change the password, which should be done in accordance with your
organi zati paicts security

The current user has the ability to change their own password, and administrators have the ability to change
ot her user As p a steewearicbsandmavigatirgltoehe Acconngs / Users page.

Plugin Rules

Click "New Rule" to add rules that disable plugins or change their severity.

Every audit in Nessuss coded as glugin, which isa simple programthat checks for a given flaw. Nessus uses more than
70,000+ different plugins, covering local and remote flaws.

Plugin Rulesallow users to create one or many rules to configure the behavior of plugins relatedot scans.

o Information about Plugins and Plugin IDs can be found using the following links

http://www.tenable.com/plugins/
http://www.tenable.com/plugins/index.php?view=search
http://www.tenable.com/plugins/index.php?view=all

Nessus User Interface (Ul)User Profile Settings & Options 11 of 151


http://www.tenable.com/plugins/
http://www.tenable.com/plugins/index.php?view=search
http://www.tenable.com/plugins/index.php?view=all

API Keys

User Profile / API Keys

API Keys are used to authenticate with the Nessus REST API (version 6.4 or
greater) and passed with requests using the "X-Apikeys" HTTP header, For more
details, see the API documentation.

MNOTICE: API Keys are only presented upen initial generation. Please store them
in a safe location as they can not be retrieved later and will need to be
regenerated if lost,

Generate

API Keys (an Access Key and a Secret Key) are used to authenticate wittetNessus REST API (version 6.4 or greater) and
passed with requestsusi g t HA@ i K¥ysi7 HTTP header

Both, anAccess Keyand aSecret Key are created by using theGenerate button.

APl Keys Warnings

1 API Keys are only presented upon initial generation. Please store API Keys in a safe location, as theymaot be
retrieved later.

1 API Keys cannot be retrieved by Nessus. If losthe APl Keys must be regenerated.

1 Regenerating the APl Keyswill immediately un-authorize any applications currently utilizing the key.
Nessus General Settings

When selected, theGearicon will redirect you to the Nessus general setting page, which displays links tS8canners,
Accounts, Communication , andAdvanced pages.

Visibility of and access to general settings and optionsard et er mi ned based on User Type ass
Account.

Scans Policies Nessus Administrator & &

Settings

Scanners Accounts Communication Advanced

LOCAL Scanners / Local / Overview

Overview N
Nessus Manager Plugins

Permissions

Software Update Version 64.0 ] Last Updated June 12,2015 O
REMOTE Licensed Hosts 255 Expiration July 09, 2015
Linked .

Licensed Scanners oof3 Plugin Set 201506120615
AGENTS

Licensed Agents 00of255 Activation Code
Linked
Groups
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@

Scanners

Guide.

The table below identifies generalSetting options by product version and by user type.

Detailed information on Nessus general settings can be found in thélessus 6.4 Installation aad Configuration

LOCAL

Overview

Permissions

Link

Software Update

REMOTE
Linked

AGENTS

The overview page gives
detailed information about the
product version and plugins.

Users or groups are added to
the permission page for no
access, the ability to use, or the
ability to manage the scanner.

Enabling this option allows the
local scanner to be linked to a
Nessus Manager. From there, it
can be fully managed and
selected when configuring or
launching scans. Please note
that this scanner canonly be
linked to one manager at a time.

Software updates can be
configured for updating all
components, plugins only, or
disabled.The page also allows a
custom host to be added for the
plugin feed.

Remote scanners can be linked
to this manager through the
provided key or valid account
credentials. Once linked, they
can be managed locally and
selected whenconfiguring
scans.

Nessus Cloud, Nessus
Manager, Nessus
Professional

Nessus Managerand
Nessus Professional

Nessus Professional

Nessus Manager and
Nessus Professional

Nessus Cloud, Nessus
Manager, Nessus
Professional

All User Types except Read Only

System Administrator Only

System Administrator Only

System Administrator Only

System Administrator and
Administrator

Nessus User Interface (Ul)Nessus General Settings
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Linked Agents can be linked to this Nessus Cloud amnl Nessus System Administrator Only
manager using the provided key Manager
with the following setup
instructions. Once linked, they
must be added b a group for
use when configuring scans.

Also, linked agents will
automatically download plugins
from the manager upon
connection. Please note, this
process can take several
minutes and is required before
an agent will return scan

results.
Groups Agent groups are used to Nessus Cloud and Nessus = System Administrator Only
organize and manage the Manager

agents linked to your scanner.
Each agent can be added to any
number of groups and scans can
be configured to use these
groups as targets. From this
view, you can manage your
agent groups.

Accounts

Setting Product Version(s) User Type(s)

ACCOUNTS

Users Individual Nessus Account to Nessus Cloud, Nessus All User Types
be used for assigning Manager, Nessus
permissions. Professional

Groups Collections of users created for | Nessus Cloud and Nessus | System Administrator Only
shared permissions. Manager

Communication

NETWORK
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LDAP Server

Proxy Server

SMTP Server

CONNECTORS

The Lightweight Directory
Access Protocol (LDAP) is an
industry standard for accessing
and maintaining directory
services across an organization.
Once connected to an LDAP
server, Nessus administrators
can add users straight from
their directory and these users
can authenticate using their
directory credentials.

Note: Nessus autonegotiates
encryption, therefore there are
no encryption options in the
Nessus interface.

Proxy servers are usel to
forward HTTP requests. If your
organization requires one,
Nessus will use these settings
to perform plugin updates and
communicate with remote
scanners. There are five fields
that control proxy settings, but
only the host and port are
required. Username, password,
and user-agent are available if
needed.

Simple Mail Transfer Protocol
(SMTP) is an industry standard
for sending and receiving email.
Once configured for SMTP,
Nessus will email scan results to
the list of recipients specified in
a scan's "Email Notifications"
configuration. These results can
be custom tailored through
filters and require an HTML
compatible email client.

Nessus Cloud and Nessus

Manager

Nessus Cloud, Nessus
Manager, and Nessus
Professional

Nessus Cloud, Nessus
Manager, and Nessus
Professional

System Administrator

System Administrator

System Administrator
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Cisco ISE Cisco Identity Services Engine | Nessus Manager System Administrator
(ISE) is a security policy
management and control
platform that simplifies access
control and security compliance
for wired, wireless, and VPN
connectivity. CiscolISE is
primarily used to provide
secure access, support BYOD
initiatives, and enforce usage
policies. Nessus only supports
Cisco ISE version 1.2 or greater.

Advanced

In Nessus Managerand Nessus Professional a wide variety of configuration options offer more granular control of how the
scanner operates.

WARNING : Any changes to theNessusscanner configuration will affect ALL Nessus users. Edit these options
carefully!

Setting Product Version(s) User Type(s)

Advanced Settings

Advanced Advanced configuration. Nessus Manager and System Administrator
Nessus Professional
Refer to the Nessus 6.4
Installation and Configuration
Guide for in-depth information
about these options and
settings.

Scans and Policies

Policies

Scans A scan is the act of Nessus assessing a host for vulnerabilities, baseddefined rules.
Policies A policy is a sebf rules that defines what a scan does.
Scan Library and Policy Library

Nessus templates are used to facilitate the creation oScansand Policies. When a new Scan or a new Policy is being created,
the template library is displayed and each library contéans Scanner Templatesand Agent Templates.
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While the templates in each library are identical, actual vulnerability scanning is performed by the creation and usage of a
Scan, while the creation and usage of a policy defines the rules by which those Scang@te.

Scanner Templates

O

Template names may change from timeo-time based on the new policy templates to the feed. For example,
when the GHOSTand Bash Shellshockvulnerabilities were disclosed, policies configured to specifically detect

the vulnerabilities were added to the list.

Advanced Scan

Audit Cloud Infrastructure
Bash Shellshock Detection
Basic Network Scan
Credentialed Patch Audit
GHOST (glibc) Detection
Host Discovery

Internal PCI Network Scan

MDM Config Audit
Mobile Device Scan
Offline Config Audit

PCI Quarterly External Scan

Policy Compliance Auditing

SCAP and OVAL
Compliance Auditing

Web Application Tests

Windows Malware Scan

Scan template for users who want total control of their policy configuration.
Used for auditing the configuration of third -party cloud services.

Remote and credentialed checks for the Bash Shellshock vulnerability.
For users scanning internal or external hosts.

Log in to systems and enumerate missing software updates.

Credentialed checks for the GHOST vulnerability.

Identifies live hosts and open ports.

For administrators preparing for a Payment Card Industry Data Security Standards (PCI
DSS) compliance audit of their internal networks.

Used for auditing the configuration of mobile device managers.
For users of Apple Profile Manager, S|, Mobilelron, or Good MDM.
Upload and audit the config file of a network device.

An approved policy for quarterly external scanning required by PCI. This is offered on
Nessus Cloud only.

Audit system configurations against a known baseline provided by the user.

Audit systems using Security Content Automation Protocol (SCAP) and OVAL definitions.

For users performing generic web application scans.

For users searching for malware on Windows systems.

If you are migrating from Nessus 5.x to 6.4, any changes you made to the policies will be overwritten in the polic!
library. User created policies will not be affected when derived from the Advanced Template.

o You can also search for templates using th&earch Library box in the upper right corner.

Scans and PoliciesScan Library and Policy Library
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Compliance Specific Templates

Nessus compliance auditing can be configured with the followingscanner and Agent émplates:

Audit Cloud Infrastructure
MDM Config Audit

Offline Config Audit

SCAP and OVAL Auditing
Policy Compliance Auditing

E ]

All Templates  Scanner Agent

You can search for &ompliance using the Search Library box in the upper right corner of the page.
Mobile Device Specific Template

Mobile Device Managers (MDM)

Mobile device penetration has reached an altime high, as both individuals and corporations become more reliant on them to
conduct their affairs. An entire market has quickly evolved, centered on Bring Your Own Device (BYOD) security and
integration. Like it or not, and know it or not, mobile devices are increasingly being connected to corporate networks. In
some cases, such carections may seem like a harmless activity such as charging a battery. In reality, simply charging the
device is often performed via USB connection, and doing so may bridge the device with the computer.

Active scanning cannot always detect mobile devices o the network directly since the devices are not always active on the
network. There are several approaches that can be taken to identify mobile devices connecting to the network. One is to
leverage a Mobile Device Management (MDM) console, which will cordin a lot of useful information about mobile devices

on the network. The drawback to this approach is the reason the issue is called Bring Your Own Device; the device is often a
personal device that is not enrolled in the MDM system.

A better approach is o leverage information obtained from devices that connect to Microsoft Exchange serversBasically,

any employeeswho self-enroll with ActiveSync are sending their mobile OS versiomand other information back to the
Exchangeserver. This provides a nonintrusive method to obtain the device type and OS version. Since Exchange is so widely
deployed, the information is already available in many infrastructures. The drawback to this approach is that the information
obtained is less granular than what is availale on an MDM.

With Nessus Manager, the Nessus Mobile Devices plugin family provides the ability to obtain information from devices
registered in a MDM and from Active Directory servers that contain information from MS Exchange servers. This currently
includes Apple iPhone, Apple iPad, Windows Phone, and Android devices that supply version information, and have checked
in to their respective servers in the last year (365 days).
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The Nessusscannermust be able to reach the mobile device management (MDM) seers to query for
information. You must ensure no screening devices block traffic to these systems from the Nessus scanner. In
addition, Nessus must be given administrative credentials (e.g., domain administrator) to the Active Directory
servers.

To scanfor mobile devices, Nessus must be configured with authentication information for the management server and the
mobile plugins of interest. Since Nessus authenticates directly to the management servers, a scan policy does not need to be
configured to scanspecific hosts.

In order to scan a mobile system, select th&lobile Device Scantemplate.

[]

Mobile Device Scan

For ActiveSync scans that access data from Microsoft Exchange servers, Nessus will retrieve information from phones that
have been updated in the last 365 days.

PCI Auditing Specific Templates

Tenable offers two Payment Card Industry Data Security Standard (PCI DS$mplates: one for testing internal systems and
one for external scans. The external scan policy is available only ikessus Cloud Nessus Cloudwill test for all PCI DSS
external scanning requirements, including web applications. The PCI Quarterly External Scan is designed to help you meet
PCI scan requirements by an Approved Scanning Vendor (ASV).

Nessus results can be used during PCI compliance assanent to demonstrate periodic and ongoing processes were
maintained throughout the assessment period as required by numerous PCI DSS requirements.

o In order to submit a Nessus scan for PCI attestation, the scan must be conducted and submitted by Nessus
Cloud.

Nessus results can be used during PCI compliance assessment to demonstrate periodic and ongoing processes were
maintained throughout the assessment period as required by numerous PCI DSS requirements.

PCI Quarterly External Scan = A Nessus Cloudonly option that directs Nessus to compare scan results againg?Cl DSS
standards.

Internal PCI Network Scan Policy for performing an internal PCI DSS vinerability scan.

SCAPand OVAL Auditing Specific Template

NIST's Security Content Automation Protocol (SCAP) is a set of policies for managing vulnerabilities and policy compliance in
government agencies. It relies on multiple open standards and policg& including OVAL, CVE, CVSS, CPE, and FDCC policies.
For more information on SCAP, please visit the\IST Security Content Automation Protocol site.
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SCAP compliance auditing requires sending an executable to the remotieost. Systems running security software (e.g.,
McAfee Host Intrusion Prevention), may block or quarantine the executable required for auditing. For those systems, an
exception must be made for the either the host or the executable sent.

Nessus has twoSCAP compliance templates available.

Linux (SCAP) Upload Linux SCAP zip files that will be used to determine if a tested Linux system meet
the compliance standards as specified in SP 80026.

Linux (OVAL) Upload Linux OVALdEefinitions file zip format.

Windows (SCAP) Upload Windows SCAP zip files that will be used to determine if a tested Windows
system meets the compliance standards as specified in SP 8A(®6.

Windows (OVAL) Upload Windows OVAL zip files that will be usedo determine if a tested Windows
system meets the compliance standards as specified in SP 8Q(26.

Agent Templates

&, ] =| 85

Advanced Agent Scan Basic Agent Scan Policy Compliance Auditing Windows Malware Scan

Advanced Agent Scan Allows you to create and manually configure an agent scan without using any
recommendations.
Basic Agent Scan Scans systems connected to Windows or Unix agents.

Policy Compliance Auditing Used for auditing systems connected via Windows or Unix agents.
Windows Malware Scan Scans for malware on systems connected via Windows agents.
Scans

When logging into Nessus, theScans/ My Scanspage will be displayedThis folder will remain empty until aNew Scanis
created.
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Upload |

Scans / My Scans

This folder is empty.

Once created,Scansappear either the My Scans folder, or the folder designated during the creation of the Scan; using th&ll
Scanslink will display all Scanswithin all folders.

Scansfolders also display the status of each scarf a Scan is running, a pause and stop button will be present to allow the
scan to be halted.

My Scans n Name Last Scan &
Trash Network Scan O 1451PM
All Scans

HP-Procurve 4+ 14:09PM
New Folder

Patch Audit «  14:09PM

Local Host Discovery E NA

Scan Statuses

Completed
Aborted
Imported
Pending
Running
Resuming
Canceling
Cancelled
Pausing
Paused
Stopping
Stopped

=2 =2 =2-0-9-9_9_9_9_9_-°9_-°

Create a New Scan Folder

By default, allcreated Scansare stored in the My Scansfolder; this is a system folder and cannot be deleted.

New folders can be created by using théNew Folder link on the left navigation area of theScans / My Sanspage.
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New Folder

Create a New Scan

This section provides examples that demonstrate the options and settings associate8canner Templates

From the Scans / My Scangage, use theNew Scanbutton to create a new scan, and you will be redirected tdhe Scan
Library page.

\D NeSSLlS Scans Policies Nessus Administrator v o A

Scans

‘ Upload |

Scan > Settings (Basic Network Scan Example)

Many of the Scanner Templatesshare the same basic settingsThis example demonstrates the settings and pages as seen
when using aBasic Network Scantemplate.

Scanner Templates

M

Basic Network Scan
A full system scan suitabie for any
host
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Basic

Settings / Basic / General

Option Default
Name none
Description none
Folder My Scans
Dashboard Enabled

Settings / Basic / General
Name

Description

Folder
Dashboard
Scanner

Targets

Upload Targets

Save Cancel

Description

Scan Library > Settings

BASIC v
General

Schedule

Email Notifications
Permissions
DISCOVERY

ASSESSMENT

REPORT

ADVANCED

My Scans hd

Enabled -

Local Seanner -

Add File

Sets the name that will be displayed in the Nessus user interface to identify the scan.

Optional field for a more detailed description of the scan.

The Nessus user interface folder to store the scan results.

Enable or disable scan dashboards. Dashboards are enabled for all new scans by
default. However, they are disabled on existing oimported scans unless you enable

them.
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Scanner Local Scanner | Which Nessus scanner to perform the scan. This will provide multiple options if you
have configured additional Nessus scanners to be secondary to this one.
Targets none Valid Formats:
1 AsinglelP address (e.g., 192.168.0.1)
1 AnIPrange (e.g., 192.168.0-1192.168.0.255)
1 A subnet with CIDR notation (e.g., 192.168.0.0/24)
1 A-resolvable host (e.g.www.nessus.org
1 Asingle IPv6 address (e.g., link6%eth0, fe80:120d:17ff:fe57:333b,

fe80:0000:0000:0000:0216:chff:fe92:88d0%eth0).

Upload Targets = none A text file with a list of hosts can be imported by clicking orAdd File and selecting a
file from the local machine.

The host file must be formatted as ASCII textvith one host per line and no extra
spaces or lines. Unicode/UTF8 encoding is not supported.

Example host file formats:
Individual hosts:

192.168.0.100
192.168.0.101
192.168.0.102

Host range:
192.168.0.100-192.168.0.102
Host CIDR block:
192.168.0.1/24
Virtual servers:

www.tenable.com[192.168.1.1]
www.nessus.org[192.168.1.1]
www.tenablesecurity.com[192.168.1.1]

IPv6 addresses:

link6
fe80::212:17ff:fe57:333b
fe80:0000:0000:0000:0216:cbff:fe92:88d0

IPv6 addresses with the zone index in Unibbased operatingsystems (e.g., Linux, FreeBSD):

link6%eth0
fe80::212:17ff:fe57:333b%dcO
fe80:0000:0000:0000:0216:chff:fe92:88d0%eth0
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IPv6 addresses with the zone index in Windows operating systems:

link6%23
fe80::212:17ff:fe57:333b%1
fe80:0000:0000:0000:0216:cbff:fe92:88d0%6

Depending on your scan settings such asmax hostsor max checks per host this may cause virtual hosts to be
throttled as Nessus views them as the same IP address. On ndilindows hosts, Nessus administrators can add a

o custom advanced setting namednulti_scan_same_host and set it toyes . This will allow the scanner to
perform multipl e scans against the same IP address. Note that on Windows, the PCAP driver does not allow this
regardless of Nessus configuration. This functionality is available in Nessus 5.2.0 and later.

Settings / Basic / Schedule

To enable scheduling, toggld&enable Shedule.

Settings / Basic / Schedule

Enable Schedule .

Enable Schedule

Launch Once -
Starts On 06/04/2015 00:00 ~

¥ | Launch this scan immediately
Timezone {UTC-05:00) Eastern Time (US & Ca... ~

summary Once on Thursday, June 4th, 2015 at 12:00 AM
Save Cancel

Save Cancel

Once Schedule the scan at a specific time.

Daily Schedule the scan to occur on a daily basis, at a specific time or to repeat up to every 20 days.
Weekly Schedule the scan to occur on a recurring basis, by time ay of week, for up to 20 weeks.
Monthly Schedule the scan to occur every month, by time and day or week of month, for up to 20 months.
Yearly Schedule the scan to occur every year, by time and day, for up to 20 years.

Settings / Basic / Email  Notifications

Under the Email Notifications tab,y ou can add u s e rofeceive scanindtificatidnd. Fuetrsersners, you may
setup Result Filters which will define the content to be included in the notifications messages.
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Settings / Basic / Email Notifications

Recipient(s)

Result Filters Match | all = | of the following:
Plugin Description - contains - x
Add Filter

Settings / Basic / Pe rmissions

The Permissions functionality affects which users have permissions to access or configure the scan:

Setfings / Basic / Permissions

Add users or groups £

Permission Description

No Access Only the user who created the policy can view, use, or edit the policy
Can View Other users can view thescan results. They will not be able to control or configure the scan.
Can Control Other users can control the scan (launch, pause, and stop) and view the scan results. They will r
be able to configure the scan.
Can Configure Other users can control thescan and configure the scan settings. They cannot delete the scan.
Discovery

The Discovery screen controls options related to discovery and port scanning includig the port ranges and methods.

The options are under the headingdHost Discovery, Port Scanning, andService Discovery.
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Settings / Discovery /Host Discovery

Settings / Discovery / Host Discovery

Ping the remote host [ )

General Settings

¥|  Test the local Nessus host

This setting specifies whether the local Nessus host should be scanned when it falls within the target range specified for the scan.

Use fast network discovery

If a host responds to ping, Nessus attempts to avoid false positives, performing additional tests to verify the response did not come from a proxy or load balancer. Fast network discovery
Ping Methods
¥ ARP
v TCp
Destination ports built-in
v ICMP
Assume ICMP unreachable from the gateway means the host is down
Maximum number of retries 2
upP
Fragile Devices
Scan Network Printers

Scan Novell Netware hosts

Wake-on-LAN

List of MAC addresses Add File

Boot time wait (in minutes) 5

Network Type

Network Type Mixed (use RFC 1918) -

Save Cancel

o Toggling the Ping the remote host switch will enable the ping options listed below.

Ping the remote host

Enabled This option enables Nessus to pingemote hosts on multiple ports to determine if
they are alive. When selected, this will enable other pinging options.

To scan VMware guest systems, Ping the remote host must disabled.
General Settings

Test the local Enabled If Ping the remote hostis enabled, this option is enabled by default for this policy.
Nessus host This option allows you to include or exclude the local Nessus host from the scan.
This is used when the Nessus host falls within the target network range for the scan
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Fast network Disabled
discovery

Ping Methods

ARP Enabled
TCP Enabled
Destination ports Built -in
(TCP)

ICMP Enabled
Assume ICMP Disabled

unreachable from
the gateway means
the host is down

Number of Retries 2
(ICMP)

UDP Disabled

If Ping the remote host is enabled, you will be able to see this option. By default, this
option is not enabled. When Nessus pings a remote IP and receives a reply, it
performs extra checks to make sure that it is not a transparent proxyr a load
balancer that would return noise but no result (some devices answer to every port
1-65535 even when there is no service behind the device). Such checks can take
some time, especially if the remote host is firewalled. If the fast network discovey
option is enabled, Nessus will not perform these checks.

Ping a host using its hardware address viaddress Resolution Protocol (ARP) This
only works on a local network.

Ping a host using TCP.

Destination ports can be configured to use specific ports for TCP ping-his specifies
the list of ports that will be checked via TCP pinglf you are not sure of the ports,
leave this setting to the default of built-in.

Ping ahost using thelnternet Control Message Protocol (ICMP).

When a ping is sent to a host that is down, its gateway may return an ICMP
unreachable message. When this option is enabledyhen Nessus receives an ICMP
Unreachable message it will consider the targeted host dead. This is to help speed
up discovery on some networks.

Note that some firewalls and packet filters use this same behavior for hosts that are
up but are connecting toa port or protocol that is filtered. With this option enabled,
this will lead to the scan considering the host is down when it is indeed up.

Allows you to specify the number of attempts to try to ping the remote host. The
default is two attempts.

Ping a host using thdJser Datagram Protocol (UDP)

UDP is astateless protocol, meaning that communication is not performed with
handshake dialogues. UDFbased communication is not always reliable, and becaus
of the nature of UDP services and screening devices, they are not always remotely
detectable.

Fragile devices

Disabled

Wake-on-LAN
Disabled

The Fragile Devices menu offers two options that instruct the Nessus scanner not to
scan hosts that have a history of being fragile, or prone to crashing when receiving
unexpected input. Users can select eitheiScan Network Printers or Scan Novell
Netware hosts to instruct N essus to scan those particular devices. Nessus will only scal
these devices if these options are checked. It is recommended that scanning of these
devices be performed in a manner that allows IT staff to monitor the systems for issues.

The Wake-on-LAN (WOL) menu controls which hosts to send WOL magic packets to
before performing a scan and how long to wait (in minutes) for the systems to boot. The
list of MAC addresses for WOL is entered using an uploaded text file with one ho$AC
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address per line. For example:

00:11:22:33:44:55
aa:bb:cc:dd:ee:ff

Network Type

Mixed Allows you to specify if you are using publicly routable IPs, private notinternet
routable IPs or a mix of these. Select Mixed if you are using RFC 1958 dresses and
have multiple routers within your network.

Settings / Discovery / Port Scanning

Port scanning options define how the port scanner will behave and which ports to scan.

Settings / Discovery / Port Scanning

Ports

Consider unscanned ports as closed

Port scan range: | default

Local Port Enumerators

¥ S5H (netstat)

¥ WMI (netstat)

¥ SNMP

¥ Only run network port scanners if local port enumeration failed
Verify open TCP ports found by local port enumerators.

Network Port Scanners

¥ SYN

Override automatic firewall detection

®) Use sof

upp
Due to the nature of the protocol, it is generally not possible for a port scanner to tell the difference between open and filtered Ul
enumeration options instead if po:

Save Cancel

Option Default Description

Ports

Consider Unscanned Ports as Disabled If a port is not scanned with a selected port scanner (e.g., out of the
Closed range specified), Nessus will consider it closed.

Port Scan Range default Directs the scanner to target a specific range of ports.

Options: Default, All, Custom

Scans and PoliciesScans 29 of 151



default

all

Custom List
Local Port Enumerators
SSH (netstat) Enabled
WMI (netstat) Enabled
SNMP Enabled
Only run network port Enabled

scanners if local port
enumeration failed

Using the keyword default , Nessus will scan approximately 4,790
common ports. The list of ports can be found in th@essus -
services file.

Using the keyword all, Nessus will scan via a plugin all 65,536 ports,
including port 0.

A customrange of ports can be selected by using a commaelimited
list of ports or port ranges. For example, 21,23,25,80,110 or 1
1024,8080,9000 -9200 are allowed. Specifying 165535 will scan all
ports.

You may also specify a split range specific to each protocoFor
example, if you want to scan a different range of ports for TCP and
UDP in the same policy, you would specify T-1.024,U:300-500. You
can also specify a set of ports to scan for both protocols, as well as
individual ranges for each separate protocol("1-1024,T:1024-
65535,U:1025"). If you are scanning a single protocol, select only that
port scanner and specify the ports normally.

The range specified for a port scan will be applied to both TCP and
UDP scans.

This option usesnetstat  to check for open ports from the local
machine. It relies on thenetstat command being available via a SSH
connection to the target. This scan is intended for Unixbased systems
and requires authentication credentials.

This option usesnetstat  to check for open ports from the local
machine. It relies on thenetstat command being available via a WMI
connection to the target. This scan is intended for Windowsbased
systems and requires authentication credentials.

A WMI based scan usesetstat  to determine open ports, thus
ignoring any port ranges specified. If any port enumerator rietstat

or SNMP) is successful, the port range becomes all. However, Nessus
will still honor the consider unscannedports as closed option if
selected.

Direct Nessus to scan targets for e&Simple Network Management
Protocol (SNMP)service. Nessus will attempt to guess relevant SNMP
settings during a scan. If the settings are provided by the user (under
Credentials), this will allow Nessus to better test the remote host and
produce more detailed audit results. For example, there are many
Cisco router checks that determine the vulnerabilities present by
examining the version of the returned SNMP string. Thisnformation is
necessary for these audits.

Rely on local port enumeration first before relying on network port
scans.
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Verify open TCP ports found by
local port enumerators

Network Port Scanners

TCP

SYN

UbDP

Disabled

Disabled

Enabled

Use
aggressive
detection

Use soft
detection

Disable
detection

Disabled

If a local port enumerator (e.g., WMI or netstat) finds a port, Nessus
will also verify it is open remotely. This helps determine if some form of
access control is being used (e.g., TCP wrappers, firewall).

Us e Ne s s-in Brdfismissian Cdntrol Protocol (TCP)scanner to
identify open TCP ports on the targets. This scanner is optimized and has
some selftuning features.

On some platforms (e.g., Windows and Mac OS X), selecting this scanne
will cause Nessais to use the SYN scanner to avoid serious performance
issues native to those operating systems.

Us e Ne s sinoSWl sdanner totidentify open TCP ports on the
targets. SYN scans are a popular method for conducting port scans and
generally considered to be a bit less intrusive than TCP scans, depending
on the security monitoring device such as a firewall or Intrusion

Detection System (IDS).The scanner sends a SYN packet to the port,
waits for SYN-ACK reply, and determines port state basecdn a reply, or
lack of reply.

Will attempt to run plugins even if the port appears to be closed. It is
recommended that this option not be used on a production network.

Disables the ability to monitor how often resets are set and to determine
if there is a limitation configured by a downstream network device.

Disables theFirewall detection feature.

This opti on e n giadDPscarver o sdansifffopdn WDA t
ports on the targets.

Due to the nature of the protocol, it is generally not possible for a port
scanner to tell the difference between open and filtered UDP ports.
Enabling the UDP port scanner may dramatically increase the scan time
and produce unreliable results. Consider using the netstat or SNMP port
enumeration options instead if possible.
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Settings / Discovery / Service Discovery

Settings / Discovery / Service Discovery

‘General Settings

¥ Probe all ports to find services

Attempts to map each open port with the service that is running on that port. Note that in some rare cases, this might disrupt some services and cause unforeseen side effects.
Search for SSL based services .

Search for SSLon Known SSLports

Identify certificates expiring within x days 60

¥| Enumerate all SSL ciphers

When selected, Nessu:

nores the list of ciphers advertised by S5 ces, and enumerates them by attempting to establish connections using all poss

Enable CRL checking (connects to the Internat)

Save Cancel

Toggling the Search for SSL based serviceswitch will enable the service discovery options listed below.
Otherwise, they will not be visible.

The Service Discovery section sets options that attempt to map each open port with the service that is running on that port.

o There is a possibilitythat probing may disrupt servers or cause unforeseen side effects.

Settings / Discovery / Service Discovery

General Settings

¥ Probe all ports to find services

Attempts to map each open port with the senvice that is running on that port. Not|

Search for SSL based services

Save Cancel

General Settings

Probe all ports to Enabled Attempts to map each open port with the service that is running on that port. Note that
find services in somerare cases, this might disrupt some services and cause unforeseen side effects
Search for SSL Enabled The Search for SSL based servicesontrols how Nessus will test SSL based services.

based services
If selected, choose betweerKnown SSL ports(e.g., 443) andAll ports. Testing for SSL
capability on all ports may be disruptive for the tested host.
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If Searchfor SSL based services is enabled, the following options are available:

Settings / Discovery / Service Discovery

General Settings

| Probe all ports to find services

Attempts to map each open port with the service that is running on that port. Note that in some rare cases, this

Search for SSL based services .
Search for SSL on Known SSLports ~ ~
Identify certificates expiring within x days 60

+|  Enumerate all SSL ciphers

When selected, Nessus ignores the list of ciphers advertised by SSL services, and enumerates them by atte

Enable CRL checking (connects to the Internet)

Save Cancel

Enumerate all SSL  Enabled When Nessus performs an SSL scan, it tries to determine the SSL ciphers used by th
ciphers remote server by attempting to establish a connection with each different
documented SSL cipher, regardless of what the server says is available.

Enable CRL Disabled Direct Nessus to check SSL certificates against known Certificate Revocation Lists
checking (connects (CRL).
to Internet)

Assessment

The Assessmentscreen controls evaluation pgpular for security assessmentsGeneral, Brute Force, SCADA, Web
Applications , andWindows .

Scans and PoliciesScans 33 0f 151



Settings / Assessment / General

Accuracy

Override normal accuracy
® Avoic

Perform thorough tests (may disrupt your network or impact scan speed)

Antivirus

Antivirus definition grace period (in days) | 0 ~

SMTP

Third party domain

From address

To address

Save

ssment / General

potential false alarms

potential false alarms

Cancel

example.com

This domain must be outside the range of the site being scanne|

nobody@example.com

postmaster@[AUTO_REPLACED_IP]

Accuracy
Override normal Disabled
accuracy
Perform thorough tests Disabled

(may disrupt your
network or impact scan
speed)

Antivirus

Antivirus definition grace ' 0
period (in days)

In some cases, Nessus cannot remotely determine whether a flaw is present ol
not. If report paranoia is set toShow potential false alarms then a flaw will be
reported every time, even when there is a doubt about the remote host being
affected. Conversely, a paranoia setting oAAvoid potential false alarms will
cause Nessus to not report any flaw whenever there is a hint of uncertainty
about the remote host. Not enablingOverride normal accuracy is a middle
ground between these two settings.

Causes various plugins to work harder. For example, when lookintrough
SMB file shares, a plugin can analyze 3 directory levels deep instead of 1. Th
could cause much more network traffic and analysis in some cases. Note thai
by being more thorough, the scan will be more intrusive and is more likely to
disrupt the network, while potentially providing better audit results.

Configure the delay of the Antivirus software check for a set number of days
(0-7). The Antivirus Software Check menu allows you to direct ssus to
allow for a specific grace time in reporting when antivirus signatures are
considered out of date. By default, Nessus will consider signatures out of
date regardless of how long ago an update was available (e.g., a few hours
ago). This can be comdured to allow for up to 7 days before reporting them
out of date.
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SMPT

Third party domain Nessus will attempt to send spam through each SMTP device to the address
listed in this field. This third party domain address must be outside the range
of the site being scanned or the site performing the scan. Otherwise, the test
may be aborted by the SMTP server.

From address The test messages sent to the SMTP server(s) will appear as if they originate
from the address specified in this field.

To address Nessus will attempt to send messages addressed to the mail recipient listed

in this field. Thepostmaster address is the default value since it is a valid
address on most mail servers.

Settings / Assessment / Brute Force

The Brute Force options allow for granular control of accounts for brute force scans. TheéDefault Accounts options relate to
how the scanner tests possible default accounts.

Settings / Assessment / Brute Force

General Settings

¥ Only use credentials provided by the user

Used to prevent account lockouts if your password policy is set to lock out accounts after several invalid attempts

Oracle Database

Test default accounts (slow)

Save Cancel

Option Default Description

Only use Enabled In some casesNessus can test default accounts and known default passwords. This
credentials can cause the account to be locked out if too many consecutive invalid attempts
provided by the trigger security protocols on the operating system or application. By default, this
user setting is enabled to prevent Nessus from performing these tests.

Test default Disabled Test for known default accounts in Oracle software.

Oracle accounts

(slow)

Settings / Assessment / SCADA

The SCADA settings menu specifies options for Supervisory Control An®ata Acquisition (SCADA) tests that run on all
devices within the scanned domain that are running SCADA services. The Nessus vulnerability scanner performs both
uncredentialed and credentialed scans of SCADA systems for a wide range of vulnerabilities faommercial customers.

Settings for SCADA plugins are listed below:
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Modbus/TCP Coil Access

Start at register 0

End at register 16

ICCP/COTP TSAP Addressing Weakness

Start COTP TSAP 8
Stop COTP TSAP 8

Modbus/TCP Coil Access

The Modbus/TCP Coil Accessoptions are available for commercial users. This drogglown
menu item is dynamically generated by the SCADA plugins available with the commercial
version of Nessus. Modbus uses a function code of 1 to read coils in a Modbus slave. Coils
represent binary output settings and are typically mapped to actuators. The ability to read
coils may help an attacker profile a system and identify ranges of registers to alter via a write
coil message.

The defaults for this are 0 for the Start reg and 16 for the End reg.
ICCP/COTP TSAP Addressing Weakness

The ICCP/COTP TSAP Addressingmenu determines a Connection Oriented Transport
Protocol (COTP) Transport Service Access Points (TSAP) value on an ICCP server by trying
possible values.

The start and stop values are st to 8 by default.

Settings / Assessment / Web Applications

The Web Applications menu tests the arguments of the remote CGls (Common Gateway Interface) discovered in the web
mirroring process by attempting to pass common CGI programming errors such as crosste scripting, remote file inclusion,
command execution, traversal attacks, ad SQL injection. Enable this option by selecting th&can web applications
checkbox.

Settings / Assessment / Web Applications

Web Application Settings

Scan web applications

Save Cancel
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These tests are dependent on the following NASL plugins:

1 11139,42424,42479,42426,42427,43160,51973 ¢ SQL Injection (CGI abuses)
39465,44967,51528 § Command Execution (CGI abuses)
39466,47831,42425,46193,49067,51972,51529,52483,55904 ¢ Cross-Site Scripting (CGI abuses: XSS)
39467,46195,46194,50494 § Directory Traversal (CGl abuses)

39468 g HTTP Header Injection (CGI abuses: XSS)
39469,42056,42872 ¢ File Inclusion (CGI abuses)

42055 § Format String (CGI abuses)

42423 ,42054 § Server Side Includes a.k.a. SSI (CGI abuses)
44136 § Cookie Manipulation (CGI abuses)

46196 g XML Injection (CGI abuses)

40406,48926,48927 ¢ Error Messages

56245 § XPath Injection

47830,47832,47834,44134 § Additional attacks (CGlI abuses)

may be dependent on the settings in this preference option.

Toggling the Scan web applicationsswitch will enable all the web application scanning options listed below.

il
1l
1l
il
1l
l
)l
l
)l
)l
l
)l
o Thislist of web application related plugins is updatedfrequently and may not be complete. Additional plugins
o Otherwise, they will not be enabled or will be visible in the Ul.
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http://www.nessus.org/plugins/index.php?view=single&id=11139
http://www.nessus.org/plugins/index.php?view=single&id=42424
http://www.nessus.org/plugins/index.php?view=single&id=42479
http://www.nessus.org/plugins/index.php?view=single&id=42426
http://www.nessus.org/plugins/index.php?view=single&id=42427
http://www.nessus.org/plugins/index.php?view=single&id=43160
http://www.tenable.com/plugins/index.php?view=single&id=51973
http://www.nessus.org/plugins/index.php?view=single&id=39465
http://www.nessus.org/plugins/index.php?view=single&id=44967
http://www.tenable.com/plugins/index.php?view=single&id=51528
http://www.nessus.org/plugins/index.php?view=single&id=39466
http://www.nessus.org/plugins/index.php?view=single&id=47831
http://www.nessus.org/plugins/index.php?view=single&id=42425
https://alfresco:8443/alfresco/d/d/workspace/SpacesStore/621e25b6-6153-4824-a0e3-19e2978298fd/46193
http://www.nessus.org/plugins/index.php?view=single&id=49067
http://www.tenable.com/plugins/index.php?view=single&id=51972
http://www.tenable.com/plugins/index.php?view=single&id=51529
http://www.tenable.com/plugins/index.php?view=single&id=52483
http://www.tenable.com/plugins/index.php?view=single&id=55904
http://www.nessus.org/plugins/index.php?view=single&id=39467
http://www.nessus.org/plugins/index.php?view=single&id=46195
http://www.nessus.org/plugins/index.php?view=single&id=46194
http://www.tenable.com/plugins/index.php?view=single&id=50494
http://www.nessus.org/plugins/index.php?view=single&id=39468
http://www.nessus.org/plugins/index.php?view=single&id=39469
http://www.nessus.org/plugins/index.php?view=single&id=42056
http://www.nessus.org/plugins/index.php?view=single&id=42872
http://www.nessus.org/plugins/index.php?view=single&id=42055
http://www.nessus.org/plugins/index.php?view=single&id=42423
http://www.nessus.org/plugins/index.php?view=single&id=42054
http://www.nessus.org/plugins/index.php?view=single&id=44136
http://www.nessus.org/plugins/index.php?view=single&id=46196
http://www.nessus.org/plugins/index.php?view=single&id=40406
http://www.nessus.org/plugins/index.php?view=single&id=48926
http://www.nessus.org/plugins/index.php?view=single&id=48927
http://www.tenable.com/plugins/index.php?view=single&id=56245
http://www.nessus.org/plugins/index.php?view=single&id=47830
http://www.nessus.org/plugins/index.php?view=single&id=47832
http://www.nessus.org/plugins/index.php?view=single&id=47834
http://www.nessus.org/plugins/index.php?view=single&id=44134

Settings / Assessment / Web Applications

Web Application Settings

Scan web applications L)

General Settings

Use the cloud to take screenshots of public web servers

Use a custom User-Agent Moxzilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1
Web Crawler

Start crawling from /

Excluded pages (regex) Jserver_privileges\ phpllogeut

Mayimum pages to crawl 1000

Maximum depth to crawl 6

Follow dynamically generated pages

Application Test Settings

Enable generic web application tests

Abort web application tests if HTTP login fails

Try all HTTP methods

Attempt HTTP Parameter Pollution

Do ot stop after the first flaw is found per v

URL for Remote File Inclusion http://rfi.nessus.org/rfi.txt

Maximum run time (minutes)

Save Cancel

General

Use the cloud to take
screenshots of public
webservers

Use a custom UserAgent

Disabled

Mozilla/4.0 (compatible; MSIE 8.0;
Windows NT 5.1; Trident/4.0)

This option enables Nessus to take screenshots to
better demonstrate some findings. This includes
some services (e.g., VNC, RDP) as well as
configuration specific options (e.g., web server
directory indexing). The feature only works for
Internet -facing hosts, as thescreenshots are
generated on a managed server and sent to the
Nessus scanner.

Screenshots arenot exported with a Nessus scan
report.

Specifies which type of webbrowser Nessus will
impersonate while scanning.
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Web Crawler

Start crawling from

Excluded pages (regex)

Maximum pages to crawl

Maximum depth to crawl

Follow dynamic pages

Application Test Settings

Enable generic web
application tests

Abort web application tests
if HTTP login fails

Try all HTTP methods

Attempt HTTP Parameter
Pollution

Test embedded web servers

|/ server_privileges
out

1000

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

\ .php|log

The URL of the first page that will be tested. If
multiple pages are required, use a colon delimiter
to separate them (e.g., /:/php4:/base).

Enable exclusion of portions of the web site from
being crawled. For example, to exclude the
/manual directory and all Perl CGl, set this field
to: Mmanual)|( \.pl( \?.%)?$) . Nessus
supports POSIX regular expressions for strimg
matching and handling, as well as Peidompatible
regular expressions (PCRE)

The maximum number of pages to crawl.

Limit the number of links Nessus will follow for
each start page.

If selected, Nessus will follow dynamic links and
may exceed the parameters set above.

Enables the options listed below.

If Nessus cannot login to the target via HTTP,
then do not run any web application tests.

This option will instruct Nessus to also use POST
requests for enhanced web form testing. By
default, the web application tests will only use
GET requests, unless this option is enabled.
Generally, more complex applications use the
POST method when a user submits data to the
application. This setting provides more thorough
testing, but may considerably increase tle time
required. When selected, Nessus will test each
script/variable with both GET and POST
requests. This setting provides more thorough
testing, but may considerably increase the time
required.

When performing web application tests, attempt
to bypass filtering mechanisms by injecting
content into a variable while supplying the same
variable with valid content as well. For example,
a normal SQL injection test may look like
[target.cgi?a='&b=2 . With HTTP
Parameter Pollution (HPP) enabled, the request
may look like/target.cgi?a='&a=1&b=2

Embedded web servers are often static and
contain no customizable CGlI scripts. In addition,
embedded web servers may be prone to crash or
become nonresponsive when scanned. Tenable
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Test more than one
parameter at a time per
form

Disabled

recommends scanning embedded web servers
separately from other web serversusing this
option.

This option manages the combination of
argument values used in the HTTP requests. The
default, without checking this option, is testing
one parameter at a time with an attack sting,
without trying non -attack variations for
additional parameters. For example, Nessus
would attempt

ltest.php?argl=XSS&b=1&c=1 where b and
c allow other values, without testing each
combination. This is the quickest method of
testing with the smallest result set generated.

This drop-down has four options:

Test random pairs of parameters § This form of
testing will randomly check a combination of
random pairs of parameters. This is the fastest
way to test multiple parameters.

Test all pairs of parameters (slow) ¢ This form of
testing is slightly slower but more efficient than
the one value test. While testing multiple
parameters, it will test an attack string,
variations for a single variable and then use the
first value for all other variables. For exanple,
Nessus would attempt
ltest.php?a=XSS&b=1&c=1&d=1 and then
cycle through the variables so that one is given
the attack string, one is cycled through all
possible values (as discovered during the mirror
process) and any other variables are given the
first value. In this case, Nessus would never test
for /test.php?a=XSS&h=3&c=3&d=3 when
the first value of each variable is 1.

Test random combinations of three or more
parameters (slower) i This form of testing will
randomly check a combination of three ormore
parameters. This is more thorough than testing
only pairs of parameters. Note that increasing
the amount of combinations by three or more
increases the web application testtime.

Test all combinations of parameters (slowest) §
This method of testingwill do a fully exhaustive
test of all possible combinations of attack strings
with valid input to variables. Where All-pairs
testing seeks to create a smaller data set as a
tradeoff for speed, all combinations makes no
compromise on time and uses a comple data
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set of tests. This testing method may take éong
time to complete.

Do not stop after first flaw is | Disabled This option determines when a new flaw is

found per web page targeted. This applies at the script level; finding
an XSS flaw will not disable searching for SQL
injection or header injection, but you will have at
most one report for each type on a given port,
unless thoroughtests is set. Note that several
flaws of the same type (e.g., XSS, SQLI, etc.) ma
be reported sometimes, if they were caught by
the same attack. The dropdown has four
options:

Stop after one flaw is found per web server
(fastest) g As soon as a flaw ifound on a web
server by a script, Nessus stops and switches to
another web server on a different port.

Stop after one flaw is found per parameter

(slow) g As soon as one type of flaw is found in a
parameter of a CGl (e.g., XSS), Nessus switches
the next parameter of the same CGl, or the next
known CGl, or to the next port/server.

Look for all flaws (slowest) g Perform extensive
tests regardless of flaws found. This option can
produce a very verbose report and is not
recommend in most cases.

URL for Remote File http://rfi.nessus.org/rfi.txt During Remote File Inclusion (RFI) testing, this

Inclusion option specifies a file on a remote host to use for
tests. By default, Nessus will use a safe file
hosted by Tenable for RFI testing. If the scanner
cannot reach the Internet, using an internally
hosted file is recommended for more accurate
RFI testing.

Maximum run time (min) 5 This option manages the amount of time in
minutes spent performing web application tests.
This option defaults to 60 minutes andapplies to
all ports and CGls for a given web site. Scanning
the local network for web sites with small
applications will typically complete in under an
hour, however web sites with large applications
may require a higher value.
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Settings / Assessment / W indows

The Windows options allow you to fine tune the scope of Windows scans.

Settings / Assessment / Windows

General Settings

| Request information about the SM& Domain

Enumerate Domain Users

Start UID 1000
The beginning of a range of IDs where Nessus will attempt to enumerate domain users
End UID 1200

The end of a range of IDs where Nessus will attempt to enumerate domain users

Enumerate Local Users

Start UID 1000

The beginning of a range of IDs where Nessus will attempt to enumerate local users

End UID 1200

The end of a range of IDs where Nessus will attempt to enumerate local users

Malware Files

Provide your own list of known  Add File
bad MD5 hashes:
Each line in the file must begin with an MDS hash, and can optionally be followed by a comma delimiter and a description, Blank lines and lines begin

Provide your own list of known  Add File
good MDS hashes:

Each line in the file must begin with an MD3 hash, and can optionally be followed by a comma delimiter and a description. Blank lines and lines begin|

Hasts file whitelist Add File

Abnormaliies in a Windows system’s hosts file indicate that it may have been compromised. This setting allows whitelisting entries in the hosts file th

Malware Settings

Disable DNS resolution

Checking this option will prevent Nessus from using the cloud to compare scan findings against known mahware.

Save Cancel

The following options affect the SMB scope for Windows targets.

Request information about the SMB Domain

Enabled | If the option Request information about the domain is set, then domain users will be
queried instead of local users.

Enumerate Domain Users

The Enumerate Domain Usersmenu specifies the SID range to use to perform a reverse
lookup on usernames on the domain. Thdefault setting is recommended for most scans.

The default values are 1000 forStart UID and 1200 for End UID.
Enumerate Local Users

The Enumerate Local Usersmenu ecifies the SID range to use to perform a reverse
lookup on local usernames. Thelefault setting is recommended.

The default values are 1000 forStart UID and 1200 for End UID.
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Malware Files

Provide your own list of
known bad MD5 hashes

Provide your own list of
known good MD5 hashes

Hosts file whitelist

Malware Settings

Disable DNS Resolution

Report

Additional known bad MD5 hashes can be uploaded via a text file that contains one MD5
hash perline.

It is possible to (optionally) add a description for each hash in the uploaded file. This is done
by adding a comma after the hash, followed by the description. If any matches are found
when scanning a target and a description was provided for the &sh the description will

show up inthe scan results. Standard hastdelimited comments (e.g., #) can optionally be usec
in addition to the comma-delimited ones.

Additional known good MD5 hashes can be uploadd via a text file that contains one MD5
hash per line.

It is possible to (optionally) add a description for each hash in the uploaded file. This is done
by adding a comma after the hash, followed by the description. If any matches are found
when scanninga target, and a description was provided for the hash, the description will
show up inthe scan results. Standard hastdelimited comments (e.g., #) can optionally be usec
in addition to the comma-delimited ones.

Nessus checks systentosts files for signs of a compromise (e.g., Plugin ID 23910 titled
Compromised Windows System (hosts File Check). This option allows you to upload a file
containing a list of hostnames that will be ignored by Nessus during a scan. Include one
hostname perline in a regular text file.

Checking this option will prevent Nessus from using the cloud to compare scan findings
against known malware.

The Report section affects report Processingand Output .

Settings / Report

Processing
Override normal verbosity

@' [ have limited disk space. Report as little information as possible

Report as much information as ‘ZT:’EI:":’
¥| Show missing patches that have been superseded
+ | Hide results from plugins initiated as a dependency
Qutput
¥ Allow users to edit scan results
Designate hasts by their DNS name
Display hosts that respond to ping

Display unreachable hosts

Save Cancel
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The Processingoptions affect the overall plugin information to be included in a report.

Processing

Override normal verbosity

Show missing patches that
have been superseded

Hide results from plugins
initiated as a dependency

Output

Allow users to edit scan
results

Designate hosts by their
DNS name

Display hosts that respond
to ping

Display unreachable hosts

Disabled

Enabled

Enabled

Enabled

Disabled

Disabled

Disabled

T1 have limited disk space. Report as little information as possible will
provide less information about plugin activity in the report to minimize
impact on disk space.

TReport as much information as possiblewill provide more information about
plugin activity in the report.

This option allows you to configure Nessus to include or remove superseded
patch information in the scan report.

If this option is checked, the list of dependencies is not included ithe report.
If you want to include the list of dependencies in the report, uncheck the box.

This feature allows users to delete items from the report when checked.
When performing a scan for regulatorycompliance or other types of audits,
uncheck this to show that the scan was not tampered with.

Use the host name rather than IP address for report output.

Select thisoption to specifically report on the ability to successfully ping a
remote host.

If this option is selected, hosts that did not reply to the ping request will be
included in the security report as dead hosts.
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Advanced

The Advanced section contains a wide variety of configuration options to offer more granular control of how the scanner

operates.

General Settings

¥ Enable safe checks
Stop scanning hosts that become unresponsive during the scan
Scan IP addresses in a random order

Performance Options

Slow down the scan when network congestion is detected
Network timeout (in seconds)
Max simultaneous checks per host 5
Max simultaneous hosts per scan 5
Max number of concurrent TCP sessians per host
Max number of concurrent TCP sessions per scan
Debug Settings

Log scan details to server

Logs the start and finish time for each plugin used during a scan to nessusd.messages.

Enable plugin debugging

Save

ailable debug logs from plugins to the vulnerability output of this scan.

5

General Settings

Enable Safe Checks

Stop scanning hosts that
become unresponsive during
the scan

ScanlP addresses in a random
order

Performance

Slow down the scan when
network congestion is detected

Enabled

Disabled

Disabled

Disabled

Enable Safe Checks disables all plugins that méwave an adverse effect
on the remote host.

If checked, Nessus will stop scanning if it detects that the host has
become unresponsive. This may occur if users turn off their PCs
during ascan, a host has stopped responding after a denial of service
plugin, or a security mechanism (e.g., IDS) has begun to block traffic t
a server. Continuing scans on these machines will send unnecessary
traffic across the network and delay the scan.

By default, Nessus scans a list of IP addresses in sequential order. If
checked, Nessus will scan the list of hosts in a random order. This is
typically useful in helping to distribute the network traffic directed a t
a particular subnet during large scans.

Before July 2013, this option worked on a persubnet basis. This
feature has since been enhanced to randomize across the entire targe
IP space.

Thisenables Nessus to detect when it is sending too many packets
and the network pipe is approaching capacity. If detected, Nessus
will throttle the scan to accommodate and alleviate the congestion.
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Network timeout (in seconds)

Max simultaneous checks per
host

Max simultaneous hosts per
scan

Max number of concurrent TCP
sessions per host

Max number of concurrent TCP
sessins per scan

Debug Settings

Log scan details to server

Enable plugin debugging

none

none

Disabled

Disabled

Once the congestion has subsided, Nessus wdlutomatically attempt
to use the available space within the network pipe again.

Set to five seconds by default. This is the time that Nessus will wait
for a response from a host unless otherwise specified within a plugin.
If you are scanning over a slow connection, you may wish to set this
to a higher number of seconds.

This setting limits the maximum number of checks a Nessus scanner
will perform against a single host at one time.

This setting limits the maximum number of hosts that a Nessus
scanner will scan at the same time.

This setting limits the maximum number of established TCP sessions
for asingle host.

This TCP throttling option also controls the number of packets per
second the SYN scanner will eventually send (e.g., if this option is se
to 15, the SYN scanner will send 1500 packets per second at most).

This setting limits the maximum number of established TCP sessions
for the entire scan, regardless of the number of hosts being scanned.

For Nessus scanners installed on Windows XP, Vista, 7, and 8 hosts,
this value must be set to 19 olless to get accurate results.

Logs the start and finish time for each plugin used during a scan to
nessusd.messages.

Attaches available debug logs from plugins to thevulnerability
output of this scan

To view your policies, click on thePolicies link from the Nessus home page.

Policies

All Palicies Name ¥

Advanced

Template

My Advanced Scan Palicy

My Basic AGENT Scan Policy

My Basic Network Scan Policy

Upload

Last Modified Type

01:03 PM Advanced

01:04 PM Template

01:03 PM Template

Scan > Credentials (Basic Network Scan Example)

However, the Agent Templates do not include the Credentials page.

o Agent Templates share many of same settings and options as the othé3cannerand Policy Templates.
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By usingCredentials, the Nessus scanner can be granted local access to scan the target system without requiring an agent. This
can facilitate scanning of a very large network tadetermine local exposures or compliance violationsAs noted, some steps of
policy creation may be optional. Once created, the policy will be saved with recommended settings. You can edit the wizard
options or any other aspect of the policy at any time.

There are several forms of authentication supported including but not limited to databases, SSH, Windows, network devices,
patch management servers, and various plaintext authentication protocols. For example, Nessus leverages the ability to log
into remote Unix hosts via Secure Shell (SSH); and with Windows hosts, Nessus leverages a variety of Microsoft
authentication technologies.

Note that Nessus also uses the Simple Network Management Protocol (SNMP) to make version and information queries to
routers and switches. In addition to operating system credentials, Nessus supports other forms of local authentication.

In Nessus 6.4, the following types of credentials are managed in th@redentials section of the policy:

1 Database, which includes MongoDB, Oracle, MSQL, DB2, PostgreSQL, and SQL Server
Rackspace Cloud Services, which includes Amazon Web Services (AWS) and Salesforce.com
Host, which includes Windows logins, SSH, and SNMPv3
Mobile Device Management

Patch Management servers

=A = =2 =4 =4

VMware, Red Hat Enterprise Mrtualization (RHEV),IBM iSeries, Palo Alto Networks PANOS, and directory
services (ADSI and X.509)

i1 Plaintext authentication mechanism including FTP, HTTP, POP3, and other services

Credentialed scans can perform any operation that a local user caperform. The level of scanning is dependent
on the privileges granted to the user account that Nessus is configured to use. The more privileges the scanner
has via the login account (e.g., root or administrator access), the more thorough the scan results.

Nessus allows multiple credentials in the same policy. To add credentials, click the addition sign for the appropriate typé o
credential. Nessus will accept an unlimited number of some types of credentials; these are marked with an infinity sign
Other credential types will display a numeric value indicating the remaining number of credentials of that type that can be
added to the policy.

The Credentials tab, pictured below, allows you to configure the Nessus scanner to use authentication credentialsugting
scanning. By configuring credentials, it allows Nessus to perform a wider variety of checks that result in more accurate scan
results.

Please note that Nessus will open several concurrent authenticated connections to carry out credentialed
auditing to ensure it is done in a timely fashion. Ensure that the host being audited does not have a strict accoun
lockout policy based on concurrent sessions.
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Cloud Services

Nessus supports threeCloud Services: Amazon AWS, Rackspace and Saleforce.com.

CREDENTIALS

+ Cloud Services

Amazon AWS

Rackspace

Salesforce.com

Amazon AWS

Users can selectAmazon AWS from the Credentials menu and enter credentials for compliance auditing an account in AWS.

Amazon AWS

AWS Access Key ID

AWS Secret Key

Option Description

AWS Access Key ID The AWS access key ID string.
AWS Secret Key AWS secret key that provides theauthentication for AWS Access Key ID.
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Amazon AWS Global Settings

Global Settings

Regions to access Rest of the World -

Credentials for the China (Beijing) Region cannot be used to access other regions, and vice versa
us-east-1
us-west-1
us-west-2
eu-west-1
ap-northeast-1
ap-southeast-1
ap-southeast-2
s3-east-1
us-gov-west-1

HTTPS [ )

Verify S5L Certificate v

Option Default Description
Regions to access Rest of the In order for Nessus to audit an Amazon AWS account, you must define the
World regions you want to scan. Per Amazon policy, you will need different credentials

to audit account configuration for the Chinaregion than you will for the Rest of
the World . Choosing he Rest of the World will open the following choices:

us-east-1
us-west-1
us-west-2
eu-west-1
ap-northeast-1
ap-southeast-1
ap-southeast-2
sa-east-1
us-gov-west-1

= = = = = = = =] =]

HTTPS Enabled Use HTTPS to access Amazon AWS.
Verify SSL Certificate | Enabled Verify the validity of the SSL digital certificate.

Pleasesee theNessus Compliance Checkslocument, under the Amazon AWS Compliance Capabilitysection for how to
configure permissions correctly.
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Rackspace

Rackspace

Username

Password or API Key

Authentication Method API-Keay -

Global Settings

Dallas-Fort Worth

Chicago (ORD)

MNorthern Virginia

London (LOM)

Sydney (SYD)

Hong Kong (HKG)

(DFW) o

(IAD) o

Username
Password or API Keys
Authentication Method

Global Settings

Username required to log in
Password or API keys associated with the username
Specify Passwordor API-Key from the drop-down

Location of Rackspace Cloud instance.
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Salesforce.com

Users can selectSalesforce.comfrom the Credentials menu. This allows Nessus to log in to Salesforce.com as the specified
user to perform compliance audits.

Salesforce.com

Username

Password

Username Username required to log in to Salesforce.com
Password Password associated with theSalesforcecom username
Database
CREDEMTIALS
- Database
Database
MongoDB

Nessus supportsDatabase authentication using PostgreSQL, DB2, MySQL QL Server, Oracle, andMongoDB.

Database

Username
Password

Database Type Qracle -
PostgreSQL
Datab: Port @
atabase Pol -
MySQL
Auth type
SQL Server

Oracle

SID

The Database credential menu is used to specify credentials, the type of database to be tested, and other relevant settings.
Note that some options will appear based on your selections.
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All databases will have a username and password.

Username The username for the database.
Password The password for the supplied username.
Database Type Nessus supports Oracle, SQL Server, MySQL, DB2, Informix/DRDA, and PostgreSQL.
Oracle
Database Port 1521 Port the database listens on.
Auth Type SYSDBA NORMAL, SYSOPER, and SYSDBA are supported.
SID none Oracle system ID that identifies a specific database.
PostgreSQL
Database Port 5432 Port the database listens on.
Database Name none
DB2
Database Port 50000 Port the database listens on.
Database Name none Name of the database, which is a required field.
MySQL
Option Default Description
Database Port 3306 Port the database listens on.
SQL Server
Database Port 1433 Port the database listens on.
Auth Type Windows Windows authentication or SQL Server authentication are supported.
Instance Name none Name of the SQL Server instance for auditing.
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MongoDB

MongoDB

Username

Username The username for the database.
Password The password for the supplied username.
Database Name of the database to audit.
Port Port the database listens on.

Host

Nessus supports three forms of host authentication:Windows , SNMPv3, andSecure Shell (SSH)

Windows

T h aVinflows credentials menu item has settings to provide Nessus with information such as SMB account name,
password, and domain nameNessus supports several different types of authentication methods for Windowsbased
systems:

1 The Lanman authentication method was prevalent on Windows NT and early Windows 2000 server deployments; it
is retained for backward compatibility.

I The NTLM authentication method, introduced with Windows NT, provided improved security over Lanman
authentication. The enhanced version, NTLMv2, is cryptographically more secure than NTLM and is the default
authentication method chosen by Nessus when attempting to log into a Windows server. NTLMv2 can make use of
SMB Signing.

1 SMB signing is a cryptograplit checksum applied to all SMB traffic to and from a Windows server. Many system
administrators enable this feature on their servers to ensure that remote users are 100% authenticated and part of a
domain. In addition, make sure you enforce a policy that randates the use of strong passwords that cannot be easily
broken via dictionary attacks from tools like John the Ripper and LOphtCracklt is automatically used by Nessus if it
is required by the remote Windows server. Note that there have been many diffeent types of attacks against
Windows security to illicit hashes from computers for re-use in attacking servers. SMB Signing adds a layer of
security to prevent these man-in-the-middle attacks.

1 The SPNEGO (Simple and Protected Negotiate) protocol providesiggle Sign On (SSO) capability from a Windows
client to a variety of protected resources via the use!
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with either NTLMSSP with LMv2 authentication or Kerberos and RC4 encryption. SPNEGO authenticabn happens
through NTLM or Kerberos authentication; nothing needs to be configured in the Nessus policy.

1 If an extended security scheme (such as Kerberos or SPNEGO) is not supported or fails, Nessus will attempt to log in
via NTLMSSP/LMv2 authentication. If that fails, Nessus will then attempt to log in using NTLM authentication.

1 Nessus also supports the use of Kerberos authentication in a Windows domain. To configure this, the IP address of
the Kerberos Domain Controller (actually, the IP address of the Vihdows Active Directory Server) must be
provided.

Server Message Block (SMB) is a filgsharing protocol that allows computers to share information across the network.
Providing this information to Nessus will allow it to find local information from aremote Windows host. For example, using
credentials enables Nessus to determine if important security patches have been applied. It is not necessary to modify other
SMB parameters from default settings.

The SMB domain field is optbnal and Nessus will be abled log on with domain credentials without this field. The username,
password, and optional domain refer to an account that the target machine is aware of. For example, given a username of
joesmith  and a password ofmy4x4mpl3 , a Windows server firstlooksfa t hi s username in the | oc
and then determines if it is part of a domain.

Regardlessof credentials used, Nessus always attempts to log into a Windows server with the following combinations:
1 Administrator without a password
1 Arandom username and password to test Guest accounts
1 No username or password to test null sessions

The actual domain name is only required if an account name is different on the domain from that on the computer. It is
entirely possible to have an Administraor account on a Windows server and within the domain. In this case, to log onto the
local server, the username of Administrator is used with the password of that account. To log onto the domain, the
Administrator username would also be used, but with thedomain password and the name of the domain.

When multiple SMB accounts are configured, Nessus will try to log in with the supplied credentials sequentially.
Once Nessus is able to authenticate with a set of credentials, it will check subsequent credenksasupplied, but only
use them if administrative privileges are granted when previous accounts provided user access.

Some versions of Windows allow you to create a new account and designate it as an administrator. These
accounts are not always suitable fo performing credentialed scans. Tenable recommends that the original
administrative account, named Administrator be used for credentialed scanning to ensure full access is
permitted. On some versions of Windows, this account may be hidden. The real admatiator account can be
unhidden by running a DOS prompt with administrative privileges and typing the following command:

C:\ > net user administrator /active:yes

If an SMB account is created with limited administrator privileges, Nessus can easily and securely scan multiple domains.
Tenable recommends that network administrators consider creating specific domain accounts to facilitate testing. Nessus
includes a vaiety of security checks for Windows Vista, Windows 7, Windows 8, Windows 2008, Windows 2008 R2,
Windows 2012, and Windows 2012 R2 that are more accurate if a domain account is provided. Nessus does attempt to try
several checks in most cases if no accoul provided.
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The Windows Remote Registry service allows remote computers with credentials to access the registry of the
computer being audited. If the service is not running, reading keys and values from the registry will not be
possible, even with fullcredentials. Please see the Tenable blog post title®ynamic Remote Registry Auditing-
Now you see i tformaorsinforngation. Thisesentite must be started for a Nessus credentialed scan
to fully audit a system using credentials.

Credentialed scans on Windows systems require that a full administrator level account be used. Several bulletins and
software updates by Microsoft have made reading the registry to determine software patch level unreliable without
administrator privileges, but not all of them. Nessus plugins will check that the provided credentials have full administratie
access to ensure they execute properlyFor example, full administrative access is required to perform direct reading of the
file system. This allows Nessus to attach to a computer and perform direct file analysis to determine the true patch level of
the systems being evaluagd.

Windows

Authentication method Password -

Username

Password

Domain

Option Description

Windows Authentication Options: Password, CyberArk, Kerberos, LM Hash, andNTLM Hash

Methods

Username The target systemAHs user name.

Password Password of the username specified.

Domain The Windows domain of the specified use

Global Settings

Global Settings

¥ Mever send credentials in the clear
¥ Do not use NTLMv1 authentication

Start the Remote Registry service during the scan

Enable administrative shares during the scan
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Never send credentials
in the clear

Do not use NTLMv1
authentication

Start the Remote
Registry service during
the scan

Enable administrative
shares during the scan

Enabled

Enabled

Disabled

Disabled

For security reasons, Windows credentials are not sent in the clear by default.

If the Do not use NTLMv1 authentication option is disabled, then itis

theoretically possible to trick Nessus into attempting to log into a Windows

server with domain credentials via the NTLM version 1 protocol. This provides
the remote attacker with the ability to use a hash obtained from Nessus. This has
can be potentially cracked to reveal a username or password. It may also be usec
to directly log into other servers. Force Nessus to use NTLMv2 by enabling the
Only use NTLMv2 setting at scan time. This prevets a hostile Windows server
from using NTLM and receiving a hash.

Because NTLMvL1 is an insecure protocol this option is enabled by default.

This option tells Nessus to start the Remote Registry sevice on computers being
scanned if it is not running. This service must be running in order for Nessus to
execute some Windows local check plugins.

This option will allow Nessus to access certain regtry entries that can be read
with administrator privileges.

Scans and PoliciesScans

56 of 151



CyberArk

CyberArk is a popular enterprise password vault that helps you manage privileged credentials. Nessus can get credentials

from CyberArk to use in a scan

* Windows

Authentication method

Username

Domain

Central Credential Provider Host

Central Credential Provider Port

Vault Username (optional)

Vault Password (optional)

Safe

Appld

Folder

Policyld

Use S5L v

Verify SSL Certificate

Option

Description

CyberArk Vault

Username
Domain

Central Credential Provider
Host

Central Credential Provider
Port
Vault Username (optional)

Valut Password (optional)

Safe

The target systentt s

This is an optional field if the above username is part of a domain

The CyberArk Central Credential Provider IP/DNS address

The port the CyberArk Central Credential Provider is listening on.

user name.

If the CyberArk Central Credential Provider is configured to use basic authentication
you can fill in this field for authentication.

If the CyberArk Central Credential Provider is configured to use basic authentication
you can fill in this field for authentication.

The safe on the CybeArk Central Credential Provider server that contained the
authentication information you would like to retrieve .
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Appld The Appld thathas been allocated permissions on the Cybekrk Central Credential
Provider to retrieve the target password.

Folder The folder on the CyberArk Central Credential Provider server that contains the
authentication information you would like to retrieve .

Policyld The PolicyID assigned to the credentials you would like to retrieve from the CybeArk
Central Credential Provider.

Use SSL If CyberArk Central Credential Provider is configured to support SSL through lIS$heck
for secure communication.

Verify SSL Certificate If CyberArk Central Credential Provider is configured to support SSL through 1IS and
you want to validate the certificate check this. Refer to custom_CA.inc documentation
for how to use selfsigned certificates.

Kerberos

Windows

Authentication method Kerberos -

Username

Password

Key Distribution Center (KDC)

KDC Port 88

KDC Transport tcp -

Domain

Password
Key Distribution
Center (KDC)

KDC Port

KDC Transport

Domain

none Like with other credentials methods, this is the user password on the target system.
This is a required field.

none This host supplies the session tickets for the user. This is a requirdild.

88 This option can be set to direct Nessus to connect to the KDC if it is running on a port

other than 88.

TCP Note that if you need to change the KDC Transport value, you may also need to change
the port as the KDC UDP useither port 88 or 750 by default, depending on the
implementation.

none The Windows domain that the KDC administers. This is a required field.
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LM Hash

* Windows

Authentication method LM Hash -

Username

Hash

Domain

Username none The target systemHAs user name.
Hash none Hashbeing utilized.
Domain none The Windows domain of the specified use
NTLM Hash
Windows

Authentication method MTLM Hash -

Username

Hash

Domain

Option Default Description

Username none The target systemHAs user name.

Hash none Hash being utilized.

Domain none The Windows domain mémet he specified us:

For details on how to set up aVindows system for local checks, seé\ppendix A § Setting up Credentialed Checks on
Windows Platforms.
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SNMPV3

Users can selectSNMPv3 settings from the Credentials menu and enter credentials for scanning systems using an encrypted
network management protocol.

These credentials are used to obtain local information from remote systems, including network devices, for patch auditing or
compliance checks. There is a field for entering the MPv3 user name for the account that will perform the checks on the
target system, along with the SNMPV3 port, security level, authentication algorithm and password, and privacy algorithm
and password.

If Nessus is unable to determine the community stringor password, it may not perform a full audit of the service.

~ SNMPv3

Username

Port 161

Security Level Authentication and privacy -
Authentication algorithm SHAL -

Authentication password

Privacy algorithm AES -

Privacy password

Username The username for a SNMPv3 based account.
Port Direct Nessus to scan a different port if SNMP is running on a port other than 161.
Security level Select thesecurity level for SNMP: authentication, privacy, or both.
Authentication algorithm Select MD5 or SHA1 based on which algorithm the remote service supports.
Authentication password The password for the username specified.
Privacy algorithm The encryption algorithm to use for SNMP traffic.
Privacy password A password used to protect encrypted SNMP communication.
SSH

On Unix systems and supported network devices, Nessus uses Secure Shell (SSH) protocol version 2 based programs (e.qg.,
OpenSSH,Solaris S$, etc.) for hostbased checks.

This mechanism encrypts the data in transit to protect it from being viewed by sniffer programs. Nessus supporfs/e types
of authentication methods for use with SSH: username and password, public/private keys,gltal certificates, and Kerberos.

1 Public Key
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Certificate
CyberArk Vault
Kerberos
Password

=2 =2 =4 =9

Users can selectSSH settingsfrom the Credentials menu and enter credentals for scanning Unix systems.

These credentials are used to obtain local information from remote Unix systems for patclauditing or compliance checks.

Non-privileged users with local access on Unix systems can determine basic security issues, such as patch leve
or entries in the /e tc/passwd file. For more comprehensive information, such as system configuration data or
file permissions across the entire system, an account with root privileges is required.

Global Settings

There are three Global Settings for SSH credentials that apply to allSSHAuthentication methods.

Global Settings
known_hosts file Add File
Preferred port 22
Client version OpenSSH_5.0

known_hosts file  none If an SSHknown_hosts file is available and provided as part of th&lobal Settings
of the scan policyin the known_hosts filefield, Nessus will only attempt to log into
hosts in this file.This can ensure that the same username and password you are usin
to audit your known SSH servers is not used toteempt a log into a system thatmay
not be under your control.

Preferred port 22 This option can be set to direct Nessus to connect to SSH if it is running on a port
other than 22.

Client version OpenSSH_5.0 Specifies which type of SSH client Nessus will impersonate while scanning.
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Public Key Encryption

SSH

Authentication method Public key -
Username
Private key Add File

Only RSA and DSA OpenSSH keys are supported
Private key passphrase
Elevate privileges with Mothing -

Public Key Encryption, alsoreferred to as asymmetric key encryption, provides a more secure authentication mechanism by
the use of a public and private key pair. In asymmetric cryptography, the public key is used to encrypt data and the private
key is used to decrypt it. The use gbublic and private keys is a more secure and flexible method for SSH authentication.
Nessus supports both DSA and RSA key formats.

Like Public Key Encryption, Nessus supportdRSA and DSA OpenSSH certificates. Nessus also requires the user certificate,
which is signed by a Certificate Authority (CA), and the user's private key.

Nessus supports the OpenSSH SSH public key format. Formats from other SSH applications, including PuTTY
and SSH Communications Securitymust be converted to OpenSSHoublic key format.

The most effective credentialed scans are when the supplied credentials have root privileges. Since many sites do not permit
a remote login as root, Nessus can invokeu, sudo , su+sudo ,dzdo,.k5login , orpbrun with a separate passwod for an
account that has been set up to haveu or sudo privileges. In addition, Nessus can escalate privileges on Cisco devices by
selectingCi s c o [forekblaginl efdt Kerberos logins. SSH Kerberos authentication is covered later in this section.

Thefigure below illustrates configuring sudo in conjunction with SSH keys follows. For this example, the user account is
audit, which has been added to théetc/sudoers file on the system to be scanned. The password provided is the password
for the audit account, not the root password. The SSH keys correspond with keys generated for the audit account:
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SSH

Authentication method Public key -

Username

Private key Add File

Only RSA and DSA OpenSSH keys are supported

Private key passphrase

Elevate privileges with sudo -

sudo user

sudo password

Location of sudo (directory)

Nessus supports theblowfish - cbc ,aes- cbc, andaes - ctr cipher algorithms. Some commercial variants of
SSH do not have support for the blowfish algorithm, possibly for export reasons. It is also possible to configure a
SSH server to only accept certain types of encryption. Check your SSH server to ensure therrect algorithm is
supported.

Nessus encrypts all passwords stored in policies. However, the use of SSH keys for authentication rather than SSH
passwords is recommended. This helps ensure that the same username and password you are using to audit yowown SSH
servers is not used to attempt a log in to a system that may not be under your control.

For supported network devices, Nessus will only su
connections.

If an account other thanroot must be used for privilege escalation, it can be specified under thEscalation account with the
Escalation password.
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Certificate

S5H

Authentication method

Username

User certificate

Private key

Private key passphrase

Elevate privileges with

Certificate -
Add File
Only RSA and DSA OpenSSH certificates are supported
Add File

Only RSA and DSA OpenSSH keys are supported

Mothing -

Username Username of the account which is being used for authentication on the host system.
User Certificate RSA or DSA Open SSH certificate file of the user.
Private Key RSA or DSA Open SSH key file of the user.

Private key passphrase | Passphrase of the Private Key.

Elevate privileges with Allows for increasing privileges once authenticated.
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CyberArk is a popular enterprise password vault that helps you manage privileged credentials. Nessus can get credentials
from CyberArk to use in a scan

* 5S5H

Authentication method Cyberfrk Vault -

Usemame

Central Credential Provider Host

Central Credential Provider Port

Vault Username (optional)

Vault Password (opticnal)

Safe

Appld

Folder

Policyld

Use 551 o

Verify SSL Certificate d

Username
Domain

Central Credential Provider
Host

Central Credential Provider
Port

Vault Username (optional)

Vault Password (optional)

The target systenHs user name.
This is an optional field if theabove username is part of a domain

The CyberArk Central Credential Provider IP/DNS address.

The port the CyberArk Central Credential Provider is listening on.

If the CyberArk Central Credential Provider is configured to use basic authentication
you can fill in this field for authentication.

If the CyberArk Central Credential Provider is configured to use basic authentication
you can fil in this field for authentication .
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Safe The safe on the CybeArk Central Credential Provider server that contained the
authentication information you would like to retrieve .

Appld The Appld that has been allocated permissions on the Cybekrk Central Credential
Provider to retrieve the target password.

Folder The folder on the CyberArk Central Credential Provider server that contains the
authentication information you would like to retrieve .

Policyld The PolicyID assigned to the credentials you wouldike to retrieve from the Cyber Ark
Central Credential Provider.

Use SSL If CyberArk Central Credential Provider is configured to support SSL through lISheck
for secure communication.

Verify SSL Certificate If CyberArk Central Credential Provider is configured to support SSL through IIS and
you want to validate the certificate check this. Refer to custom_CA.inc documentation
for how to use selfsigned certificates.

Kerberos

Kerberos, developed by MI THs Pr o]jteatuses Agsymmetriakey encsyptian poofodolelm t / s
symmetric encryption, the key used to encrypt the data is the same as the key used to decrypt the data. Organizations deploy

a KDC (Key Distribution Center) that contains all users and services that requir&erberos authentication. Users

authenticate to Kerberos by requesting a TGT (Ticket Granting Ticket). Once a user is granted a TGT, it can be used to

request service tickets from the KDC to be able to utilize other Kerberos based services. Kerberos usekeé CBC (Cipher
Block Chain) DES encryption protocol to encrypt all communications.

o Note that you must already have a Kerberos environment established to use this method of authentication.

The Nessusimplementation of Unix-based Kerberos authenticationfor SSH supports theaes-cbc and aes-ctr encryption
algorithms. An overview of how Nessus interacts with Kerberos is as follows:

1 End-user gives the IP of theKDC

1 nessusd askssshd if it supports Kerberos authentication

sshd says yes

nessusd requestsakKerberos TGT, along withlogin and password
Kerberos sends a ticket back tanessusd

nessusd givesthe ticket to sshd

= = =2 =4 =4

nessusd islogged in

In both Windows and SSH credentials settings, you can specify credentials using Kerberos keys from a remote
system.Note that there are differences in the configurations for Windows and SSH.
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S5H

Authentication method Kerberos -

Username

Password

Key Distribution Center (KDC)

KDC Port 88

KDC Transport tcp -
Realm

Elevate privileges with Nothing -

Username The target systemi#s user name.

Password Password of the username specified.

Key Distribution Center (KDC) This host supplies the session ticket$or the user.

KDC Port This option can be set to direct Nessus to connect to the KDC if it is running on a

port other than 88.

KDC Transport The KDC uses TCP by default in Unix implementations. For UDP, change this optior
Note that if you need to changethe KDC Transport value, you may also need to
changethe port as the KDC UDP uses either port 88 or 750 by default, depending or
the implementation.

Realm The Realmis the authentication domain, usually noted as the domain name of the
target (e.g., example.com).

Elevate privileges with Allows for increasing privileges once authenticated.

If Kerberos is used,sshd must be configured with Kerberos supportto verify the ticket with the KDC. Reverse DNS lookups
must be properly configured for this to work. The Kerberosinteraction method must be gssapi - with - mic .
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Password

- SSH

Authentication method

Username

Password (unsafe!)

Elevate privileges with

Password -

This password could be compromised if Nessus connects to a rogue S5H
server. This can be mitigated by providing Nessus with a known_hosts file in
the "Global Settings” section below.

MNothing A

The target systenfs user name.

Username
Password

Elevate privileges with

Miscellaneous

Password of

the usernamespecified.

Allows for increasing privileges once authenticated.

-

Miscellaneous

ADSI

IBM iSeries

Palo Alto Networks PAN-0S

RHEV

VMware ESX SOAP AP|

VMware vCenter SOAP API

X.509
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ADSI

ADSI requires the domain controller information, domain, and domain admin and password:

Domain Contraller
Domain

Demain Admin

Domain Password

TADSI allows Nessus to query an ActiveSync server to determine if any Android or iO®ased devices are connected. Using
the credentials and server information, Nessus authenticates to the domain controller (not the Exchange server) to directly
query it for device information. This feature does not require any ports be specified in the scan policy. These settings are
required for mobile device scanning.

Domain Controller Name of the domain controller for ActiveSync
Domain Name of the Windowsdomain for ActiveSync
Domain Admin Domain admi nAs user name
Domain Password Domain adminid password

Nessus supports obtaining the mobile information from Exchange Server 2010 and 2013 only; Nessus cannot
retrieve information from Exchange Server 2007.

IBM iSeries
IBM iSeries only requires an iSeries username and password:
IBM iSeries

Username

Password
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Palo Alto Networks PAN -OS

Palo Alto Networks PAN-OS requires a PANOS username and password as well as the management port. Additionally, you
can verify the SSL certificate:

* Palo Alto Networks PAN-0S

Username

Password

Port 443
HTTPS [ )
Verify SSL Certificate v

RHEV (Red Hat Enterprise Virtualization)

RHEYV requires username, password, and network port. Additionally, you can provide verification for the SSL certificate:

RHEV
Username
Password
Port 443
Verify SSL Certificate v

Username none Username to login to the RHEV server. This is@quired field.

Password none Username to the password to login to the RHEV server. This is a required field.
Port 443 Port to connect to the RHEV server.

Verify SSL Enabled Verify that the SSL certificate for the RHEV server is valid.

Certificate
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VMware ESX SOAP API

Access to VMware servers is available through its native SOAP API. VMware ESX SOAP API allows you to access the ESX
and ESXi servers via username and password. Additionally, you have the option of not enabling SSL certificate verifioati

VMware ESX SCAP API

Username

Password

Do not verify SSL Certificate

Username none Username to login to the ESXi server. This is a required field.

Password none Username to the password to login to the ESXi server. This is a required field.
Do not verify SSL Disabled Do not verify that the SSL certificate for the ESXi server is valid.

Certificate

VMware vCenter SOAP API

VMware vCenter SOAP API allows you to access vCenter. This requires a username, password, vCenter hosthame, and
vCenter port. Additionally, you can require HTTPSand SSL certificate verification:

VMware vCenter SOAP AP|

vCenter Host

vCenter Port 443
Username

Password

HTTPS [ )
Verify SSL Certificate v

vCenter Host none Name of the vCenter host. This is a required field.

vCenter Port 443 Port to access the vCenter host.

Username none Username to login to the vCenterserver. This is a required field.

Password none Username to the password to login to the vCenter server. This is a required field.
HTTPS Enabled Connect to the vCenter via SSL.

Verify SSL Enabled Verify that the SSL certificate for the ESXi server is valid.

Certificate
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Note that by default, local ESXi users are limited to Rea@nly roles. Using such an account will result in a 21745
error. Either an administrative account or one with Global-> Settings permission must be used to facilitate this
audit. Credentials for the ESX SOAP API can be supplied when creating a new policy.

X.509

For X.509, you will need to supply the client certificate, client private key and its corresponding passphrasand the trusted
Certificate Authority#as (CA) digital <certificate:

X509
Client certificate Add File
Client key Add File
Password for key
CA certificate to trust Add File

Mobile

For Apple Profile Manager API Settings, AirWatch API Settings , Good MDM Settings, andMobilelron host devices do not
need to be scanned directly to obtain information about them. The Nessus scanner must be able to reach the mobile device
management (MDM) server to query it for information. When either of these options is configured, the scan policyaes not
require a target host to scan; you can targetocalhost  and the policy will still reach out to the MDM server for information.

AirWatch
AirWatch allows Nessus to query theAirWatch API, using the specified credentials and API keyo gather information about

the mobile devices it managesThis feature does not require any ports be specified in the scan policy. Optionally,
communications over SSL can be specified, as well as verifyitige SSL certificate.

AirWatch

Airwatch Environment API URL

Part 443
Username

Password

API Key

HTTPS [ )

Verify SSL Certificate
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ArWatch Environment none
API URL

Port 443
Username none
API Key none
HTTPS Enabled
Verify SSL Certificate Enabled

Apple Profile Manager

This is the URL for accessing the server's API. This is a required field.

Default port for Nessus to communicate with AirWatch.

Username for accessing AirWatch. This is a required field.

API key for accessing AirWatch. This is a required field.

Access AirWatch over HTTPS instead of HTTP. This will encrypt the connection.

Verify that the SSL certificate is valid.

TApple Profile Manager allows Nessus to query an Apple Profile Manager server to enumerate Apple iOBased devices (e.g.,
iPhone, iPad) on the network. Using the credentials and server infonation, Nessus authenticates to the Profile Manager to
directly query it for device information. Optionally, communications over SSL can be specified, as well as directing the sento
force a device information update (i.e., each device will update itsformation with the Profile Manager server).

Apple Profile Manager

Server

Port 443
Username

Password

HTTPS ()
Verify SSL Certificate v

Global Settings

Force device updates v

Device update timeout (minutes) 3

Server none
Port 443
Username none
API Key none
HTTPS Enabled
Verify SSL Certificate Enabled

Name of Apple Profile Manager server. This is a required field.

Default port for Nessus to check for Apple Profile Manager.

Username foraccessing Apple Profile Manager. This is a required field.
API key for accessingApple Profile Manager. This is a required field.

AccessApple Profile Manager over HTTPS instead of HTTP. This will encrypt the
connection.

Verify that the SSL certificate is valid.
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Global settings for the Apple Profile Manager are:

Force Device Updates Enabled @ This forces the Apple Profile Manager to run updates.
Device update timeout 5 This is the timeout value in minutes for the Apple Profile Manager to update.
(minutes)

Good MDM

TGood MDM allows Nessus to querya Good server to enumerate mobile devices on the network. Using the credentls and
server information, Nessus authenticates to the Good server to directly query it for device information. Optionally,
communications over SSL can be specified as well as strict SSL certificate verification.

Good MDM

Server

Domain
Username

Password

HTTPS [ )

Verify SSL Certificate b

Option Default Description

Server none Name of Good MDM server. This is a required field.

Port none Default port for Nessus to check for Good MDM.

Domain none Domain for Good MDM

Username none Username for accessing Apple Profile Manager. This is a required field.

Password none Passwordfor the previously supplied username.

HTTPS Enabled | AccessApple Profile Managerover HTTPS instead of HTTP. This will encrypt the
connection.

Verify SSL Certificate Enabled | Verify that the SSL certificate is valid.

Mobilelron

TMobilelron allows Nessus to query a Mobilelron server to enumerate any attached mobile devices (e.g., iPhone, iPad, HTC,
BlackBerry, Android). Using the credentials and server information, Nessus uses authenticated API calls to query the server
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for device informatio n. Optionally, communications over SSL can be specified, as well as directing the server to verify the SSL
certificate for enhanced security.

Mobilelron

Mobilelron VSP Admin Portal
URL

Mobilelron Port 443
Username

Password

HTTPS .
Verify SSL Certificate v

Mobilelron VSP Admin none URL for accessing the MobilelronvVSP Admin Portal This is a required field.

Portal URL

Port 443 Default port for Nessus to check for Mobilelron.

Username none Username for accessing Mobilelron. This is a required field.

Password none Password for the previously supplied username.

HTTPS Enabled = AccessApple Profile Managerover HTTPS instead of HTTP. This will encrypt the
connection.

Verify SSL Certificate Enabled | Verify that the SSL certificate is valid.

Patch Management

Nessus Managerand Nessus Cloudcan leverage credentials forthe Red Hat Network Satellite ,IBM TEM, Dell KACE 1000,
WSUS, andSCCM patch management systems to perform patch auditing on systems for whichredentials may not be
available to the Nessus scanner. Options for these patch management systems can be found under Credentials in their
respective drop-down menus:Symantec Altiris , IBM Tivoli Endpoint Manager (BigFix), Red Hat Satellite Server, Microsoft
SCCM, Dell KACE K1000, andMicrosoft WSUS.

IT administrators are expected to manage the patch monitoring software and install any agents required by the
patch management system on their systems
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Dell KACE K1000

IBM Tivoli Endpoint Manager (BigFix)

Microsoft SCCM

Microsoft WSUS

Red Hat Satellite Server

Symantec Altiris

Dell KACE K1000

KACE K1000 is available from Dell to manage the distribution of updates and hotfixes for Linux, Windows, and Mac OS X
systems.Nessusand SecurityCenter havethe ability to query KACE K1000to verify whether or not patches are installed on
systems managedby KACE K1000 and display the patch information through the Nessus or SecurityCenter GUI.

1 If the credential check sees a system but it is unable to authenticate against the system, it will use the data obtained
from the patch management system to perform he check. If Nessus is able to connect to the target system, it will
perform checks on that system and ignore KACE K1000 output.

I The data returned to Nessus byKACE K1000is only as current as the most recent data that th&KACE K1000 has
obtained from its managed hosts.

KACE K1000 scanning is performed using four Nessus plugins:
1 kace_k1000_get _computer_info.nbin (Plugin ID 76867)
1 kace_k1000_get missing_updates.nbin (Plugin ID 76868)
1 kace_k1000 _init_info.nbin (Plugin ID 76866)
1 kace_k1000_report.nbin (PluginlD 76869)

Credentials for the Dell KACE K1000 system must be provided for K1000 scanning to work properly. Under theCredentials
tab, selectPatch Management and then Dell KACE K1000:

Dell KACE K1000
Server k1000.example.org
Database Port 3308
QOrganization Database Name ORG1

Database Username Rl

Database Password
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Server none KACE K1000 IP address osystem name. This is a required field.

Database Port 3306 Port the K1000 database is running on (typically TCP 3306).

Organization ORG1 The name of the organization component for the KACE K1000 database. This
Database Name component will begin with the letters ORG and end with a number that

corresponds with the K1000 database username.

Database Username | none Username required to log into the K1000 database. R1 is the default if no user is
defined. The username will begin with the letter R. This usernamwill end in the
same number that represents the number of the organization to scan. This is a
required field.

K1000 Database none Password required to authenticate the K1000 Database Username. This is a
Password required field.

IBM Tivoli Endpoint  Manager (BigFix)

Tivoli Endpoint Manager (TEM) is available from IBM to manage the distribution of updates and hotfixes for desktop
systems.Nessusand SecurityCenter havethe ability to query TEM to verify whether or not patches are installed on systems
managed byTEM and display the patch information.

1 If the credential check sees a system but it is unable to authenticate against the system, it will use the data obtained
from the patch management system to perform the check. If Nessus is able to connect tbe target system, it will
perform checks on that system and ignore TEM output.

I The data returned to Nessus byTEM s only as current as the most recent data that th&F'EM server has obtained
from its managed hosts.

TEM scanning is performed using five Nesus plugins:
1 Patch Management: Tivoli Endpoint Manager Computer Info Initialization (Plugin ID 62559)
1 Patch Management: Missing updates from Tivoli Endpoint Manage(Plugin ID62560)
1 Patch Management: IBM Tivoli Endpoint Manager Server Settings (Plugin [B2558)
1 Patch Management: Tivoli Endpoint Manager Report (Plugin ID 62561)
1 Patch Management: Tivoli Endpoint Manager Get Installed Packages (Plugin ID 65703)
Credentials for the IBM Tivoli Endpoint Manager server must be provided for TEM scanning to work properly.

In the Credentials menu, selectPatch Management: IBM Tivoli Endpoint Manager Server (BigFix) from the Plugin drop-
down menu:
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IBM Tivoli Endpoint Manager (BigFix)

Web Reports Server bigfix.example.org

Web Reports Port 52311

Web Reports Username admin

Web Reports Password FEININNNNNNNININNS

HTTPS .

Werify SSL Certificate v

Web Reports Server None Name of IBM TEM Web Reports Server

Web Reports Port none Port that the IBM TEM Web Reports Server listens

Web Reports Username none Web Reports administrative username

Web Reports Password none Web Reports administrativeu s er name s passwor d
HTTPS Enabled If the Web Reports service is using SSL

Verify SSL certificate Enabled Verify that the SSL certificate is valid

Package reporting is supported by RPMbased and Debianbased distributions that IBM TEM officially supports. This
includes Red Hat derivatives such as RHEL, CentOS, Scientific Linux, and Oracle Linux, as well as Debian and Ubuntu. Other
distributions may also work, but unless officially supported by TEM, there is no support available.

For local check pugins to trigger, only RHEL, CentOS, Scientific Linux, Oracle Linux, Debian, and Ubuntu are supported. The
plugin Patch Management: Tivoli Endpoint Manager Get Installed Packagesust be enabled.

In order to use these auditing features, changes must be madto the IBM TEM server. A custom Analysis must be imported
into TEM so that detailed package information will be retrieved and made available to Nessus. This process is outlined below.
Before beginning, the following text must be saved to a file on the T system, and named with abes extension:

<?xml version="1.0" encoding="UTF - 8"?>
<BES xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance"
xsi:noNamespaceSchemalocation="BES.xsd">
<Analysis>
<Title>Tenable</Title>
<Description>This analysis provides Nessus with the data it needs for
vulnerability reporting. </Description>
<Relevance>true</Relevance>
<Source>Internal</Source>
<SourceReleaseDate>2013 - 01- 31</SourceReleaseDate>

<MIMEField>
<Name>x fixlet - modification - time</Name>
<Value>Fri, 01 Feb 2013 15:54:09 +0000</Value>
</MIMEField>

<Domain>BESC</Domain>
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<Property Name="Packages - With Versions (Tenable)" ID="1"><![CDATA[if
(exists true whose (if true then (exists debianpackage) else false)) then
unique values of (name of it & "|" & version of it as string & "|" & "deb" &

"|" & architecture of it & "|" & architecture of operating system) of packages
whose (exists version of it) of debianpackages else if (exists true whose (if
true then (exists rpm) else false)) then unique values o f(nameof it & "|" &
version of it as string & "|" & "rpm" & "|" & architecture of it & "|" &
architecture of operating system) of packages of rpm else "<unsupported>"
]]></Property>
</Analysis>
</BES>

Open the TEM Console and log in:

Login to Tivoli Endpoint Manager [ ]
Server: http://RE-TEM. tenablerelab.com: 5231
User name: | username

Tivoli Endpoint Manay
Version 8.2

Licensed Matarials - Property af [8M Gorp. & Gopyright I8k Garp. 2001, 2011. All Fights. Reserved. 1M, the IBM ogo, and BigFix are
trademarks o jon in the United States, other countries, or both. T =
written by thi a a y 1BM. Such code includes woecompat (Gopyri

Use of weec: G e v 2.1. Additional details regarding s

including modfications

the NOTIGES file(s) for this saftware:

Lrstart| | 2 Mm@ 2 * | () nivol Endpoint Manager ...

Once authenticated, click on theFile menu item, and thenl mp or t |




B Tivoli Endpoint Manager Console

File Edit Wiew Go Tools Help

57 Import... Show Hidden Content +™

e
=

i =%, Export...

Preferences...

Change Password. ..

Exit
—_é Potential Issues (1)
—-é BES Deployment Upgrade (18)
% BES Component Management (42)
= )

Locate the.bes file that contains the configuration details and clickOpen:

kb Import E
.
(_) (_) |E| - Admin = Documents = - m ISE._=.|-.;|-. E‘]
Organize * {= Views ~  New Folder (7]
Favorite Links == | -| Date modified | +| Type | -] size | -] Tac
| Add-in Express 1/24/2013 1:03PM  File Folder
Bl Desktop @) My Music 7/12/2012 4:49PM  File Folder
M Computer [} My Pictures 7122012 :99PM  File Folder
!}:l Documents [} My Videos 7/12/2012 :49PM  File Folder
!E Pictures Tenable.bes 013 5:01PM  BES File
!p Music

[#f Recently Changed
Searches

Public

Folders ~ 4 | LI

File name: ITenable.bes j IBES Files (" bes) j

Cpen




When the Create Analysisdialog opens, clickOK:

I Create Analysis M=] B3
Name: |Tenable Createinsite:  |Master Action Site =]
intion |Propa'hes| R.eleva"roel Create in domain: IAJI Content j
| A Ssls 1u|ci|(E#|c =287 8
=
Description
This analysis provides Messus with the data it needs for vulnerability reporting.
® Click here to activate this analysis.
-

v automatically activate this analysis after it is created.

Qjctivate QuDeactivate | Edit |£Export | Hice Loczlly Hide Globaly | € Remove

This analysis has been locally hidden.

Description |De13is| Results | Applicable Computers (7) |

Description

This analysis provides Messus with the data it needs for vulnerability reporting.

® Click here to deactivate this analysis.

After these steps are completed, it may take some time (depending on your network and report schedule) for the Analysis to
fully populate. You can view theApplicable Computers count on the tab seen above to see how mangomputers have so far
reported during a scan.
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Microsoft SCCM

Microsoft System Center Configuration Manager (SCCM) is available to manage large groups of Windovised systems.
Nessushasthe ability to query the SCCMserviceto verify whether or not patche s are installed on systems managed by
SCCMand display the patch information through the Nessus or SecurityCenter GUI.

1 If the credentialed check sees a system but it is unable to authenticate against the system, it will use the data
obtained from the patch management system to perform the check. If Nessus is able to connect to the target system,
it will perform checks on that system and ignore SCCM output.

1 The data returned by SCCM is only as current as the most recent data that the SCCM server has obtainigdm its
managed hosts.

1 Nessus connecsto the server that is running the SCCMsite (e.g.credentials must bevalid for the SCCMservice,
meaning an admin account in SCCM with the privileges to query all the data in the SCCM MMCThis server may
also run the SQLdatabase, or the databaseas well as theSCCMrepository can be on separate serversWhen
leveraging this audit, Nessus mustonnect to the SCCM Servernot the SQLor SCCMserver if they areon a
separate box.

o Nessus SCCM patch managend plugins support SCCM 2007 and SCCM 2012

SCCM scanning is performed using four Nessus plugins:
1 Patch Management: SCCM Server SettinggPlugin ID57029)
1 Patch Management: Missing updates from SCCNPIlugin ID 57030)
Patch Management: SCCM Computer Infdnitialization(Plugin ID 73636)
1 Patch Management: SCCM Report(Plugin ID 58186)

Credentials for the SCCM system must be provided for SCCM scanning to work properly. Under th€redentials tab, select
Patch Management and then Microsoft SCCM:

Microsoft SCCM
Server scom.example.org
Domain example.org
Username administrator
PESSWOrd SRR RRRRRRRRES

Server SCCM IP address or system name

Domain The domain the SCCM server is a part of
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Username SCCM admin username

Password SCCM admin password

Microsoft WSUS

Windows Server Update Services (WSUS) is available from Microsoft to manage the distribution of updates and hotfixes for
Microsoft products. Nessusand SecurityCenter havethe ability to query WSUSto verify whether or not patches are
installed on systemsmanaged byWSUSand display the patch information through the Nessus or SecurityCenter GUI.

1 If the credential check sees a system but it is unable to authenticate against the system, it will use the data obtained
from the patch management system to performthe check. If Nessus is able to connect to the target system, it will
perform checks on that system and ignore WSUS output.

I The data returned to Nessus by WSUS is only as current as the most recent data that the WSUS server has obtained
from its managed losts.

WSUS scanning is performed using three Nessus plugins:
1 Patch Management: WSUS Server SettingéPlugin ID 57031)
1 Patch Management: Missing updates from WSU$PIugin ID 57032)
1 Patch Management: WSUS Report (Plugin ID 58133)

Credentials for the WSUS sysem must be provided for WSUS scanning to work properly. Under th&redentials tab, select
Patch Management and then Microsoft WSUS:

Microsoft WSUS

Server wsus.example.org
Port 8530
Username admin

Password ssssssssEBEEBBRRES

HTTPS [ )

Werify SSL Certificate v

Server None WSUS IP address or system name

Port 8530 Port WSUS is running on (typicallyTCP 80 or 443)
Username none WSUS admin username

Password none WSUS admin password

HTTPS Enabled If the WSUS service is using SSL

Verify SSL certificate Enabled Verify that the SSL certificate is valid
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Red Hat Network Satellite

Red Hat Satellite is asystems management platform for Linuxbased systems. Nessus has the ability to query Satellite to
verify whether or not patches are installed on systems managed by Satellite and display the patch information.

Although not supported by Tenable, the RHN Sat#ite plugin will also work with Spacewalk Server, the Open Source
Upstream Version of Red Hat Satellite. Spacewalk has the capability of managing distributions based &ed Hat (RHEL,
CentOS, Fedora) and SUSE. Tenable supports the Satellite server for Rddt Enterprise Linux.

1 If the credential checksees a systembut it is unable to authenticate against the system, it will use the data obtained
from the patch management system to perform the check. If Nessus is able to connect to the target systemyiil
perform checks on that system and ignore RHN Satellite output.

I The data returned to Nessus byRHN Satelliteis only as current as the most recent data that theSatellite server has
obtained from its managed hosts.

Satellite scanning is performed usindgive Nessus plugins:
I Patch Management: Patch Schedule From Red Hat Satellite Server (Plugin ID 57066)

Patch Management: Red Hat Satellite Server Get Installed Packages (Plugin ID 57065)

1 Patch Management: Red Hat Satellite Server Get Managed Servers (57064
1 Patch Management: Red Hat Satellite Server Get System Information (Plugin ID 57067)
I Patch Management: Red Hat Satellite Server Settings (Plugin ID 57063)

Red Hat Satellite 6 Server

Red Hat Satellite 6 Server

Satellite server

Port 443
Username

Password

HTTPS (]
Verfy SSL Certificate v

Satellite server none RHN Satellite IPaddress or system name
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Port 443 Port Satellite is running on (typically TCP 80 or 443)
Username none Red Hat Satellite username

Password none Red Hat Satellite password

HTTPS Enabled

Verify SSL Certificate Enabled Verify that the SSL certificate isvalid

Red Hat Satellite 5 Server

Red Hat Satellite 5 Server

Satellite server

Port 443
Username

Password

Werify SSL Certificate B

Satellite server none RHN Satellite IP address or system name

Port 443 Port Satellite is running on (typically TCP 80 or 443)
Username none Red Hat Satellite username

Password none RedHat Satellite password

Verify SSL Certificate Enabled Verify that the SSL certificate is valid

Symantec Altiris

Altiris is available from Symantec to manage the distribution of updates and hotfixes for Linux, Windows, and Mac OS X
systems.Nessusand SecurityCenter havethe ability to use the Altiris APIto verify whether or not patches are installed on
systems managed byAltiris and display the patch information through the Nessus or SecurityCenter GUI.

1 If the credential check sees a system but it is unable to authenticate against the system, it will use the data obtained
from the patch management system to perform the chek. If Nessus is able to connect to the target system, it will
perform checks on that system and ignore Altiris output.

1 The data returned to Nessus byAltiris is only as current as the most recent data that thé\ltiris has obtained from its
managed hosts.
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1 Nessus connecsto the Microsoft SQL server that is running on the Altiris host (e.g.credentials must bevalid for the
MSSQLdatabase, meaning adatabaseaccount with the privileges to query all the data in theAltiris MSSQL
database). The databaseserver may be run on a separate host from the Altiris deploymentwWhen leveraging this
audit, Nessus mustconnect to the MSSQL databasenot the Altiris server if they are on a separate box.

Altiris scanning is performed using four Nessus plugins:
1 symantec altiris_get _computer_infanbin (Plugin ID78013)
1 symantec_altiris_get _missing_updatesbin (Plugin ID78012)

symantec_altiris_init_info.nbin (Plugin ID78011)

=

symantec_altiris_report.nbin (Plugin ID78014)

=

Credentials for the Altiris Microsoft SQL (MSSQL) database must be provided for Altiris scanning to work properly.
Under the Credentials tab, selectPatch Management and then Symantec Altiris :

Symantec Altiris

Server re-altiris-cms.example.com
Database Port 5690

Database Mame Symantec_CMDE

Database Username shadow

Database Password

Use Windows Authentication

Server none Altiris IP address or systemname. This is a required field.

Database Port 5690 Port the Altiris database is running on (Typically TCP 5690)

Database Name Symantec_ CMDB The name of the MSSQL database that manages Altiris patch
information.

Database Username None Username requiredto log into the Altiris MSSQL database. This is a
required field.

Database Password none Password required to authenticate the Altiris MSSQL database. This is
a required field.

Use Windows Disabled Denotes whether or not to use NTLMSSP foicompatibility with older

Authentication Windows Servers, otherwise it will use Kerberos

To ensure Nessus can properly utilize Altiris to pull patch management information, it must be configured to do so.
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Symantec Management Console Configuration Settings

| to the Sy C |

Step 1 - Discover A

Show all

L@ Dpiscover Computers...

Plv

m Discovered Computers

Discovered computers:
New in the last 5 days:

o Name
o

Wb alt-susell

bl RE-ALTIRIS-CMS
w8l RE-AMS-DC

W TENAUTIRIS-W7
ol alt-cents

ol alt-rhels

Al RE-ALTIRIS-SMS

Step 2 - Rollout Agent A

G4F Rollout Agent...

Management Agent installed:
Unmanaged computers:
Total:

Al altiris-cent1
Al RE-AMS-SERVER
Al linux-dsx5

Step 3 - Gather Inventory.

% Collect Inventory...

Inventory collected:
No inventory collected:
Not collected in last 30 days:

Step 4 - Schedule Patch Management

Advanced Help Topics
s Schedule Patch...

@ knowledge base

Date found
9/11/2014 7:16:01 AM
8/4/2014 11:32:09 AM
8/4/2014 11

157 PM

8/11/2014 8t

101 AM
9/16/2014 11:06:41 AM
9/17/2014 10:00:03 AM
8/4/2014 1:23:58 PM
9/3/2014 §:45:04 AM
8/4/2014 1:23:58 PM
9/5/2014 11:15:01 &M

|\ Planning, design and implementation guide

Total computers: 10

1 Management Agent Installed
w Inventory Collected
Import Microsoft Active Directory

Import Domain Membership/WINS
Network Discovery

Autematic rollout to newly discovered computers

Collect Inventory

Solution Licensing
Selution Version
Agentless Inventory 7.5.3219.0

Altiris Deployment Solution 7.5 7.5.3219.0

Altiris Patch Management Solut 7.5.3219.0

Altiris Real-Time System Mana: 7.5.3219.0

Altiris Software Management S 7.5.3219.0

Inventory Solution

7.5.3251.0

peanywhere Solution 12.5.8556.0

|1 migration guide

From the dashboard (shown above), click osettings and then Database Settings:

¥

anag
Console

Settings = MNotification Server + Database Settings

Used/Total
0/20
s/20
/20
1
o/20
6/20

o/z0

Expires

316 days
316 days
316 days
316 days
316 days
316 days

316 days

u’ Database Settings

Configure the Notification Server database.

Genarsl Reports

Database Server

5QL server name: [RE-ALTIRIS-CMS\CMS0

If you did not install SQL Server as the default 'instance’, then when specifying the server you need to use the following format: servernamelinstancename.

Database Credentials

® Uze application credentials
O Use SQL Login

Login ID:

Password:

Confirm password:

Database Name

) Create new database: |Symantec_CMDE
1600 seconds

Command timeout:

@gse existing database: | Symantec CMDE hd I]Btahase

Save changes || Cancel
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Ensure that the SQL server name is set and that a database is selected. Next, configure the Microsoft SQL Server:

<+ Microsoft SQL Server Management Studio

EEEII YL LY

Comnect~ #3 31 m ¥ 2] B
=] LB RE-Altiris-CMS\CMS0 (SQL Server 10.50.1600 - TENALTIRIS
[ Databases
(3 security
[ Server Objects
(23 Repiication
[C3 Management

E Server Properties - RE-Altiris-CMS\CMS0
File Edit View Debug Tools Window Community ESSEEEFE

Server:
RE-Altiris-CMS\CMS0

Connection:
TENALTIRIS\Administrator
3 View connection properties

Ready

Default connection options:

] implicit transactions
[] cursor close on commit
] ansi wamings

] ansi padding

] ANSI NULLS

¥ Allow remote connections to this server
Remote query timeout (in seconds, 0 = no timeout):
[600 =

r

Require

& Corfigured values

Under Connections, Allow remote connections to this server must be selected. Next, navigate to thBermissions tab:

E.. Microsoft SQL Server Management Studio
File Edit View Debug Tools Window Community |
P SlNewquery | [y | [y | 5 &5 | )

Comnect> 4} H m T 2] B

= LB RE-Altiris-CMS\CMSO0 (SQL Server 10,50, 1600 - TENALTIRIS
[ Databases
B [ Security
[ Server Objects
[ Replication
[Z3 Management

o
Selecta page | S5 Seript ~ [} Help
4% Memory
147 Processors Logins or roles: &!
g Secuty R | Tye (|
E? Detabase Seftings [ ##MS_SmoExtendedSigningCertificates#t Login
3 Advanced [A #8MS_SQLAuthenticatorCertficate## Login
4 Pemissions [® ##MS_SQLRepiccationSigningCertficate# Login
[&  ##MS_SQLResourceSigningCertficate# Login
[A  BUILTIN\Users Login
[A& | NTAUTHORITN\SYSTEM Login
[ NT SERVICE\MSSQLSCMSO Login
TENALTIRIS\Administrator Login
&
TENALTIRIS\Domain Admins Login 1=
&
~
Pemissions for research:
Pemsson
Seiiiei: CONNECT SQL
RE-Atiis CMS\CMSD VIEW ANY DATABASE
Connection:
TENALTIRIS\Administrator
37 View connection properties
Ready

Configure the account that Nessus will use withCONNECT SQLand VIEW ANY DATABASE credentials.
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Scanning With Multiple Patch Managers

If multiple sets of credentials are supplied to Nessus for patch management tools, Nessus will use all of them. Available
credentials are:

Credentials supplied to directly authenticate to the target
IBM TEM

Microsoft WSUS

Microsoft SCCM

Red Hat Network Satellite

Dell KACE 1000

Altiris

=2 =222

If credentials are provided for a host, as well as a patch management system, or multiple patch management systems, Nessus
will compare the findings between all methods and report on conflicts or provide a satisfied finding. Using the Patch
Management Windows Auditing Conflicts plugins, the patch data differences (conflicts) between the host and a patch
management system will be highlighted. For example, if you provide credentials for the target host and a SCCM, IBM TEM,
KACE 1000, and WSUS patch maagement systems, Nessus will produce the following report with a High severity rating if
there are conflicts found:

patc,hm,anjagement Configure Export ¥

Hosts > 172NN > Vulnerabilities [

Patch Management Windows Auditing Conflicts < Plugin Details

Severity: High
Description o “

D: 999901
This plugin compares vulnerabilities reported by Nessus and supplied patch management results to determine conflicts in Type: local
‘Windows patches. The report will allow you to audit your patch management solution to determine if it is reporting Family: Misc.
properly. o ‘

Published: 2012/11/12
Solution Risk Information

If conflicts exist, they should be resolved with updates.
Risk Factor: High

Qutput
Vulnerability Information

The following tools were used in this scan.
IBM TEM

Heszsus

SCCH

WsU5

CPE: cpe:/o:microsoftwindows

Hessus feed : $Date: 2005/11/08 13:18:41 §

Hessus -> IBM TEM conflicts
ms11-049 : Nessus reports wvulnerable , IBM TEM is NCOT reporting vulnerable

Port = Hosts

/A 72 ¢

This underscores the importance of crossreferencing patches between what is on the system and what the patch
management system thinks ison the system. In the above output you can see that Nessus has credentials to log in to the
target system itself (indicated by the Nessus>). Nessus is also able to pull the patch levels from SCCM (as indicated by the
SCCM conflicts). The report for each patch and the discrepancies is displayed in the plugin output. As the first entry indicates
for the host, Nessus found MS11049 missing, but IBM TEM is reporting that patch as being applied.
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This allows organizations to not only audit hosts, but to hgd ensure that patch management software is providing accurate
information. If there are no conflicts found, Nessus will provide a Satisfied finding with an Info severity rating:

Configure Export ~
Hosts > 172 > Vulnerabilities
Microsoft Patch Bulletin Feasibility Check < > Plugin Details
Severity: Info
Description
ID: 57033
Using credentials supplied in the scan policy, Nessus is able to collect information about the software and patches installed Type: local
on the remote Windows host and will use that information to check for missing Microsoft security updates. Family: Windows : Microsoft Bulleting
. . . . Published: 2011/12/06
MNote that this plugin is purely informational. ubliEne /12/0
Modified: 2012/10/16
QOutput
Risk Information
Nessus is able to test for missing patches using : Risk Factor; Mone
Hessus
IEM TEM
W5US
SCCH
Port v Hosts
445 / tep / cifs 172 ¢

Plaintext Authentication

Finally, if a secure method of performing credentided checks is not available, users can force Nessus to try to perform checks
over insecure protocols by configuring thePlaintext Authentication drop-down menu item.

This menu allows the Nessus scanner to use credentials when testing HTTP, NNTP, FTP, POPQP3, IMAP, IPMI,
SNMPv1/iv2c, and telnet/rsh/rexec. By supplying credentials, Nessus may have the ability to do more extensive checks to
determine vulnerabilities. HTTP credentials supplied here will be used for Basic and Digest authentication only.

Cleartext Protocols

Credentials for FTP, IPMI,NNTP,POP2, andPOP3 are username and password only.

+ Plaintext Authentication

FTP

HTTP

There are four different types of HTTPauthentication : Automatic authentication , Basic/Digest authentication ,HTTP login
form for a custom web application andHTTP cookies import.
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HTTP Global Settings

Login method POST Specify if the login action is performed via a GET or POST request.

Re-authenticate 0 The time delay between authentication attempts. This isuseful to avoid triggering
delay (seconds) brute force lockout mechanisms.

Follow 30x 0 If a 30x redirect code is received from a web server, this directs Nessus to follow the
redirections link provided or not.

(# of levels)

Invert Disabled A regexpattern to look for on the login page, that if found, tells Nessus
authenticated regex authentication was not successful (e.g., Authentication failed!).

Use authenticated Disabled Rather than search the body of a response, Nessus can search the HTiEBponse
regex on HTTP headers for a given regex pattern to better determine authentication state.

headers

Use authenticated Disabled The regex searches are case sensitive by default. This instructs Nessus to ignore case

regex on HTTP
headers

HTTP login form

The HTTP login page settings provide control over where authenticated testing of a custom webbased application begins.

HTTP

HTTP login form -

Authentication method

Username

Password

Login page

Login submission page

Login parameters

SER% and %PA55% are used, they will be substitute

Check authentication on page

Regex to verify successful
authentication
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Username Login user #s name.

Password Password of the user specified.

Login page The absolute path to the login page of thepplication, e.g., /login.html.

Login submission page The action parameter for the form method. For example, the login form foxform
method="POST" name="auth_form" action="/login.php"> would be
/login.php

Login parameters Specify the authentication parameters (e.g.,dgin=%USER%&password=%PASS%)If

the keywords %USER% and %PASS% are used, they will be substituted with values
supplied on the Login configurations dropdown menu. This field can be used to provide
more than two parameters if required (e.g., a group hame or some other piece of
information is required for the authentication process).

Check authentication on The absolute path of a protected web page that requires authentication, to better assist
page Nessus in determining authentication status, e.g., /admin.html.

Regex to verify successful A regex pattern to look for on the login page. Simply receiving a 200 response code is nc
authentication always sufficient to determine session state. Nessus can attempt to match a given string

such asAuthentication successful!

HTTP cookies import

To facilitate web application testing, Nessus can import HTTP cookies from another piece of software (e.g., web browser,
web proxy, etc.) with theHTTP cookies import settings. A cookie file can be uploaded so that Nessus uses the cookies when
attempting to access a web application. The cookie file must be in Netscape format.

HTTP
Authentication method HTTP cookies import -
Cookies file Add File

This file must be in the Netscape cookies.txt format

Using cleartext credentials in any fashion is not recommended! If the credentials are sememotely (e.g., via a
Nessus scan), the credentials could be intercepted by amne with access to the network.

Use encrypted authentication mechanisms whenever possible.

telnet/rsh/rexec

The telnet/rsh/rexec authentication section is also username and password, but there are additional Global Settings for this
section that can allow you to perform patch audits using any of these three protocols.

Scans and PoliciesScans 92 of 151



telnet/rshirexec

Username

Password (unsafel)

Global Settings

Perform patch audits over telnet
Patch auditing will only be attempted for non-Windows targets.

Perform patch audits over rsh
Patch auditing will only be attempted for non-Windows targets.

Perform patch audits over rexec
Patch auditing will only be attemnpted for non-Windows targets.

SNMPv1/v2c

SNMPv1/v2c configuration allows you to use communily strings for authentication to network devices. Up to 4 SNMP
community strings can be configured.

SHMPviiv2ec
Community string public
Global Settings
UDP port 161
Additional UDP port #1 161
Additional UDP port #2 161

Additional UDP port #3 161

Scan > Compliance (Advanced Scan Example )

Scanner Templates

&,

Advanced Scan
Configure a scan without using any
e

ecommendaticns,

Advanced Scansshare the sameScan > Settingsand Scan > Credentialsas doestheBa s i ¢  Ne t wtemplate.Sc an Hs
However, the Advanced Scantemplate includes additional Compliance and Plugins pages and settings.
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Scan

Settings Credentials Compliance

COMPLIANCE CHECKS

»

»

»

»

]

»

»

»

»

]

»

Adtran AOS

Amazon AWS
BlueCoat ProxySG
Brocade FabricOS
Check Point GAIA
Cisco 105

Citrix XenServer
Database

Dell Forceld FTOS
Extreme ExtremeX05
FireEye

Fortigate FortiOS

HP ProCurve

Huawei VRP

IBM iSeries

Juniper Junos
MongoDB

NetApp Data ONTAP
Palo Alto Networks PAN-0S
RHEV

Salesforce.com
SonicWALL SonicO5
Unix

Unix File Contents
VMware vCenter/vSphere
Windows

Windows File Contents

Save

Cancel

The following table provides an oveview of all compliance checks.

Compliance Policy

Adtran AOS

Amazon AWS

Blue Coat ProxySG

SSH

SSH

SSH

An option that allows a system or policy file to be specified to test
Adtran AOS based devices against compliance standards.

An option that allows a system to be specified to test the AWS
account configuration against compliance standards.

An option that allows a system to be specified to tesBlue Coa
ProxySG devices against compliance standards.
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Compliance Policy

Brocade FabricOS

Check Point GAIA

Cisco I0S

Citrix XenServer

Database

Dell Forcel0 FTOS
Extreme
ExtremeXOS
FireEye

Fortigate FortiOS
HP ProCurve
Huawei

IBM iSeries
Juniper Junos
MongoDB

NetApp Data ONTAP
Palo Alto Networks
PAN-OS

RHEV

Salesforce.com

SSH

SSH

SSH

Database credentials

SSH

SSH

SSH

SSH

SSH

SSH

IBM iSeries

SSH

MongoDB

SSH

PAN-OS

RHEV

Salesforce SOAP API

An option that allows a system or policy file to be specified to test
Brocade FabricOS based devices anst compliance standards.

An option that allows a system to be specified to test Check Point
GAIA based devices against compliance standards.

An option that allows a device or policy file to be specified to test
CiscolOS based devices against compliance standards.

In addition to being able to upload your own .audit files, there are also
DISA STIG and other best practices files available.

A commercial option that allows a system to be specified to test Citrix
XenServers against compliance standards

An option that allows a policy file to be specified to test databases
such as DB2, SQL Server, MySQL, and Oradgainst compliance
standards.

An option that allows a system or policy file to be specified to test Dell
Forcel0 FTOS based devices against compliance standards.

An option that allows a system or policy file to be specified to test
Extreme ExtremeXOS based devices against compliance standards.

An option that allows a system or policy file to be specified to test
FireEye devices against compliance stanards.

An option that allows a system or policy file to be specified to test
Fortigate FortiOS based devices against compliance standards.

An option that allows a system or policy file to be specified to test HP
ProCurve devices against compliance standards.

An option that allows a device or policy file to be specified to test
Huawei VRP based devices against compliance standards.

An option that allows a policy file to be spedied to test IBM iSeries
systems against compliance standards.

An option that allows a device or policy file to be specified to test
Juniper Junos devices against compliance standards.

An option that allows a system or policy file to be specified to test
MongoDB systems against compliance standards.

An option that allows a system or policy file to be specified to test
NetApp Data ONTAP devices against compliance stndards.

An option that allows a system to be specified to test Palo Alto
Networks PAN-OS devices against compliance standards.

An option that allows a system to be specified to test Red Hat
Enterprise Virtuali zation devices against compliance standards.

An option that allows a system to be specified to test Salesforce
applications against compliance standards.
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SonicWALL SonicOS = SSH An option that allows a system or policyfile to be specified to test
SonicWALL SonicOS devices against compliance standards.

Unix SSH An option that allows a policy file to be specified to test Unix systems
against compliance standards.

Unix File Contents SSH The Unix File Contents Compliance Checksmenu allows users to
upload Windows-based audit files that search a system for a specific
type of content (e.g., source code errors, credit cards, Social Security
numbers) to help determine compliance with corporate regulations or
third -party standards.

VMware VMware ESX SOAP API An option that allows a system to be specified to test VMware devices
vCenter/vSphere or VMware vCenter against compliance standards.
SOAP API
Windows Windows An option that allows a policy fileto be specified to test Windows
systems against compliance standards.
Windows File Windows The Windows File Contents Compliance Checks menu allows users
Contents to upload Windows-based audit files that search a system for a

specific type of content (e.g., credit cards, Social Security numbers) to
help determine compliance with corporate regulations or third-party
standards.

For more detailed information regarding each item, check the Tenable Network Security documentNessus Compliance
Checks.

Example: (Upload a custom Brocade FabricOS audit file)

After entering the required credentials, this menu allows commercial customers to upload policy files that will be used to
determine if the supported device, application, or operating system meets the specified compliance standards. Up to five
policies may be seleced at one time.

(Upload a custom Brocade FabricOS audit file)

@ NOTICE: SSH credentials or an offline config is required for this audit.

Audit file Add File

Global Settings

Offline Configuration Auditing

Upload a Brocade Fabric OS configuration file to audit. A single configuration file
should be uploaded as a
a .zip file. Each configura
command: "configshow -all

Fabric OS config file(s) Add File
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Once a compliance policy is saved, a user can open the compliance policy and download any custuit files.

This enables a user who did not originate the policy to retrieve thewudit file from the Nessus policy directly.

@ NOTICE: $5H credentials are required for this audit.

Audit file CIS_Debian_Linux_v1.audit X

CIS Cisco Firewall Devics L1 v3.0.1

Example: TNS Brocade Fabric OS Best Practices

Some policies also have a best practices option, which is a pdefined audit file where the user provides the values to their
environment. In some instances, there are predefined DISA STIG, CIS, and PCI audit policiesrehdy available.

TNS Brocade Fabric OS Best Practices

@ NOTICE: 55H credentials or an offline config is required for this audit.
SYSLOG server IP 1924168001
The IP address of a trusted syslog daemon server for your organization.

NTP server IP 1924 168\001

The IP address of a trusted NTP server for your arganization. The default value is LOCL.

SCP server [P 1924 168\001

The IP address of a trusted SCP server for your organization.

SNMPv3 trap target 192416801

SNMPv3 IP address of traps, to add more replace 0 with 1,2 or 3 etc.
Global settings

Offline Configuration Auditing

Upload a Brocade Fabric OS configuration file to audit. A single configuration file should be uploaded as a .txt file. Multiple co
command: “configshow -all”

Fabric OS config file(s) Add File

For more information on specific compliance policies, see the Tenable Network Security documentlessus Compliance
Checks.

Offline Configuration Audi t Policies

Tenable offers the ability to upload configuration policies directly to Nessus. This provides the user with the ability to ulpad
the configuration of a critical device for auditing and not require any access to the device. This keeps the auditelevice
online while being able to audit the configuration.
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Currently supported devices for offline configuration auditing are:

Adtran AOS

Blue Coat ProxySG
Brocade Fabric OS
Cisco I0S

Check Point GAIA
Dell Forcel0 FTOS
Extreme ExtremeXOS
FireEye

HP ProCurve

Huawei VRP

Juniper Junos
Netapp Data ONTAP
SonicWALL SonicOS

=2 =8 =0-0-0-9_9_9_9_9_9_°9_-°

Scan > Plugins (Advanced Scan Example )

The Advanced Scantemplates include Plugin pages and settings.

The Plugins menu enables you to select security checks bi?lugin Family or individual checks.

Policies > Settings Credentials Compliance Plugins
Show Enabled | Show All

Status Plugin Family = Total = Status Plugin Mame Plugin ID -

AIX Local Security Checks 11169 D Mo plugin family selected.

Amazon Linux Local Security Checks 548

Backdoors 102

CentOs Local Security Checks 1929

CG1 abuses 3296

CGI abuses : XS5 604

aisco 622 . .
Cancel

Clicking on the plugin family allows you to enable (green) or disable (grey) the entire family. Selecting a family will diaplthe
list of its plugins. Individual plugins can be enabled or disabled to create very specific scan miés.

A family with some plugins disabled will turn blue and display mixed to indicate only some plugins are enabled. Clicking on
the plugin family will load the complete list of plugins, and allow for granular selection based on your scanning preferense

Selecting a specific plugin will display the plugin output that will be displayed as seen in a report. The synopsis and
description will provide more details of the vulnerability being examined. Scrolling down in your browser will also show
solution information, additional references if available, risk information; exploit information, and any vulnerability database
or informational cross-references.
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MS14-044: Vulnerability in SQL Server Could Allow Elevation of Privilege (2984340) (uncred...

Synopsis

A cross-site scripting vulnerability in SQL Server could allow an elevation of privilege.

Description

The remote host has a version of Microsoft SQL Server installed. This version of SQL Server is potentially affected by
multiple wulnerabilities :

- A cross-site scripting vulnerability exists in the SQL Master Data Services, (CVE-2014-1820)
- A denial of service vulnerability exists in SQL Server.

(CVE-2014-4061)

Solution

Microsoft has released a set of patches for SQL Server 2008, 2008 R2, 2012, and 2014.

See Also

https://technet.microsoft.com/library/security/MS14-044

At the top of the plugin family page, you can create filters to build a list of plugins to include ithe policy, as well as disable or
enable all plugins. Filters allow granular control over plugin selection. Multiple filters can be set in a single policy.

My New Advanced Scan Policy | Disable Al | EnableAll | -

Policies > Seftings Credentials Compliance Plugins

To create a filter, click the Filter Plugin Families dropdown arrow.

| pisable A | Enable Al .

Advanced Search
Match | all  » | of the following:

Bugtrag ID w || isequal to - o

Apply Cancel Clear Filters

Each filter created provides several options for refining a search. The filter criteria can be based oy, where any one
criteria will return matches, or All, where every filter criteria must be present. For example, if we want a policy that only
includes plugins that have an exfwit or can be exploited without a scripted exploit, we create two filters and selectAny for
the criteria:
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Disable All Enable All -

Advanced Search

Match | All  w | of the following:

Plugin Name v || contains A Windows

[ |Expl0itAvaiIabIe v | isequalto v | true | X (4]

Apply Cancel Clear Filters

For a full list of filter criteria and details, check theReport Filters section of this document.

To use flters to create a policy, it is recommended you start by disabling all plugins. Using plugin filters, narrow

down the plugins you want to be in your policy. Once completed, select each plugin family and click Enable
Plugins.

When a policy is created andsaved, it records all of the plugins that are initially selected. When new plugins are received via
a plugin update, they will automatically be enabled if the family they are associated with is enabled. If the family has been
disabled or partially enabled, new plugins in that family will automatically be disabled as well.

The Denial of Service family contains some plugins that could cause outages on a network if the Safe Checks optic
is not enabled, but does contain some useful checks that will n@ause any harm. The Denial of Service family can
be used in conjunction with Safe Checks to ensure that any potentially dangerous plugins are not run. However, it i
recommended that the Denial of Service family not be used on a production network unlesskeduled during a
maintenance window and with staff ready to respond to any issues.

Manage Scans

Based on permissions, when a scan is selected from the list, thMore button will appear on the page and additional options
for the scan become available.

Scans / All Scans
Name Schedule Last Modified =
Team Folder My Advanced Scan On Demand @ 1155PM

«  MyScans My Host Discovery Scan On Demand @ 1153PM

«  MyScans My New Advanced Scan On Demand @ 1138PM
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1 Configure Maore = Upload
 Copyto Configure
Copyto »
1 Launch et
1 Mark Unread Mark Unread
1 Moveto Moveto ¥
Upload a Scan

Scan reports that were previously exported may be imported using thdJpload button. Valid file formats are .nessusand .db.

.nessus An XML-based format and the defacto standard in Nessus 4.2 and later. This format
uses an expanded set of XML tags to make extracting and parsing information more
granular. This report does not allow chapter selection.

If the policy is exported and saved to a .nessus file, the passwords ke stripped.

When importing a .nessus file formatyou will need to re-apply your passwords to the
credentials being used.

Nessus DB A proprietary encrypted database format used in Nessus 5.2 and later that contains all
the information in a scan, incliding the audit trails and results. When exporting to this
format, you will be prompted for a password to encrypt the results of the scan.

Configure a Scan

The Configure option allows you manage scans, including their schedules and settings, and you hate ability to update
them as needed.

‘ More  w | Upload
Configure {D
Scans / All Scans Copy to

Launch

Name Schedule Last Modified «
Mark Unread

Team Folder My Advanced Scan On Demand Moveto ¥ @ 1155PM

My Scans My Host Discovery Scan On Demand @ 1153PM

L4 My Scans My New Advanced Scan On Demand @ 1138PM
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Disable a Scheduled Scan

If the scan that you have selected is configured with a scheduléhe More menu allows you to disable the schedule.

I More ¥ I ‘ Upload |
Configure
Scans / All Scans Copyte *
Disable
Name Schedule @ Last Modified =
Launch
Team Folder My Advanced Scan On Demand Mark Unread @ 1155PM
Moveto F
W My Scans My Host Discovery Scan Once on August 21 at 00:00 @ 1153PM
My Scans My New Advanced Scan On Demand @ 1138PM

Copy a Scan

Based on permissions, you have the ability to copy existimscans.

Select the scan to be copied, and then use théopy to option from the More drop-down menu.You may choose to copy the
scan to an existing folder or create a new folder to store the copied scan.

More = | Upload |

Configure
Scans / All Scans Copyto | MyScans
Launch Team Folder
Mame Schedule Last Modified a
Mark Unread | Mew Folder
T
¥ TesmFalder My Advanced Scan On Demand Moveto  * @ 1155PM
MySeans My Host Discovery Scan Once on August 21 at 00:00 @ 1153PM
MySeans My New Advanced Scan On Demand @ 1138PM

Once the Copy to option has been selected, crete anew name for the copied scan and choose whether or not to include the
original scan#fs history.

Copy Scan

Scan Name [ fropy of My Advanced scan

Include scan history
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Move a Scan

Similar to copying a scan, thé/love to option allows you to move a selected scan to Blew Folder, a previously created
folder, or to the Trashfolder.

More = Upload

Configure
Scans / All Scans Copyto *

Launch

Name Schedule Last Modified
Movete * My Scans

Team Folder My Advanced Scan On Demand Team Falder @ Junes

Trash
MySeans My Host Discovery Scan Once on August 21 at 00:00 Mew Fulde@ @ Junes
MyScans My New Advanced Scan On Demand @ Junesd
« | Team Folder Copy of My Advanced Scan On Demand E na

When a scan has been moved to thé&rashf ol der , none of the scan#fs configured f
scan has not been deleted; it can be deleted or it can be restored to a New Folder by selecting it from theash folder and
using the More menu options.

o Scans stored in the Trash folder will be deleted automatically after 30 days.

Scan Results, Dashboards, and Reports

Nessus has an extensive interface for viewing scaresults and generating reports.

You can configure a scarsearch the audit trail, launch scans, or export reglts while viewing the reports.

Default Network Scan T | At loen Bxport *

CURRENT RESULTS: NOVEMBER 10, 2014

Configure Navigates you back to the scan#fs configurat.i
Audit Trail Displays the audit trail dialogue.
Launch Display two choices to launch a scarDefault and Custom.

The custom option allows you to define different targets for the scan, where default will run the
scan with the predefined targets.

Export Allows you to save the scan result in one of four formatsNessus (nessus ), HTML, CSV, or
Nessus DB.

Nessus DB format is an encrypted proprietary format. Note that the Nessus DB formats all the
possible data about a scan, including but not limited to the results, the audit trails, and
attachments.
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Scan Results

Scans > Hosts B Vulnerabilities History
Host Vulnerabilities a
172.26.19.141 147 133 @ Displaying results for 2 hosts out of 3.
Please click here to license more.

Scan Details
Name: aaa
Status: Canceled
Paolicy: Basic Network Scan
Scanner: Local Scanner
Folder: My Scans
Start: February 10 at 1:52 PM

If you scan more hosts than your license allows, Nessus will display a warning directing you to contact Tenable t
obtain more licenses.

Dashboards

Nessus Managerand Nessus Clouddisplay the scan results in Scans / Dashboard

Network Scan | configue | AugtTail | | Launch ¥ | Expot ¥

3

Scans » Dashboard Hosts Vulr Remediati History

Current Vulnerabilities

10 16

CRITICAL HIGH
Operating Systerm Comparison Vulnerability Comparison Haost Count Comparison
® Linux @ Critical @ Without auth
& Windows & High
® Mac Medium
Other ® Low
Top Hosts Top Vulnerabilities
172.26.48.102 1. 15 GNU Bash Environment Variable Handling Code Inje...
172.26.48.98 - E 124 Microsoft Windows XP Unsupported Installation Det...
172.26.48.99 MS14-066: Vulnerability in Schannel Could Allow Re...
172.26.48.88 Unsupported Unix Operating System
172.26.48.115 [ ] 7 MS08-067: Microsoft Windows Server Service Craft...
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If there are multiple scan results, theTop Hosts chart will be replaced with Vulnerabilities Over Time.

If a scan includesCompliance results, you will see toggle arrows above the totals.

You will also see the toggle arrows next torop Vulnerabilities .

If you mouse over either set of the toggle arrows, you will see text that states that navigation will take you to vulnerabity
counts or compliance counts dashboard:
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