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CyberScope Overview Report 
 
 
 

This report summarizes the active discovery findings related to the CVE, CCE and CPE CyberScope areas for each host in a specific asset group. It is important to 
remember that this report is not a LASR report for DHS submission. The goal of this report is to give you an immediate idea of your CyberScope preparedness. 
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NetBIOS Name: PLABS\MARS 

Last Scan: Aug 5, 2012 @ 2:12PM 
 
 
 
 

CCE 
 

Total Plugin Name 

1 noCCE:1::USGCB-Windows-7-oval:-1 
1 CCE-18300-4:20006::USGCB-Windows-7-oval:-1 

1 CCE-18190-9:20005::USGCB-Windows-7-oval:-1 

1 CCE-18739-3:20004::USGCB-Windows-7-oval:-1 

1 CCE-18659-3:20003::USGCB-Windows-7-oval:-1 

1 CCE-18629-6:20002::USGCB-Windows-7-oval:-1 

1 CCE-18249-3:20001::USGCB-Windows-7-oval:-1 

1 CCE-9857-4:262::USGCB-Windows-7-oval:-1 

1 CCE-9528-1:259::USGCB-Windows-7-oval:-1 

1 CCE-9361-7:227::USGCB-Windows-7-oval:-1 

1 CCE-9439-1:130::USGCB-Windows-7-oval:-1 

1 CCE-9196-7:94::USGCB-Windows-7-oval:-1 

1 CCE-9386-4:92::USGCB-Windows-7-oval:-1 

1 CCE-9121-5:91::USGCB-Windows-7-oval:-1 

1 CCE-9218-9:90::USGCB-Windows-7-oval:-1 

1 CCE-9229-6:54::USGCB-Windows-7-oval:-1 

1 CCE-8484-8:53::USGCB-Windows-7-oval:-1 

1 CCE-9309-6:49::USGCB-Windows-7-oval:-1 

1 CCE-9014-2:48::USGCB-Windows-7-oval:-1 

1 CCE-9124-9:47::USGCB-Windows-7-oval:-1 

1 CCE-8732-0:46::USGCB-Windows-7-oval:-1 

1 CCE-9326-0:45::USGCB-Windows-7-oval:-1 

1 CCE-9419-3:44::USGCB-Windows-7-oval:-1 

1 CCE-9388-0:43::USGCB-Windows-7-oval:-1 
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Total Plugin Name 

1 CCE-8475-6:42::USGCB-Windows-7-oval:-1 
1 CCE-9417-7:41::USGCB-Windows-7-oval:-1 

1 CCE-9149-6:40::USGCB-Windows-7-oval:-1 

1 CCE-9223-9:39::USGCB-Windows-7-oval:-1 

1 CCE-9461-5:38::USGCB-Windows-7-oval:-1 

1 CCE-9320-3:37::USGCB-Windows-7-oval:-1 

1 CCE-9289-0:36::USGCB-Windows-7-oval:-1 

1 CCE-9135-5:35::USGCB-Windows-7-oval:-1 

1 CCE-8999-5:34::USGCB-Windows-7-oval:-1 

1 CCE-9048-0:33::USGCB-Windows-7-oval:-1 

1 CCE-8467-3:32::USGCB-Windows-7-oval:-1 

1 CCE-9226-2:31::USGCB-Windows-7-oval:-1 

1 CCE-9336-9:30::USGCB-Windows-7-oval:-1 

1 CCE-9274-2:29::USGCB-Windows-7-oval:-1 

1 CCE-9239-5:28::USGCB-Windows-7-oval:-1 

1 CCE-9098-5:27::USGCB-Windows-7-oval:-1 

1 CCE-9212-2:26::USGCB-Windows-7-oval:-1 

1 CCE-9244-5:25::USGCB-Windows-7-oval:-1 

1 CCE-8583-7:24::USGCB-Windows-7-oval:-1 

1 CCE-8460-8:23::USGCB-Windows-7-oval:-1 

1 CCE-9254-4:22::USGCB-Windows-7-oval:-1 

1 CCE-8431-9:21::USGCB-Windows-7-oval:-1 

1 CCE-9215-5:20::USGCB-Windows-7-oval:-1 

1 CCE-9185-0:19::USGCB-Windows-7-oval:-1 

1 CCE-8423-6:18::USGCB-Windows-7-oval:-1 

1 CCE-8612-4:17::USGCB-Windows-7-oval:-1 

1 CCE-8414-5:16::USGCB-Windows-7-oval:-1 

1 CCE-9389-8:15::USGCB-Windows-7-oval:-1 

1 CCE-9107-4:14::USGCB-Windows-7-oval:-1 

1 CCE-9345-0:13::USGCB-Windows-7-oval:-1 
 
 

CyberScope Overview Report 



CyberScope System Report SecurityCenter 4 
TENABLE  NETWORK  SECURITY  INC.,  COPYRIGHT  ©  2012 

Tenable Network Security 5 

 

 

 
 
 
 

Total Plugin Name 

1 CCE-9068-8:12::USGCB-Windows-7-oval:-1 
1 CCE-9407-8:11::USGCB-Windows-7-oval:-1 

1 CCE-9253-6:10::USGCB-Windows-7-oval:-1 
 
 
 

CPE 
 

Synopsis: It is possible to enumerate CPE names that matched on the remote system. 
 

Description: By using information obtained from a Nessus scan, this plugin reports CPE (Common Platform Enumeration) matches for various hardware and software products 
found on a host. 

 
Note that if an official CPE is not available for the product, this plugin computes the best possible CPE based on the information available from the scan. 

 
Solution: n/a 

 
See Also: http://cpe.mitre.org/ 

 
Risk Factor: None 

 
Plugin Output: 
The remote operating system matched the following CPE : 

 
cpe:/o:microsoft:windows_7::sp1:x64-enterprise 

 
Following application CPE's matched on the remote system : 

 
cpe:/a:adobe:acrobat:10.1.3.23 
cpe:/a:adobe:adobe_air:3.1.0 
cpe:/a:adobe:flash_player:11.3.300.270 
cpe:/a:adobe:photoshop:13.0.0.0 
cpe:/a:sun:jre:1.7.0:update05 
cpe:/a:vmware:player:4.0.4.744019 
cpe:/a:nullsoft:winamp:5.6.3.3235 
cpe:/a:opera:opera_browser:12.0 
cpe:/a:microsoft:ie:9.0.8112.16421 
cpe:/a:mozilla:firefox:14.0.1 
cpe:/a:mozilla:thunderbird:14.0.0 
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Plugin Publication Date: 2010/04/21 
 

Plugin Modification Date: 2012/05/21 
 

Plugin Type: local 
 

Source File: cpe.nbin 
 
 
 
 

CVE 
 

CVE Severity 

CVE-2012-4146 High 
CVE-2012-4145 High 

CVE-2012-4144 High 

CVE-2012-4143 High 

CVE-2012-4142 High 

CVE-2012-3561 High 

CVE-2012-3374 High 

CVE-2012-2494 Medium 

CVE-2012-2493 High 

CVE-2012-2039 High 

CVE-2012-2038 High 

CVE-2012-2037 High 

CVE-2012-2036 High 

CVE-2012-2035 High 

CVE-2012-2034 High 

CVE-2012-1854 High 

CVE-2012-1847 High 

CVE-2012-0773 High 

CVE-2012-0772 High 

CVE-2012-0185 High 
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CVE Severity 

CVE-2012-0184 High 
CVE-2012-0143 High 

CVE-2012-0142 High 

CVE-2012-0141 High 

CVE-2011-3413 High 

CVE-2011-3396 High 

CVE-2011-1990 High 

CVE-2011-1989 High 

CVE-2011-1988 High 

CVE-2011-1987 High 

CVE-2011-1986 High 

CVE-2011-1983 High 

CVE-2011-1982 High 

CVE-2011-1980 High 

CVE-2011-1979 High 

CVE-2011-1972 High 

CVE-2011-1279 High 

CVE-2011-1278 High 

CVE-2011-1277 High 

CVE-2011-1276 High 

CVE-2011-1275 High 

CVE-2011-1274 High 

CVE-2011-1273 High 

CVE-2011-1272 High 

CVE-2011-0980 High 

CVE-2011-0979 High 

CVE-2011-0978 High 

CVE-2011-0976 High 

CVE-2011-0656 High 

CVE-2011-0655 High 
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CVE Severity 

CVE-2011-0105 High 
CVE-2011-0104 High 

CVE-2011-0103 High 

CVE-2011-0101 High 

CVE-2011-0098 High 

CVE-2011-0097 High 

CVE-2010-3952 High 

CVE-2010-3951 High 

CVE-2010-3950 High 

CVE-2010-3949 High 

CVE-2010-3947 High 

CVE-2010-3946 High 

CVE-2010-3945 High 

CVE-2010-3337 High 

CVE-2010-3336 High 

CVE-2010-3335 High 

CVE-2010-3334 High 

CVE-2010-3333 High 

CVE-2010-3221 High 

CVE-2010-3220 High 

CVE-2010-3219 High 

CVE-2010-3218 High 

CVE-2010-3217 High 

CVE-2010-3216 High 

CVE-2010-3215 High 

CVE-2010-3214 High 

CVE-2010-3190 High 

CVE-2010-2750 High 

CVE-2010-2748 High 

CVE-2010-2747 High 
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CVE Severity 

CVE-2010-2573 High 
CVE-2005-1794 Medium 
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192.168.1.11 
 
 
 
 

NetBIOS Name: PLABS\PORTLAND 

DNS Name: PORTLAND 

Last Scan: Aug 2, 2012 @ 6:09PM 
 
 
 
 

CCE 
 
 
 
 

CPE 
 

Synopsis: It is possible to enumerate CPE names that matched on the remote system. 
 

Description: By using information obtained from a Nessus scan, this plugin reports CPE (Common Platform Enumeration) matches for various hardware and software products 
found on a host. 

 
Note that if an official CPE is not available for the product, this plugin computes the best possible CPE based on the information available from the scan. 

 
Solution: n/a 

 
See Also: http://cpe.mitre.org/ 

 
Risk Factor: None 

 
Plugin Output: 
The remote operating system matched the following CPE : 

 
cpe:/o:microsoft:windows_7::sp1:x86-enterprise 

 
Following application CPE's matched on the remote system : 

 
cpe:/a:adobe:acrobat_reader:10.1.3 
cpe:/a:adobe:acrobat:10.1.3.23 
cpe:/a:adobe:adobe_air:3.1.0 
cpe:/a:adobe:flash_player:11.3.300.270 

 
 

CyberScope Overview Report 

http://cpe.mitre.org/


CyberScope System Report SecurityCenter 4 
TENABLE  NETWORK  SECURITY  INC.,  COPYRIGHT  ©  2012 

Tenable Network Security 11 

 

 

 

 
 
 

cpe:/a:adobe:flash_player:11.3.300.268 
cpe:/a:sun:jre:1.7.0:update05 
cpe:/a:microsoft:ie:9.0.8112.16421 
cpe:/a:mozilla:firefox:10.0.2 -&gt; Mozilla Firefox 10.0.2 
cpe:/a:mozilla:thunderbird:10.0.2 -&gt; Mozilla Thunderbird 10.0.2 
cpe:/a:videolan:vlc_media_player:2.0.0 

 
 

Plugin Publication Date: 2010/04/21 
 

Plugin Modification Date: 2012/05/21 
 

Plugin Type: local 
 

Source File: cpe.nbin 
 
 
 
 

CVE 
 

CVE Severity 

CVE-2012-3377 High 
CVE-2012-2039 High 

CVE-2012-2038 High 

CVE-2012-2037 High 

CVE-2012-2036 High 

CVE-2012-2035 High 

CVE-2012-2034 High 

CVE-2012-1967 High 

CVE-2012-1966 High 

CVE-2012-1965 High 

CVE-2012-1964 High 

CVE-2012-1963 High 

CVE-2012-1962 High 

CVE-2012-1961 High 

CVE-2012-1959 High 
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CVE Severity 

CVE-2012-1958 High 
CVE-2012-1957 High 

CVE-2012-1955 High 

CVE-2012-1954 High 

CVE-2012-1953 High 

CVE-2012-1952 High 

CVE-2012-1951 High 

CVE-2012-1950 High 

CVE-2012-1948 High 

CVE-2012-1947 High 

CVE-2012-1946 High 

CVE-2012-1944 High 

CVE-2012-1941 High 

CVE-2012-1940 High 

CVE-2012-1939 High 

CVE-2012-1937 High 

CVE-2012-1776 High 

CVE-2012-1775 High 

CVE-2012-0773 High 

CVE-2012-0772 High 

CVE-2012-0479 High 

CVE-2012-0478 High 

CVE-2012-0477 High 

CVE-2012-0474 High 

CVE-2012-0473 High 

CVE-2012-0472 High 

CVE-2012-0471 High 

CVE-2012-0470 High 

CVE-2012-0469 High 

CVE-2012-0467 High 
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CVE Severity 

CVE-2012-0464 High 
CVE-2012-0463 High 

CVE-2012-0462 High 

CVE-2012-0461 High 

CVE-2012-0460 High 

CVE-2012-0459 High 

CVE-2012-0458 High 

CVE-2012-0457 High 

CVE-2012-0456 High 

CVE-2012-0455 High 

CVE-2012-0454 High 

CVE-2012-0451 High 

CVE-2012-0441 High 

CVE-2011-3062 High 

CVE-2007-6654 High 

CVE-2007-5660 High 

CVE-2007-0321 High 

CVE-2003-0001 Low 
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192.168.2.6 
 
 
 
 

Last Scan: Aug 5, 2012 @ 2:12PM 
 
 
 
 

CCE 
 
 
 
 

CPE 
 

Synopsis: It is possible to enumerate CPE names that matched on the remote system. 
 

Description: By using information obtained from a Nessus scan, this plugin reports CPE (Common Platform Enumeration) matches for various hardware and software products 
found on a host. 

 
Note that if an official CPE is not available for the product, this plugin computes the best possible CPE based on the information available from the scan. 

 
Solution: n/a 

 
See Also: http://cpe.mitre.org/ 

 
Risk Factor: None 

 
Plugin Output: 
The remote operating system matched the following CPE's : 

 
cpe:/o:microsoft:windows_7 
cpe:/o:microsoft:windows_server_2008 
cpe:/o:microsoft:windows_vista 

 
 

Plugin Publication Date: 2010/04/21 
 

Plugin Modification Date: 2012/05/21 
 

Plugin Type: local 
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Source File: cpe.nbin 
 
 
 
 

CVE 
 

CVE Severity 

CVE-2012-0152 High 
CVE-2012-0002 High 

CVE-2005-1794 Medium 
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192.168.3.4 
 
 
 
 

Last Scan: Aug 5, 2012 @ 2:12PM 
 
 
 
 

CCE 
 
 
 
 

CPE 
 

Synopsis: It is possible to enumerate CPE names that matched on the remote system. 
 

Description: By using information obtained from a Nessus scan, this plugin reports CPE (Common Platform Enumeration) matches for various hardware and software products 
found on a host. 

 
Note that if an official CPE is not available for the product, this plugin computes the best possible CPE based on the information available from the scan. 

 
Solution: n/a 

 
See Also: http://cpe.mitre.org/ 

 
Risk Factor: None 

 
Plugin Output: 
The remote operating system matched the following CPE : 

 
cpe:/o:microsoft:windows_vista 

 
 

Plugin Publication Date: 2010/04/21 
 

Plugin Modification Date: 2012/05/21 
 

Plugin Type: local 
 

Source File: cpe.nbin 
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CVE 
 

CVE Severity 

CVE-2005-2969 Medium 
CVE-1999-0524 Info 
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192.168.6.7 
 
 
 
 

NetBIOS Name: PLABS\MERCURY 

DNS Name: MERCURY 

Last Scan: Aug 5, 2012 @ 2:12PM 
 
 
 
 

CCE 
 

Total Plugin Name 

1 CCE_Content_Info 
1 CCE-11336-5:3173:SV-36284r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11174-0:3172:SV-33700r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11717-6:3171:SV-33698r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11033-8:3170:SV-33695r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11143-5:3169:SV-33693r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11865-3:3168:SV-33691r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11141-9:3167:SV-33689r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10832-4:3166:SV-33686r2_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11356-3:3165:SV-33685r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3164:SV-33667r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3163:SV-33666r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3162:SV-33664r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3161:SV-33663r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3160:SV-33662r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3159:SV-33660r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3158:SV-33659r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3157:SV-33658r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3156:SV-33656r1_rule:Windows_2008_R2_MS_STIG:1 
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Total Plugin Name 

1 noCCE:3155:SV-33654r1_rule:Windows_2008_R2_MS_STIG:1 
1 noCCE:3154:SV-33653r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3153:SV-33650r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3152:SV-33648r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3151:SV-33647r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3150:SV-33645r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3149:SV-33644r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3148:SV-33643r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3147:SV-33641r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3146:SV-33638r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3145:SV-33635r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3144:SV-33633r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3143:SV-33632r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3142:SV-33630r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3141:SV-33628r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3140:SV-33626r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3139:SV-33623r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3138:SV-33622r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3137:SV-33620r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3136:SV-33617r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3135:SV-33616r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10954-6:3134:SV-33498r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10439-8:3133:SV-33497r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10805-0:3132:SV-33495r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10599-9:3131:SV-33494r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10969-4:3130:SV-33492r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10193-1:3129:SV-33491r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10458-8:3128:SV-33490r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-9984-6:3127:SV-33489r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10659-1:3126:SV-33488r1_rule:Windows_2008_R2_MS_STIG:1 
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Total Plugin Name 

1 CCE-10567-6:3125:SV-33485r1_rule:Windows_2008_R2_MS_STIG:1 
1 CCE-10549-4:3123:SV-33483r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10955-3:3122:SV-33431r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10202-0:3121:SV-33429r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-9961-4:3120:SV-33427r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10548-6:3119:SV-33426r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-9946-5:3118:SV-33425r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10274-9:3117:SV-33423r2_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10785-4:3116:SV-33421r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10618-7:3115:SV-33414r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10750-8:3113:SV-33408r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10226-9:3112:SV-33405r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10911-6:3110:SV-33400r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10796-1:3109:SV-33396r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10792-0:3108:SV-33394r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10770-6:3107:SV-33392r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-9937-4:3106:SV-33386r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10897-7:3105:SV-33385r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10122-0:3104:SV-33384r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10369-7:3103:SV-33383r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10880-3:3102:SV-33382r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10858-9:3101:SV-33381r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10853-0:3100:SV-33380r2_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10849-8:3099:SV-33379r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10086-7:3098:SV-33376r2_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10010-7:3096:SV-33733r2_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10027-1:3095:SV-33732r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11431-4:3094:SV-32467r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-12161-6:3093:SV-32465r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10544-5:3092:SV-32707r1_rule:Windows_2008_R2_MS_STIG:1 
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Total Plugin Name 

1 CCE-10691-4:3091:SV-32462r1_rule:Windows_2008_R2_MS_STIG:1 
1 CCE-11807-5:3090:SV-32461r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11375-3:3089:SV-32460r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11043-7:3088:SV-32459r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11889-3:3087:SV-32458r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11161-7:3086:SV-32457r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10855-5:3085:SV-32456r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11787-9:3084:SV-32455r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11589-9:3083:SV-32454r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11976-8:3082:SV-32453r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11300-1:3081:SV-32452r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11610-3:3080:SV-32451r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10804-3:3079:SV-32450r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10888-6:3078:SV-32449r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10843-1:3077:SV-32706r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10839-9:3076:SV-32447r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10812-6:3075:SV-32446r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10817-5:3074:SV-32445r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10617-9:3073:SV-32441r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10915-7:3072:SV-32444r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11354-8:3071:SV-32440r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10922-3:3070:SV-32439r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11997-4:3069:SV-32510r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10977-7:3068:SV-32508r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11517-0:3067:SV-32507r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11128-6:3066:SV-32506r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11623-6:3065:SV-32502r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10600-5:3064:SV-32501r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11303-5:3063:SV-32500r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10534-6:3062:SV-32438r1_rule:Windows_2008_R2_MS_STIG:1 
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Total Plugin Name 

1 CCE-11052-8:3060:SV-32436r1_rule:Windows_2008_R2_MS_STIG:1 
1 CCE-12260-6:3059:SV-32435r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10981-9:3058:SV-32434r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11584-0:3057:SV-32433r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11708-5:3056:SV-32432r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11621-0:3055:SV-32431r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11638-4:3054:SV-32430r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11739-0:3053:SV-32475r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11263-1:3052:SV-32429r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11651-7:3051:SV-32428r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-12088-1:3050:SV-32427r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11030-4:3049:SV-32474r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11319-1:3048:SV-32426r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-12274-7:3047:SV-32472r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10546-0:3046:SV-32471r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11248-2:3045:SV-32470r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11155-9:3044:SV-32425r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11242-5:3043:SV-32424r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11304-3:3042:SV-32423r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10484-4:3041:SV-32422r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11596-4:3040:SV-32421r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11468-6:3039:SV-32420r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10906-6:3038:SV-32419r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10343-2:3037:SV-32418r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11530-3:3036:SV-32417r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3035:SV-32416r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11256-5:3034:SV-32415r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11243-3:3033:SV-32414r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11112-0:3032:SV-32413r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10697-1:3031:SV-32412r1_rule:Windows_2008_R2_MS_STIG:1 
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Total Plugin Name 

1 CCE-12082-4:3030:SV-32411r1_rule:Windows_2008_R2_MS_STIG:1 
1 CCE-10693-0:3029:SV-32410r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11264-9:3028:SV-32409r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-12074-1:3027:SV-32408r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11604-6:3026:SV-32407r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:3025:SV-32488r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10357-2:3024:SV-32403r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11563-4:3023:SV-32402r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11360-5:3022:SV-32401r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10889-4:3021:SV-32400r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11958-6:3020:SV-32399r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11136-9:3019:SV-32398r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11587-3:3018:SV-32397r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10715-1:3017:SV-32395r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10881-1:3016:SV-32396r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11709-3:3014:SV-32497r2_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11905-7:3013:SV-32496r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11450-4:3012:SV-32394r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10865-4:3011:SV-32392r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10109-7:3010:SV-32391r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10684-9:3009:SV-32387r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10570-0:3008:SV-32384r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10794-6:3007:SV-32383r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10807-6:3006:SV-32382r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11023-9:3005:SV-32377r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11028-8:3004:SV-32376r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10018-0:3003:SV-32375r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10112-1:3002:SV-32374r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10619-5:3001:SV-32373r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10487-7:3000:SV-32372r1_rule:Windows_2008_R2_MS_STIG:1 
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Total Plugin Name 

1 CCE-10788-8:2999:SV-32371r1_rule:Windows_2008_R2_MS_STIG:1 
1 CCE-10372-1:2996:SV-32369r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10940-5:2995:SV-32368r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10992-6:2994:SV-32367r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10970-2:2993:SV-32366r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10871-2:2992:SV-32365r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-12754-8:2991:SV-32364r2_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11368-8:2990:SV-32499r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10900-9:2989:SV-32363r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10913-2:2988:SV-32362r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11035-3:2987:SV-32361r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10935-5:2986:SV-32485r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10019-8:2985:SV-32360r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10941-3:2984:SV-32359r2_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10653-4:2983:SV-32358r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10381-2:2982:SV-32357r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10768-0:2981:SV-32356r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10518-9:2980:SV-32355r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10732-6:2979:SV-32354r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11011-4:2978:SV-32353r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10040-4:2977:SV-32352r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11298-7:2976:SV-40099r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10772-2:2975:SV-32348r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11750-7:2973:SV-32347r2_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11625-1:2972:SV-32345r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-14437-8:2971:SV-32344r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11506-3:2970:SV-32495r2_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11117-9:2969:SV-32494r2_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-12046-9:2968:SV-32493r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10669-0:2967:SV-32492r1_rule:Windows_2008_R2_MS_STIG:1 
 
 

CyberScope Overview Report 



CyberScope System Report SecurityCenter 4 
TENABLE  NETWORK  SECURITY  INC.,  COPYRIGHT  ©  2012 

Tenable Network Security 25 

 

 

 
 
 
 

Total Plugin Name 

1 CCE-11677-2:2966:SV-32491r1_rule:Windows_2008_R2_MS_STIG:1 
1 CCE-11299-5:2965:SV-32490r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-12016-2:2964:SV-32498r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10986-8:2963:SV-32343r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10789-6:2962:SV-32342r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10035-4:2961:SV-32341r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10614-6:2960:SV-32340r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10588-2:2959:SV-32468r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10830-8:2958:SV-32339r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10825-8:2957:SV-32338r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10297-0:2956:SV-32337r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10292-1:2955:SV-32336r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10541-1:2954:SV-32322r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10903-3:2953:SV-32321r2_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10883-7:2952:SV-32320r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-9992-9:2951:SV-32319r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11723-4:2950:SV-32318r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10821-7:2949:SV-32317r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10949-6:2948:SV-32484r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10944-7:2947:SV-32481r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11126-0:2946:SV-32315r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10905-8:2945:SV-32314r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10362-2:2944:SV-32313r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11010-6:2943:SV-32312r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10930-6:2942:SV-32311r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10637-7:2941:SV-32310r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10974-4:2940:SV-32309r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10775-5:2939:SV-32308r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10871-2:2938:SV-32307r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10875-3:2937:SV-32306r1_rule:Windows_2008_R2_MS_STIG:1 
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Total Plugin Name 

1 CCE-10978-5:2936:SV-32513r1_rule:Windows_2008_R2_MS_STIG:1 
1 CCE-10370-5:2935:SV-32305r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10643-5:2934:SV-32304r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10573-4:2933:SV-32303r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10733-4:2932:SV-32302r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10810-0:2931:SV-32301r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10984-3:2930:SV-32300r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-9999-4:2929:SV-32299r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10901-7:2928:SV-32298r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10745-8:2927:SV-32297r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10838-1:2926:SV-32296r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10983-5:2925:SV-32295r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10976-9:2924:SV-32293r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10747-4:2923:SV-32292r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-9989-5:2922:SV-32291r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10809-2:2921:SV-32290r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10760-7:2920:SV-32289r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10562-7:2919:SV-32288r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10232-7:2918:SV-32287r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10399-4:2917:SV-32286r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11059-3:2916:SV-32285r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-11046-0:2915:SV-32284r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10557-7:2914:SV-32283r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10926-4:2913:SV-32282r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10673-2:2912:SV-32281r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:2911:SV-32248r1_rule:Windows_2008_R2_MS_STIG:1 

1 CCE-10419-0:2909:SV-32280r1_rule:Windows_2008_R2_MS_STIG:1 

1 noCCE:2908:SV-32242r1_rule:Windows_2008_R2_MS_STIG:1 
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CPE 
 

Synopsis: It is possible to enumerate CPE names that matched on the remote system. 
 

Description: By using information obtained from a Nessus scan, this plugin reports CPE (Common Platform Enumeration) matches for various hardware and software products 
found on a host. 

 
Note that if an official CPE is not available for the product, this plugin computes the best possible CPE based on the information available from the scan. 

 
Solution: n/a 

 
See Also: http://cpe.mitre.org/ 

 
Risk Factor: None 

 
Plugin Output: 
The remote operating system matched the following CPE : 

cpe:/o:microsoft:windows_server_2008:r2:sp1:x64-enterprise 

Following application CPE's matched on the remote system : 

cpe:/a:sun:jre:1.7.0:update05 
cpe:/a:microsoft:ie:9.0.8112.16421 
cpe:/a:mozilla:firefox:12.0.0 

 
 

Plugin Publication Date: 2010/04/21 
 

Plugin Modification Date: 2012/05/21 
 

Plugin Type: local 
 

Source File: cpe.nbin 
 
 
 
 

CVE 
 

CVE Severity 

CVE-2012-1964 High 
CVE-2012-1947 High 
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CVE Severity 

CVE-2012-1946 High 
CVE-2012-1944 High 

CVE-2012-1943 High 

CVE-2012-1942 High 

CVE-2012-1941 High 

CVE-2012-1940 High 

CVE-2012-1938 High 

CVE-2012-1937 High 

CVE-2012-0441 High 

CVE-2011-1473 Low 

CVE-2011-1280 Medium 

CVE-2010-3190 High 

CVE-2005-1794 Medium 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

CyberScope Overview Report 


