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Overview
This document describes how to use Tenable’s SecurityCenter to generate SCAP content audits as well as SCAP OVAL,
XCCDF, ASR, and ARF reports from the scan results.

Standards and Conventions
Throughout the documentation, filenames, daemons, and executables are indicated with a courier bold font such as
gunzip, httpd, and /etc/passwd.
Command line options and keywords are also indicated with the courier bold font. Command line examples may or
may not include the command line prompt and output text from the results of the command. Command line examples will
display the command being run in courier bold to indicate what the user typed while the sample output generated by
the system will be indicated in courier (not bold). Following is an example running of the Unix pwd command:
# pwd
/opt/sc4/daemons
#
Important notes and considerations are highlighted with this symbol and grey text boxes.

Tips, examples, and best practices are highlighted with this symbol and white on blue text.

Abbreviations
The following abbreviations are used throughout this documentation:
ARF

Assessment Results Format

ASR

Assessment Summary Results

CCE

Common Configuration Enumeration

CPE

Common Platform Enumeration

CVE

Common Vulnerability Enumeration

FDCC

Federal Desktop Core Configuration

LASR

Lightweight Asset Summary Results Schema

NIST

National Institute of Standards and Technology

OVAL

Open Vulnerability and Assessment Language

SC

SecurityCenter

SCAP

Security Content Automation Protocol

USGCB

United States Government Configuration Baseline

XCCDF

Extensible Configuration Checklist Description Format
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Simple Assessment Procedure
To perform a certified SCAP assessment, follow these high-level steps:
1. Download certified NIST SCAP content in its zip file format. Note that the entire zip file must be obtained for use
with SecurityCenter.
2. Upload the SCAP content zip file to SecurityCenter in the same manner as an audit file. Select the appropriate
datastream, benchmark, and profile to be used in the desired audit.
3. Associate the uploaded SCAP content audit file with a properly configured scan policy that is targeting the desired
asset(s). When creating the policy, make sure that “Generate SCAP XML Results” is selected.
4. Perform a vulnerability scan based on the selected policy.
5. When the scan is completed, view the results within SecurityCenter’s “Scan Results” section.
Each of these steps is documented in detail later in this document.

XCCDF Certified vs. Lower-Tier Content
Tenable designed SecurityCenter 4.7 and higher to work with the official XCCDF Tier IV content used in the SCAP program.
Beta quality XCCDF-compliant content (Tier 3 and below) is also available from NIST. Tier definitions are listed below:


IV – Will work in any SCAP validated tool



III – May work in any SCAP validated tool



II – Non-SCAP automation content



I – Non-automated prose content

Operation
Performing SCAP assessments as described in this document requires SecurityCenter 4.7 or higher. Earlier
versions of SecurityCenter are able to perform SCAP assessments through use of the xTool. For more
information about performing SCAP assessments using earlier versions of SecurityCenter and the xTool, refer
to the “xTool SCAP Assessments” document.

Downloading SCAP XCCDF Content
SecurityCenter users can obtain the various SCAP bundles at http://web.nvd.nist.gov/view/ncp/repository. Bundles can be
downloaded collectively as a single .zip archive depending on the platform to be assessed and the version of SCAP and
OVAL desired to be used in an assessment. SCAP content uses the following archive file naming convention:
<platform>-<OVAL version number>-<SCAP content version number>.zip
For example, if the file name is WinXP-53-2.0.1.0.zip, the “53” in the file name indicates OVAL version 5.3.
Download the file for OVAL version 5.3. When this file is unzipped, multiple files relating to the specific platform are
extracted:
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SCAP Content Supporting Files

The following sections describe how to load these files into SecurityCenter and generate audit policies that can be used
for SCAP assessments.

Working with SecurityCenter
Only users with the “Create Audit Files” permission can upload audit files and SCAP content to SecurityCenter.
The Organization Head and Administrator users always have this permission. Audit files and SCAP content
uploaded by the administrator are available to any Organization, while those uploaded by the Organization
Head are available to their respective Organization only.

Loading SCAP Content into SecurityCenter
To load XCCDF content into SecurityCenter, navigate to “Support” and select “Audit Files” in SecurityCenter:

“Audit Files” Screen Selection
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Loading the Audit File

Select “Add”, and then “Browse”. This displays a file upload option where a single audit file or SCAP content file can be
added to SecurityCenter. Select the file to upload to SecurityCenter, and then click “Upload”.

Many XML files are distributed in SCAP content. These files define the checks (in OVAL) and the target platforms (CPE).
SecurityCenter expects a zip file with valid SCAP content to be loaded as the reference file and will generate an error
message after an attempt to load an invalid file.
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After loading the SCAP content, SecurityCenter displays the available profile(s) within the file:

Available Profiles

If multiple profiles are available, SecurityCenter will display them in the drop-down window next to “Profile”. In the screen
capture above, only one profile is available. SecurityCenter automatically attempts to identify the benchmark SCAP type
as being for Windows or Linux. If it is unable to determine the type, the drop-down will be empty and the user must make
the appropriate selection before submitting the audit file.

Adding the Audit File to a Vulnerability Scan
Once the audit file is loaded to SecurityCenter, it can be used in a scan policy. One or more audit files can be specified in
a scan policy. They do not all need to be based on SCAP content. Vulnerability policy definition and usage is covered in
the SecurityCenter documentation.

Selecting an Audit File for Use in a Scan Policy
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At a minimum, the policies must include the following:


The specific audit policies to be used.



The selection of the “Policy Compliance” plugin family.



Port scanning options. If no vulnerability audits are being performed, consider disabling port scanning to speed up
scanning.
The vulnerability scan credentials are added to the scan itself, and not through the scan policy creation dialog.

The Windows Remote Registry service is crucial to read Windows registry settings specified by XCCDF policies and
content. Nessus has the ability to start this service and then turn it off when the audit is done. If there are issues with
starting the service during a scan, the scan results will show these findings (highlighted below):

In addition to enabling the Windows Remote Registry service, the Windows Management Instrumentation (WMI) service
must also be started to enable the scanner to run a successful compliance check against the remote host(s). Please refer
to Microsoft’s documentation on starting the WMI service on the Windows host(s) to be scanned.
SCAP compliance audits require sending an executable named
“tenable_ovaldi_3ef350e0435440418f7d33232f74f260.exe” to the remote host. For systems that run security
software (e.g., McAfee Host Intrusion Prevention), they may block or quarantine the executable required for
auditing. For those systems, an exception must be made for the either the host or the executable sent.

Analyzing Scan Results
When scans complete, the results will be available in the “Scan Results” interface.
Important SCAP data references are available for querying from the Scan Results interface via the query and filter tools. A
Vulnerability Summary listing of configuration items found during an audit of a Windows 7 host is shown below:
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SecurityCenter Scan Results

Scan results will show the measured value (Actual Value) of the system(s) scanned, as well as the value specified in the
SCAP content (Policy Value):
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The “Detailed Vulnerability List” filters “Vulnerability Text” field as shown below to locate SCAP relevant entries, such
as CCE, CVE, CPE, or CVSS references:

SecurityCenter Filters

10

This data can be used by many of the dashboards and reports that are available in SecurityCenter, such as the one below
that maps NIST SP 800-53 values to actual CCE settings. Below is a screenshot of the corresponding dashboard based
on USGCB XCCDF content after scanning a single Windows 7 host:
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Technical Issues
There are several technical issues to be aware of when analyzing the test results:


The Compliance Check Test Error will show as “ERROR” (medium severity) if an audit cannot be performed. It
will report as a pass if there was an error at one point, but now scans have proceeded without issue.



Tenable engineered the logic generated by SecurityCenter to perform a “CPE Platform Check”. This check
ensures that the host you are scanning for is the correct OS. For example, if you scanned a Windows 2008
platform with a Windows 7 policy, you would get a single result indicating a failure of this check. If this error is
reported on a system that has the correct CPE, make sure the remote registry service is running before rerunning the scan or use the option “SMB Registry : Start the Registry Service during the scan”.



Xccdf_Scan_Check is a check derived from the XCCDF content that identifies a variety of the parameters used.

Creating USGCB XML Reports
Concept
For USGCB reporting, NIST requires that you submit a sample of your non-compliant hosts. Although SecurityCenter has
the ability to export all compliance data as a Nessus XML report, this can sometimes be impractical.
Instead, Tenable recommends that SecurityCenter be used to identify profiles of likely non-compliant hosts. Your
organization may have made exceptions to the USGCB standard in several different ways. Using the various asset
summary and reporting tools within SecurityCenter, you can identify which assets or hosts are likely in compliance or are
not in compliance with USGCB, and the exceptions.
Once these exceptions are identified, perform a full audit of each of them. If you wish to create a single scan job to
perform this task, you can use a list of IP addresses or create an asset list to scan them.
Tenable also recommends that this scan be performed with as detailed an audit file as possible. The minimum settings for
the audit policy to work include the CCE naming, the name of the audit policy used, and the date the audit was created.
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Downloading Scan Results
To download your scan results for importing into another SecurityCenter or Nessus, choose the “Nessus Version 2”
download format. This provides a zipped version of the report results. The name of the file will be in the format of
<scanid>-nessus.zip where the scan ID is the actual scan ID used in SecurityCenter. A screen capture of the
download process is shown below:

Downloading Nessus Scan Results

Creating CyberScope Reports
Concept
CyberScope is an application co-developed by the Department of Homeland Security and the Department of Justice to
handle manual and automated inputs of agency data for FISMA reporting. Tenable Network Security is dedicated to
supporting several security and compliance standards such as FISMA, SCAP (which includes CVE, CVSS, CCE and
CPE), USGCB, and many more. Tenable is committed to supporting CyberScope as it evolves as a security management
reporting tool.


CyberScope:
http://scap.nist.gov/use-case/cyberscope/



FISMA, CyberScope and Federal IT Security
http://csis.org/blog/fisma-cyberscope-and-federal-it-security

CyberScope Reports through SecurityCenter
Users with the appropriate permissions can create and manage operational attribute sets to apply to CyberScope
Lightweight Asset Summary Results Schema (LASR) reports. Click the “System” link in the SecurityCenter UI and select
“Attribute Sets”:
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When CyberScope is selected, attributes for ReportingComponent, ComponentBureau, and Enclaves are available.
These fields are available to complete the CyberScope fields by entering the organization’s name, FISMA reporting entity,
and enclave within the FISMA reporting entity.

Once saved, the Attribute Set will be available by its name in a drop-down menu for selection in CyberScope reports:
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To add a CyberScope LASR report to SecurityCenter, click “Reports” and then “Add Report”, which will display the
following screen:

From the initial “Add Report” screen, click the “Create Custom Report” link at the lower left of the screen. Under the
“General” tab, provide a name for the report and select “CyberScope” for the Type:
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Enter a description for the report (optional) and select an option for the Report Schedule:

When finished with these settings, click “Next”.
Under the “Definition” tab, choose the source as either “Cumulative” or “Individual Scan”. A Query and additional filters
can also be defined to further narrow down the data set. For more information on how to define queries and filters, refer to
the SecurityCenter 4.7 User Guide.

When report definitions have been set, click “Next” to advance to the “Distribution” screen.
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The “Distribution” screen allows reports to be emailed, shared, or published when the report is run and completed. For
more information on SecurityCenter’s report distribution capabilities, refer to the SecurityCenter 4.7 User Guide.
Once a CyberScope report has been launched and completed, the finished report is available in SecurityCenter under
“Report Results”:

17

Click the “Download” button to either save or open the report in XML format:

The completed XML report can then be uploaded through CyberScope to complete the FISMA reporting requirements:
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About Tenable Network Security
Tenable Network Security is relied upon by more than 20,000 organizations, including the entire U.S. Department of
Defense and many of the world’s largest companies and governments, to stay ahead of emerging vulnerabilities, threats
and compliance-related risks. Its Nessus and SecurityCenter solutions continue to set the standard to identify
vulnerabilities, prevent attacks and comply with a multitude of regulatory requirements. For more information, please visit
www.tenable.com.
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