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TENABLE NESSUS ADVANCED COURSE

The Tenable Nessus® Advanced course provides the knowledge and skills
necessary to effectively use Tenable Nessus Expert, the industry standard
vulnerability assessment solution featuring Infrastructure as Code (laC)and
External Attack Surface Assessment. Through a series of videos and
demonstrations, you will learn how to operate the most common features and
functionality, enabling you for success and quick time to value.

OVERVIEW

This on-demand course enables the student, through a series of targeted videos,
to develop the building blocks for effective use of the Tenable Nessus Expert
vulnerability assessment solution. From discovery to analysis, participants will
learn to effectively utilize Nessus Expert in a variety of business use cases. Topics
include attack surface discovery, basic and in-depth IAC scanning options using
Terrascan, web app scans, and results analysis. A knowledge exam is included,
which awards a digital badge and Certificate of Completion upon passing.

AUDIENCE

This course is suitable for all parties interested in learning or improving their
knowledge of Nessus Expert.

PREREQUISITES

This course builds on the material in the Tenable Nessus Fundamentals course.
We strongly advise completing it prior to taking Tenable Nessus Advanced.

COURSE TOPICS

1. Using Terrascan
a. Terrascan Basic Scan
b. Terrascan Scan Options
c. Terrascan Scan Results
d. Terrascan Results Analysis
2. Attack Surface Discovery
a. Overview
b. Scan Options
c. Scan Results
d. Results Analysis
3. Web Application Scanning

Intro to Web App Scanning

Enabling Web App Scanning

Scan Types

Overview Scan

Config Scans

Secure Socket Layer (SSL)Scans
Non-Credentialed Web App Scans
Credentialed Web App Scans
Creating a Selenium Script

Using Scripts in Credentialed Scans
Credentialed Scans Without Scripts
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For More Information: Please visit tenable.com
Contact Us: Please email us at sales@tenable.com or visit tenable.com/contact
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KEY BENEFITS

» Product-based Demonstrations
View practical, real-world demos

showing Tenable products in realistic

scenarios

« On-Demand Scheduling

Pre-recorded courses are available on

your schedule, at your pace to view
remotely at Tenable University

» Unlimited Viewing Access
Upon purchase, you have access for
one (1) year with unlimited viewing
ability.

- Digital Badge and Certificate
Upon passing the final knowledge
exam, you will receive a digital badge
and Certificate of Completion.
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