
TENABLE.IO EXPERT 
CERTIFICATION
Tenable.io™ is a comprehensive cloud-based vulnerability management solution 
that provides complete visibility into the security posture of your distributed and 
complex IT infrastructure. The Tenable.io Expert Certification is a two-part exam; 
written and practical, that validates your in-depth product and best practices 
knowledge.

The exam is taken online in a proctored environment. The written exam must first 
be completed before you are allowed to take the practical exam. Upon successful 
completion of both exams, a Tenable.io Expert Certification will be provided in 
electronic format.

WRITTEN EXAM
Candidates are required to complete a sixty (60) question exam. The exam bank 
consists of both multiple-choice and true/false questions. We suggest candidates 
read the questions carefully before answering. 

Two (2) hours are allocated for completion, and a minimum score of 80% is required 
to pass.

PRACTICAL EXAM
Candidates are required to complete a set of activities simulating a real-world 
environment. The practical exam can include up to thirty (30) tasks to complete, 
with a series of questions asked based upon the completed tasks. 

Four (4) hours are allocated for completion, and a minimum score of 80% is 
required to pass.

WHAT YOU WILL BE TESTED ON

TENABLE.IO EXPERT
CERTIFICATION EXAM

RECOMMENDED 
PREPARATION

• Tenable.io Expert Course
instructor-led training

• Official Tenable® Documentation
for Tenable.io 

• API Documentation available at 
https://developer.tenable.com/

• Tenable Product Education
YouTube Channel

• Completion of Multiple 
Tenable.io Deployments
or experience supporting a Tenable.io 
environment (if taking exam only)

DATA SHEET

For More Information: Please visit tenable.com
Contact Us: Please email us at sales@tenable.com or visit tenable.com/contact
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1. API Basics
2. API Operations
3. Tenable Lumin Fundamentals
4. Advanced Tenable Lumin
5. Introduction to Web App 

Scanning (WAS)

6. Basic Web App Scanning
7. Credentialed Web App Scanning
8. Advanced Web App Scanning
9. Installation of On-Premises WAS
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